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CHAPTER 01

3&

GENERAL INTRODUCTION TO ICT
LAW /CYBER LAW

Cyber law is the law governing the internet and all digital transactions carried
out thereon. Cyber law is indeed one of the novel areas of the legal system. This
is because internet technology develops at such a rapid pace. Cyber law provides
legal protections to people using the internet. This includes both businesses and
everyday citizens. Understanding cyber law is of the utmost importance to
anyone who uses the internet. Cyber Law has also been referred to as the "law of
the internet.*

Cyber law covers a fairly broad area, encompassing several subtopics including
freedom of expression, access to and usage of the Internet, and online privacy.
Generically, cyber law has been referred to as the Law of the Internet.

Information technology law provides the legal framework for collecting, storing,
and disseminating electronic information in the global marketplace. Hence,
Cyber law can be considered as a part of the overall legal system that deals with
the Internet, E-commerce, digital contracts, electronic evidence, cyberspace, and

https://www.upcounsel.com/cyber-law
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their respective legal issues. Attorneys practicing in this area of the law represent
individuals and businesses from all different industries. They help structure
information technology transactions in a way that maximizes the client's
economic benefit while ensuring regulatory compliance. A great deal of
emphasis is also placed on anticipating potential sources of dispute between the
parties to a transaction, and crafting agreements that address these concerns,
thereby reducing the risk of litigation.

ICT / CYBER LAW AREAS

The main coverage of ICT contracts relates to;
1. Information — (or data) in paper or electronic format.

2. Communication — in person or electronically (electronic
communications), in writing or voice, telecommunications, and
broadcasting.

3. Information technology (IT) - including software, hardware and
electronics.

4. Communications technology - including protocols, software and
hardware.

2 also civil and

ICT law includes contentious and non-contentious matters
criminal matters. There is no single body of law which can be called ICT law. It
is a distinct field of law that comprises elements of various branches of the law,
originating under various acts or statutes of Parliament and the common law for
instance; contract law, consumer protection law, criminal law, patent law,
copyright law, trade mark law intellectual property law, banking law, privacy
and data protection law, freedom of expression law, tax law, telecommunications

law, work or labour law, the law of evidence

2https://www.michalsons.com/blog/what-is-it-law-ict-law-or-cyber-law/286
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CYBER CRIME.

Categories of Cybercrime

Categories of cybercrime are quite broad. Some of the examples can be
explained as follow;?

Fraud.

With the prevalence of cyber technology, there is an increase in fraud and
various acts that may constitute fraud. According to Kampala Bottlers v.
Damanico, fraud means actual fraud or some act of dishonesty. Constructive
fraud may also arise through an unfortunate expression calculated towards
misleading another for selfish gain. And one may opt to mislead, Consumers rely
on cyber laws to protect them from online fraud. Laws exist to prevent identity
theft, credit card theft and other financial crimes that happen online. A person
who commits identity theft may face federal or state criminal charges. They
might also face a civil action brought by a victim. Cyber lawyers work to both
prosecute and defend against allegations of fraud using the internet.

Copyright Infringement.

According to Atal v. Kiruta t/a 97 Africa (CS 2004/967) [2009], a copyright is
the exclusive right to do and to authorize others to do... certain acts in relation to
literary, dramatic and musical works, in relation to artistic works and in relation
to sound recordings, films, broadcasts, cable programs and published editions of
works. The internet has made copyright violations easier. The early days of
online communication made copyright violations as easy as clicking a button on
a file-sharing website. Both individuals and companies need attorneys to bring
actions to enforce copyright protections. Copyright infringement is an area of
cyber law that defends the rights of individuals and companies to profit from
their creative works. According to Sikuku V. Uganda Baati (HCCS (2012), the

3http://legalcareerpath.com/what-is-cyber-law/
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main legislation under which a right arises over copyright infringement is in the
Copyright and Neighboring Rights Act 2006.

Defamation.

As in Sembatya Kimbowa V. Editor, the Observer & 2 Ors,the essence of
defamation is publication which excites others against the plaintiff to form
adverse opinions or exposes him to hatred.

Many people use the internet to speak their mind. When people use the internet
to say things that are untrue, it can cross the line into defamation. Defamation
laws are civil laws that protect individuals from untrue public statements that can
hurt a business or someone’s personal reputation. Defamation law is cyber law

when people use the internet to make statements that violate civil laws.
Harassment and Stalking.

In domestic relations, to harass is legally defined as engaging in a certain pattern
of conduct that induces fear of harm, annoyance and aggravation with the
intention of inducing fear in a person®. Sometimes online statements can violate
criminal laws that prohibit harassment and stalking. When a person makes
repeated or threatening statements about someone else online, they may violate
both civil and criminal laws. Cyber lawyers both prosecute and defend people
when stalking occurs using the internet and other forms of electronic
communication. Any person who willfully, maliciously and repeatedly uses
electronic communication to harass another person and makes a threat with the
intent to place that person in a reasonable fear for his or her safety or to a
member of that person’s immediate family commits the crime of cyber stalking
and is liable on conviction to a fine not exceeding one hundred twenty currency
points (shs.2,400,000) or imprisonment not exceeding five years or both.

4 Domestic Violence Act 2010 - section 2
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Freedom of Speech.

An important area of cyber law is freedom of speech. Even though cyber laws
prohibit certain behaviors online, freedom of speech laws also allow people to
speak their minds. Cyber lawyers must advise their clients on the limits of free
speech including laws that prohibit obscenity. In addition, cyber lawyers may
defend their clients when there’s a debate about whether their actions constitute
permissible free speech. Freedom of speech is guaranteed to Ugandans under
article 26 of the 1995 constitution.

Trade Secrets.

Companies that do business online often rely on cyber law to protect their trade
secrets. For example, Google and other online search engines spend a great deal
of time developing the algorithms that produce search results. They also spend a
great deal of time developing other features like maps, intelligent assistance and
flight search services to name a few. Cyber lawyers help their clients take legal
action as necessary in order to protect their trade secrets.

Contracts and Employment Law.

Every time you click a button that says you agree to the terms and conditions of
using a website, you’ve used cyber law. Contracts protect individuals and
corporations as they use technology and do business online. For example, non-
compete clauses in employment contracts used to impact only a small, local
geographic area. As more business move online, the way lawyers draft these
agreements and the way that courts enforce them may change. Lawyers must
work to represent the best interests of their clients in areas of law that may still
be unsettled.

Another area of cyber law may be domain disputes. When parties disagree about
who owns or who should own a website, cyber lawyers may step in. Civil
litigation may involve seeking monetary damages or an injunction to prevent.

010,
"W\
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TRENDS OF CYBER LAW

Cyber law is increasing in importance every single year. This is because
cybercrime is increasing. To  fight these crimes, there have been recent trends
in cyber law. These trends include the following’

New and more stringent regulations, Reinforcing current laws, Increased
awareness of privacy issues, Cloud computing, How virtual currency might be
vulnerable to crime, Usage of data analytics.

SOURCES OF ICT LAW

Each country’s legal system has its own sources of law, with greater weight
placed on some sources than others. In developing an infrastructure project, it is
important to identify which sources of law apply in the host country and their
relative weighting. The following are the most common sources®;

1. Constitution

2. statutes

3. Judicial Decisions
4. Treaties

5. Other Source

Constitution

In every country, the supreme law there is its constitution. A constitution can be
described as a set of laws of a nation, state or social group that determine the
powers and duties of government and guarantee certain rights to the people in it®.
The Constitution may also set out basic principles, such as fundamental
freedoms and rights. In Civil Law systems these rules are usually embodied in
"Codes".

Shttps://ppp.worldbank.org/public-private-partnership/legislation-regulation/framework-
assessment/legal-systems/sources-of-law
8 https://www.mariam
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All but a very few countries have written constitutions where these fundamental
rules can be easily identified (although their interpretation may be less
straightforward). The remaining few have unwritten constitutions established by
long-standing tradition.

A Constitution overrides any other source of law and it is usually highly
difficult to amend. There may be a separate judicial court which considers
constitutional issues, namely whether any law, regulation or administrative act is
inconsistent with the Constitution and therefore void.

Statutes

Legislation is the second key source of law and usually takes priority over
sources of law other than the Constitution. There may be more than one
legislative body in a country - central, provincial or state and municipal
authorities may each have separate power to legislate. Rules will determine the
extent to which and in what areas one legislative body has priority over another.

Primary legislation may delegate powers to a particular ministry or regulator to
prepare secondary legislation designed to supplement and develop the principles
set out in the primary legislation. For example, tariff setting guidelines for a
regulatory authority that is established by primary legislation may be set out in
secondary legislation. Secondary legislation is usually not subject to full
parliamentary scrutiny guidelines and so is faster to enact. However, it may be
more difficult to identify than primary legislation as it may be recorded in
subsidiary documents.

Judicial Decisions

In some countries including Uganda, judicial decisions are authoritative and
develop into a source of law known as “case law”. Case law may extend the

application of legislation and is deemed to form part of the law.

10101
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In other jurisdictions (mainly civil law jurisdictions) judicial decisions are
formally only deemed to interpret the existing law and are not a binding source
of law, although in practice they are often treated as authoritative.

Treaties

The host country may be subject (or may be about to become subject) to laws
made by a regional or world grouping by becoming a signatory to a treaty.
Examples are the laws of the European of Union, trade treaties, rules of the
WTO and bilateral treaties. It is unlikely that a country could amend these rules
easily.

An example of laws of a regional grouping is the body of regulations and
directives of the European Union. Regulations have direct application in the
respective member states legal systems and will take precedence over each
member's national laws. Directives have to be adopted separately into law by
each member state, but the member state must ensure consistency with the
underlying EU directive. It is not just the current members that need to heed EU
law. Countries seeking to accede to the EU (whether their accession has been
formalized or not) need to take account of EU laws and the standards that they
impose (particularly relevant to infrastructure).

Rules and guidelines may also be imported into law through treaty in relation to
such matters as standards of engineering and health guidelines. For example, a
country may adopt the World Health Organization's standards for drinking
water.

Other Sources

There are a number of other sources of law that may be given greater or lesser
weight in a particular country. These include;
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1. writings of legal scholars - in civil law jurisdictions, academic writings
interpreting the constitution or legislation have considerable influence
on decisions of the courts;

2. edicts from a governor/ president

3. In the case of certain Islamic countries, "Sharia law" in the form of

religious books and edicts from religious groupings.’
The Importance of Cyber Law

1. Just like any law, a cyber law is created to help protect people and
organizations on the Internet from malicious people on the Internet and
help maintain order. If someone breaks a cyber law or rule, it allows
another person or organization to take action against that person or
have them sentenced to a punishment.’

2. Cyber law is vital because it touches almost all aspects of transactions
and behavior on and concerning the Internet, the World Wide Web and
Cyberspace. Primarily it may seem that Cyber laws is a very technical
field and that it does not have any attitude to most activities in
Cyberspace. But the actual fact is that nothing could be further than the
truth. Whether we realize it or not, every work and every reaction in
Cyberspace has some legal and Cyber legal perspectives.®

3. Companies are able to carry out electronic commerce using the legal
infrastructure provided by the laws.

4. Digital signatures are given legal validity and sanction in the law.

5. The law, if specific throws open the doors for the entry of corporate
companies in the business of being Certifying Authorities for issuing
Digital Signatures Certificates.

"https://www.computerhope.com/jargon/c/cyber-law.htm
8https://expertcyberlawyer.com/meaning-of-cyber-law-and-importance-of-cyber-law/ ;
see also http://vikaspedia.in/education/Digital%20L.itercy/information-security/cyber-
laws
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6. The law allows Government to issue notification on the web thus
heralding e-governance.

7. The Act enables companies to file any form, application or any other
document with any office, authority, body or agency owned or
controlled by the appropriate Government in electronic form by means
of such electronic form as may be prescribed by the appropriate
Government.

8. The law also addresses the important issues of security, which are so
critical to the success of electronic transactions. Thus far, the
Electronic Signatures Act gives a legal definition to the concept of
secure digital signatures that would be required to have been passed
through a system of a security procedure, as stipulated by the
Government at a later date.

9. The laws also provide for the possibility of corporates to have a statutory
remedy in case if anyone breaks into their computer systems or
network and causes damages or copies data. The remedy provided by
the law is in the form of monetary damages.
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CHAPTER 02

3%

THE EVOLUTION OF INTERNET
AND THE LAW

In the 1960s, during the Cold War, the US government saw the need for tracking
all incoming flights into US airspace. They created 26 SAGE (Semi-Automatic
Ground Environment) computer systems; these systems were distributed all over
the USA and Canada. The SAGE computers were networked together and all
aircraft could be tracked, no matter where they were in North America. Each
SAGE computer was contained in a specialized building, which was the size of
seven football fields.™

These networks had one crucial weakness: if one computer system was
destroyed by enemy action, then the whole network would collapse and leave
North America defenseless.

During this time, US defence agencies and universities were using different
computer networks to store information. The idea was to join these computer
networks together so that specialized information, about things like nuclear
physics or the weather, could be stored in one university and the information
could be shared with all the other linked organizations.

DARPA (Defence Advanced Research Projects Agency) were approached to
find a solution to the problem of interconnecting networks, hence the phrase
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Internet. This was termed the ‘Internet Problem’: how to get different computer
networks, consisting of different hardware and software, and using different
standards, all to talk to one another.

The resulting DARPA network was the ARPANET, the forerunner to all wide
area networks (WAN).

Since the 1970s the essence of the Internet has been against control and
governance. It s very creators were working under the assumption that they were
creating something that would exist outside of conventional control. Robert
Kahn an Internet pioneer states that while he was working to develop his
protocols for internet communication he was focusing on creating a system
where individual networks could stand on their own, a system that was fault
tolerant to the point that if a transmission or part of a transmission failed it
would simply be resent from the source. He was trying to create a system that
would have no global control (Leiner et al., 2009). ARPANET was officially
terminated in 1989 but by that time the Internet as we understand it today was
just getting started (Waldrop, nod.). By the time the ARPANET died companies
were incorporating TCP/IP into their products (Leiner et al., 1997). As time
passed computers, networks and the Internet have become more entangled in our
everyday lives. Online shopping, gaming and communicating have become
common place.

DEFINITION OF THE INTERNET AND HOW IT
WORKS

The Internet is a worldwide, publicly accessible network of interconnected
computer networks that transmit data using the standard Internet Protocol (IP). It
allows people to send and receive data wherever they are in the world if they
have internet access. The internet is used for many different things such as:,
Talking to friends-using programs and social media platforms such as msn and
other social websites. Online shopping-buying items from the internet without
leaving your home using online shopping sites, Watching Videos-using

==
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websites, Research- using search engines, Downloading/listening to music.
Internet Services

The World Wide Web

The World Wide Web (WWW) is the most commonly used Internet service.
Don’t confuse the WWW with the Internet. The WWW is just one of the many
services available on the Internet.

The WWW consists of millions of multimedia hyperlinked documents. Each
multimedia document is called a web page. A website consists of a number of
hyperlinked web pages, hosted on a web server. Web servers are capable of
storing thousands of websites. The WWW allows the user to interact with a
number of other web services. These include: business services, educational
services, personal services.

Business web services include; e-commerce, e-banking, e-marketplace,
business to business (B2B), e-sale-government.

Educational web services include: edutainment, e-books, online courses,
university research that student’s use for studies and making research.

Personal web services include; computer games, news and weather, video on
demand, web TV, webcast, music distribution, local services, search engines.

Internet Governance NO one person, company, organization or government
runs the Internet. It is a globally distributed network comprising many
voluntarily interconnected autonomous networks. It operates without a central
governing body with each constituent network setting and enforcing its own
policies. Its governance is conducted by a decentralized and international multi
stakeholder network of interconnected autonomous groups drawing from civil
society, the private sector, governments, the academic and research communities
and national and international organizations. They work cooperatively from their
respective roles to create shared policies and standards that maintain the
Internet's global interoperability for the public good.*®
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Therefore, Internet governance is the development and application by
governments, the private sector and civil society, in their respective roles, of
shared principles, norms, rules, decision-making procedures, and programmes
that shape the evolution and use of the Internet. (the Information World Summit
on the Information Society, 2005).

DEVELOPMENT OF CORE INTERNET
STANDARDS PLAYERS AND PROCESSES

Historically standards and governance act as a tool to aid in the development and
advancement of systems and technology. A well-defined set of standards and a
clear governance structure will help pave the way for new systems and
technologies to be presented to the masses and be adopted which in turn will
allow for more advancement and still more required governance. This system
growth and governance is not limited to tangible goods and service.
Telecommunications, networked computing and the Internet are not exceptions
to this trend. Since the inception of networked computing governance and
standardization have played a heavy role in the direction and development of
what we now understand as the Internet. Since the early 1970’s efforts have been
made to provide governance to networked computing. In 1972 RFC 433 was
published by Jon Postel pertaining to a unified process for the transmission of
Registry Information (Socket Number Lists, 1972). Efforts of individuals like
Jon helped spur the creation of numerous national, international, non-profit, for-
profit, independent and government funded governing organizations specific to
telecommunications and the Internet.

INTERNATIONAL TELECOMMUNICATIONS
UNION

The International Telecommunications Union (ITU) is the United Nations
specialized agency for information and communication technologies ICTs.
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The International Telecommunication Union (ITU) was founded in 1865 in Paris
as the International Telegraph Union. The 1932 Madrid Plenipotentiary
Conference decided the current name, which came into force on 1 January 1934.
The ITU is an inter-governmental organization that brings together governments
and industry to coordinate the establishment and operation of global
telecommunication networks and services of the Union.

1. Extend international cooperation among Member States for the
improvement and rational use of telecommunications of all kinds.

2. Promote and enhance participation of entities and organizations in the
activities of the Union and foster cooperation and partnership between
them and Member States.

3. Promote and offer technical assistance to developing countries in
telecommunications.

4. Promote the development of technical facilities and their most efficient
operation.

5. Promote the extension of the benefits of information and communication
technologies to all the world's inhabitants.

6. Promote the use of telecommunication services with the aim of
facilitating peaceful relations.

7. Harmonise the actions of Member States and promote cooperation and
partnership between Member States and sector members.

8. Promote internationally a broader approach to telecommunications
issues by cooperating with other inter-governmental organisations and
those non-governmental organizations concerned with
telecommunications.

The Union pursues its objectives by means of:
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. Promoting international cooperation in the delivery of technical
assistance to developing countries.

. Policy papers and reports designed to provide a focus on topics of
current interest the regulators, policy-makers and the broader 1TU
membership.

. Global coordination of radio frequency spectrum usage and orbital
satellite positions, and the adoption of international regulations and
treaties governing all uses of the frequency spectrum within which
countries frame their national legislation.

. Adopting technical standards that foster global inter-connectivity and
inter-operability with as low rates as possible, consistent with efficient
service.

. Policy advice and technical assistance to developing countries.

. Measures for ensuring the safety of life, particularly in the aftermath of
natural disasters

. Promoting preferential and favorable lines of credit for the development
of social projects aimed at extending telecommunication services to the
most isolated areas.

The Union's Current Areas of Focus

. Developing infrastructure for information and communication
technologies (ICTs) to connect under-served and remote communities.
Building cyber security and confidence in online transactions with a
focus on protecting children online.

. Promoting ICTs as an aid to combat climate change

. Strengthening emergency telecommunications
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4. Facilitating implementation of the outcomes of the World Summit on the
Information Society.

It allocates global radio spectrum and satellite orbits, develops the technical
standards that ensure networks and technologies seamlessly interconnect, and
strive to improve access to ICTs to underserved communities worldwide.

ITU is committed to connecting all the world's people wherever they live and
whatever their means. Through our work, we protect and support everyone's
fundamental right to communicate.

INTERNATIONAL ELECTRO TECHNICAL
COMMISSION

The IEC was founded in 1906. It is the world’s leading organization for the
preparation and publication of International Standards for all electrical,
electronic and related technologies. These are known collectively as “electro
technology”

IEC provides a platform to companies, industries and governments for meeting,
discussing and developing the International Standards they require.

All IEC International Standards are fully consensus-based and represent the
needs of key stakeholders of every nation participating in IEC work. Every
member country, no matter how large or small, has one vote and a say in what
goes into an IEC International Standard.

The International Electro technical Commission (IEC) is the world’s leading
organization that prepares and publishes International Standards for all electrical,
electronic and related technologies.

Close to 20 000 experts from industry, commerce, government, test and research
labs, academia and consumer groups participate in IEC Standardization work.

GLOBAL RELEVANCY
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The IEC is one of three global sister organizations (IEC, 1SO, ITU) that develop
International Standards for the world.

When appropriate, IEC cooperates with 1SO (International Organization for
Standardization) or ITU (International Telecommunication Union) to ensure that
International Standards fit together seamlessly and complement each other. Joint
committees ensure that International Standards combine all relevant knowledge
of experts working in related areas.

THE INTERNATIONAL STANDARDS
ORGANIZATION

The International Organization for Standardization (10S) is a voluntary, non-
treaty federation of standards setting bodies of 162 countries. Founded in 1946-
47 in Geneva as a UN agency, it promotes development of standardization and
related activities to facilitate international trade in goods and services, and
cooperation on economic, intellectual, scientific, and technological aspects. 1ISO
covers standardization in all fields including computers and data
communications, but excluding electrical and electronic engineering (governed
by the International Electro technical Commission or IEC) and
telecommunications (governed by International Telecommunications Union's
Telecommunications Standards Sector or ITU-TSS)

ISO explains its name by stating, “Because ‘International Organization for
Standardization’ would have different acronyms in different languages (IOS in
English, OIN in French for Organization internationale de normalisation), The
founders decided to give it the short form ISO. ISO is derived from the Greek
isos, meaning equal. Whatever the country, whatever the language, we are
always 1SO.” (1SO, Website: http://www.iso.org/iso/home/about.html)

ISO’s members are a network of national standards bodies for which there is one
per country and the body represents I1SO in its country. Individuals or companies
cannot be members of ISO. Examples of national standards bodies include the
American National Standards Institute (ANSI), the Standards Council of Canada

==
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(SCC), and the British Standards Institute (BSI). ISO’s members are involved in
the operation of ISO through a once a year “General Assembly” which is
managed by ISO’s Secretary General and ISO’s staff of more than 150 full time
employees. Day to day operations are also managed from the Geneva office.
Additionally ISO’s members are active in the operations of ISO by serving on
Technical Committees who are developing standards as well as on governance
committees.

ISO International Standards provide specifications for products, services,
systems and persons and are designed to ensure quality, safety and efficiency.
By having standards, international trade is facilitated. When a standard is
developed, an organization can choose to voluntarily use the standards or, in
some cases, can choose to be certified as meeting the standard. Certification of
products, services, systems and persons are conducted by certification bodies
also known as conformity assessment bodies.

ISO has a conformity assessment committee (CASCO) that develops standards
and addresses issues related to conformity assessment. Conformity assessment is
a set of processes that demonstrate that a product, service or system meets the
requirements of a standard. It is basically comparing the organization against the
standard. 1ISO CASCO develops conformity assessment policy and publishes
conformity assessment standards.

You can identify a conformity assessment standard because it starts with the
number 17. ISO/IEC 17024 Conformity assessment General requirements for
bodies operating certification of persons is an example of an 1ISO CASCO
standard. ISO/IEC 17024 is a conformity assessment standard that contains
requirements for Certification Bodies that certify the competence of people.
Similarly I1SO/IEC 17011 Conformity assessment General requirements for
accreditation bodies accrediting conformity assessment bodies is a conformity
assessment standard that contains requirements for bodies that accredit
conformity assessment bodies. Examples of accrediting bodies are the ANSI, the
SCC, and the United Kingdom Accreditation Services (UKAS).

ISO CASCO also has several policy committees including the;
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1. Chairman’s Policy and Coordination Group (CPC) which coordinates
the technical work of CASCO and assists the CASCO Chair in
identifying strategic conformity assessment issues.

2. Technical Interface Group (T1G) which liaises with other ISO technical
committees (TCs) in order to ensure a consistent and harmonized
approach to conformity assessment in those TCs, and

3. Strategic Alliance and Regulatory Group (STAR) which provides a
forum for industry sectors and regulators to interact with CASCO.

The standards activities of ISO and 1SO CASCO are designed to promote
international standards to ensure that products and services are safe, reliable and
of good quality. 1SO standards reduce costs by minimizing waste and errors and
increasing productivity. And 1SO standards help companies to access new
markets, level the playing field for developing countries and facilitate free and
fair global trade.

Participation in International Standards provides opportunities for Personnel
Certification Bodies to develop certification programs that meet international
standards and facilitates their movement to other countries.

INSTITUTE FOR ELECTRICAL AND
ELECTRONICS ENGINEERS

The Institute of Electrical and Electronics Engineers, Inc (IEEE) is the world's
largest technical professional association with more than 423,000 members in
160 countries.?* It is a non-profit organization that is dedicated to advancing the
theory and application of electrical and electronics engineering and computer
science. Through its members, the IEEE is a leading authority on areas ranging
from aerospace, computers, and telecommunications to biomedicine, electric
power, and consumer electronics.

The IEEE has served electrical and electronics engineers and scientists since
1884, when a group of inventors and entrepreneurs including Thomas Edison
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and Alexander Graham Bell founded the American Institute of Electrical
Engineers (AIEE). In 1912 radio technology practitioners formed a separate
international society, the Institute of Radio Engineers (IRE). In 1963 the AIEE
and IRE merged to form the IEEE.

Today, the IEEE produces nearly 30 percent of the world's literature in the
electrical, electronics, and computer engineering fields, and sponsors or
cosponsors more than 300 technical conferences each year. # It also has
produced 900 active industry standards, more than one third of which influence
the information technology and computer industries.

The IEEE consists of 300 local sections and 1,200 student chapters as well as 40
societies and councils that cover a wide range of technical interest areas. The
largest of the institute's societies is the IEEE Computer Society.

THE IEEE COMPUTER SOCIETY

Tracing its origins back to 1946, the Computer Society is the leading provider of
technical information and services to the world's computing professionals. The
society's mission is to advance computer and information processing science and
technology; promote professional interaction; and keep members up-to-date on
the latest developments.

The Institute of Electrical and Electronics Engineers, Inc. (IEEE) is the world's
largest technical professional association with more than 350,000 members in
150 countries. It is a non-profit organization that is dedicated to advancing the
theory and application of electrical and electronics engineering and computer
science. Through its members, the IEEE is a leading authority on areas ranging
from aerospace, computers, and telecommunications to biomedicine, electric
power, and consumer electronics.

The IEEE has served electrical and electronics engineers and scientists since
1884, when a group of inventors and entrepreneurs including Thomas Edison
and Alexander Graham Bell founded the American Institute of Electrical
Engineers (AIEE). In 1912 radio technology practitioners formed a separate

010,
"W\


https://www.encyclopedia.com/people/science-and-technology/electrical-engineering-biographies/alexander-graham-bell

22|Cyber Law in Uganda

international society, the Institute of Radio Engineers (IRE). In 1963 the AIEE
and IRE merged to form the IEEE.

Today, the IEEE produces nearly 30 percent of the world's literature in the
electrical, electronics, and computer engineering fields, and sponsors or
cosponsors more than 300 technical conferences each year. # It also has
produced 900 active industry standards, more than one third of which influence
the information technology and computer industries.

The IEEE consists of 300 local sections and 1,200 student chapters as well as 40
societies and councils that cover a wide range of technical interest areas. The
largest of the institute's societies is the IEEE Computer Society.

REPORT ADVERTISEMENT.

The growth of the IEEE Computer Society mirrors the growth of the computing
profession. Society membership has expanded from less than 10,000 in the
1950s to more than 100,000 in 2002. About 60 percent of these members work
in industry, with the rest in government and academia. They include computer
scientists, computer engineers, electrical engineers, information scientists,
software engineers, information technology managers, and practitioners in
emerging classifications. Students comprise about 10 percent of the membership.
With 41 percent of its constituents living outside of the United States, the society
is truly a global organization.

To serve the profession, the Computer Society supports a variety of activities. It
publishes a wide array of magazines and archival transactions and delivers more
than 15,000 editorial pages in 20 titles every year. The society also is a leading
publisher of conference proceedings, which contain peer-reviewed papers
containing the latest technical information. These proceedings stem from the
many technical workshops, symposia, and conferences the society sponsors or
cosponsors each year. Additionally, more than 30 technical committees in
specialty areas organize meetings, produce newsletters, and provide networking
opportunities for Computer Society members.

==
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SOCIETY FUNCTIONS

The society is a leader in developing standards for the computing industry,
supporting more than 200 standards development groups in twelve major
technical areas. Among these standards are wireless networking, web page
engineering, and software engineering. IEEE standards are widely adopted by
industry to assure consistent operability and functionality. One example is the
IEEE 1012 Software Verification and Validation standard, which, among other
uses, helps to ensure airplane and nuclear power plant safety and provide
consistent performance of cell phones, beepers, and video games.

In addition to these activities, the society develops curriculum recommendations
for programs in computer science and engineering and related disciplines. The
society has supported the major computer science accreditation board in the
United States and has participated in international accreditation efforts.

INTERNET ARCHITECTURE BOARD

The origin of today’s IAB lies in the Internet Configuration Control Board
(ICCB), which was created in 1979 by Vint Cerf, at that time program manager
at DARPA, to advise him on technical issues. The ICCB was chaired by David
Clark, MIT.? The Internet Architecture Board (IAB) serves as a committee of
the Internet Engineering Task Force (IETF) and as an advisory body of the
Internet Society. IAB provides architectural oversight of IETF activities,
oversight and appeal for the Internet Standards Process, as well as management
for the IETF protocol parameter registries.

The IAB was originally called the Internet Activities Board, and it was set up in
1983, chaired by Dave Clark, back in the days when the Internet was still largely
a research activity of the US Government. The early history of the IAB is hard to
trace in detail from the public record, for a reason expressed clearly in the
minutes of its meeting in January 1990: “The IAB decided that IAB meeting
minutes will be published to the Internet community.” The earlier minutes are

not on the public record. A good snapshot of the IAB in 1990, and a short
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history, are given in RFC 1160, written by Vint Cerf who was the second |IAB
Chair. He was followed in this post by Lyman Chapin and Christian Huitema. In
any case, the 1980s are pre-history as far as the Internet is concerned, and this
article concentrates on the present.

Today, the 1AB consists of thirteen members. Of these, six are nominated each
year by a nominating committee drawn from the Internet Engineering Task
Force (IETF) for a two year term. This process is described in RFC 2727. The
slate of nominees is then approved by the Board of Trustees of the Internet
Society. The thirteenth member of the IAB is the IETF Chair. The Internet
Research Task Force (IRTF) chair serves as an ex-officio member but cannot
vote. Finally, the IAB has a volunteer Executive Director.

In addition, 1AB meetings are attended by a representative of the Internet
Society (ISOC) and of the RFC Editor, and by a liaison with the Internet
Engineering Steering Group (IESG). The I1AB elects its own Chair from among
its twelve IETF-nominated members.

MEETINGS OF IAB

Currently, the IAB holds two 90-minute business meetings via telephone
conference each month. These meetings are the first and third Wednesday of
each month, in the morning on the US West Coast. In addition, the IAB has a
monthly two-hour technical chat at a similar time on the fourth Wednesday of
the month. The time slots are periodically adjusted to be as convenient as
possible for IAB members in the face of varying schedules and time zones.

In addition to conference calls, the IAB meets in person at the thrice-yearly IETF
meetings. Typically, the IAB will meet Sunday from lunch through the afternoon
and then Monday through Friday each morning for breakfast. Finally, the IAB
holds a plenary session, at each IETF meeting, either alone or jointly with the
IESG. During the plenary, any member of the IETF can address the |AB.
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To understand what the 1AB really does in its meetings, it is necessary to know
that the detailed work of driving the Internet standards process is done by the
IESG. Not only must individual members of the IESG, known as IETF Area
Directors, oversee the work of all the working groups in their area, but the IESG
as a group must approve all formal standards actions. This means approving the
conversion of Internet Drafts into Proposed Standards, and subsequent steps
towards full standardization. Since the last set of reforms of IETF process, in
1992-93, the IAB itself does not have to approve individual standards actions.

The IESG consists of a set of specialists in various technical areas, and IESG
positions are filled from the IETF by looking for specialists. In contrast, the IAB
members are not appointed as specialists, but rather as generalists with a good
understanding all aspects of the Internet architecture. In a typical meeting, apart
from routine business such as reviewing the IAB action list, we will try to
discuss one or two strategic issues in some depth. The intention is to reach
conclusions that can be passed on as guidance to the IESG, or turned into
published statements, or simply passed directly to the relevant IETF working

group.
FUNCTIONS OF IAB
The 1AB is responsible for:
1. Providing architectural oversight of Internet protocols and procedures

2. Liaising with other organizations on behalf of the Internet Engineering
Task Force (IETF)

3. Reviewing appeals of the Internet standards process

SN

. Managing Internet standards documents (the RFC series) and protocol
parameter value assignment

5. Confirming the Chair of the IETF and the IETF Area Directors

o

. Selecting the Internet Research Task Force (IRTF) Chair
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7. Acting as a source of advice and guidance to the Internet Society.
In its work, the 1AB strives to:

1. Ensure that the Internet is a trusted medium of communication that
provides a solid technical foundation for privacy and security,
especially in light of pervasive surveillance,

2. Establish the technical direction for an Internet that will enable billions
more people to connect, support the vision for an Internet of Things,
and allow mobile networks to flourish, while keeping the core

capabilities that have been a foundation of the Internet’s success, and

3. Promote the technical evolution of an open Internet without special
controls, especially those which hinder trust in the network.

DOMAIN NAME AND ICCAN DOMAIN NAME

Each internet page has a unique address referred to as uniform resource locator.
Protocol exists on the various parts of each uniform resource locator. Domain
name is an identification string that defines a realm of administrative autonomy,
authority or control within the internet. Domain names are centrally organized
and registered and must be unique.

It is pertinent to note that the first commercial internet domain name was
registered in 1985 in the name symbolic .com by symbolic inc. a computer
systems firms in Cambridge Massachusetts.

Domain names are used in various networking contexts and for application of
specific naming and addressing purposes. Therefore in general, domain name
identifies a network it represents on internet protocol.

Internet protocol services such as personnel computer hosting a web site or any
other service communicated via the internet. Domain names are formed by the
rules and procedures of the Domain name system. Any name registered in the
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Domain Name System is a domain name. The names are organized in
subordinate levels. That is; the sub domains of the Domain name system.

PURPOSE OF DOMAIN NAMES

Domain names serve to identify internet resources such as complete networks
and services with a text based label that is easier to memorize than the numerical
addresses used in the internet protocol. Domain names may represent entire
collections of such resources or individual instances.

Domain names are also used as a simple identification label to indicate
ownership or control of resource. That is the realm identifies used in the session
initiation protocol the domain keys used to verify the domain name system
domains in e-mail systems and in many other uniform resource identifiers.

Domain names establish unique identity. Organizations can choose a domain
name that corresponds to their names thus helping internet users. .

THE ROLE OF THE INTERNATIONAL CORPORATION
FOR ASSIGNED NAMES AND NUMBERS / ICANN

The International Corporation for Assigned Names and Numbers ICANN is an
international corporation responsible for coordinating the domain name system
the internet protocol, generic top level domain names and also publishes the
complete list of Top level Domain registrars.

Overview

The DNS is made up of many servers and databases which, through a series of
lookups in various caches, configure Domain Names into IP Addresses. The
Domain Name System is a distributed database arranged hierarchically; its
purpose is to provide a layer of abstraction between Internet services (web,
email, etc.) and the numeric addresses (IP addresses) used to uniquely identify
any given machine on the Internet. The DNS associates a variety of information
with the domain names assigned and, most importantly, translates the domain
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names meaningful to humans into the numerical identifiers that locate the
desired destination.

How the DNS Works.

The DNS makes it possible to assign domain names in a meaningful way to
Internet resources as well as to users, regardless of the entity's location. As a
result, the WWW hyperlinks remain consistent, even for mobile devices. A
domain name is an easy way to remember an address, but that needs to be
converted to its numerical, IP format.

Coordination across the Internet is maintained by means of a complex
authoritative root system known as the Top Level Domain (TLD), as well as the
DNS and other smaller name servers responsible for hosting individual domain
information.

DNS includes three types of top-level domains: generic (gTLD), country code
(ccTLD), and sponsored (sTLD). gTLDs include domains that could be obtained
by anyone (.com, .info, .net, and .org). Since 2014 many other gTLDs have been
added like .pub, .ngo, .sucks. sTLDs are limited to a specific group e.g .aero (for
air-transport industry). For each domain, the DNS spreads the responsibility by
mapping the domain names and assigning them into IP addresses, and vice-
versa. This is accomplished through authoritative name servers which have been
designated for each domain. Each authoritative name server is responsible for its
own particular domain, but it has the authority to assign new authoritative name
servers to any of its sub-domains. The DNS is able to store many types of
information, even the mail server lists for a specific domain. The DNS is a core
element which ensures the functionality of the Internet through its distributed
keyword-based redirection service.

However, the DNS does not include security extensions, which was instead
developed as DNSSEC.

The Structure of a DNS

The Domain Name System presents the following structure:

==
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1. Domain space name: represented by tree of domain names with nodes
and leaves

2. Domain name syntax: rules include in standards like RFC 1035, RFC
1123, and RFC 2181

3. Name server
4. Domain names Internationalized

5. DNS resolver: initiates the queries will finally lead to the complete
translation (resolution) of the information.

THE INTERNET CORPORATION FOR ASSIGNED
NAMES AND NUMBERS (ICANN)

To reach another person on the Internet you have to type an address into your
computer - a name or a humber. That address has to be unique so computers
know where to find each other. ICANN coordinates these unique identifiers
across the world. Without that coordination we wouldn't have one global
Internet.

ICANN was formed in 1998. It is a not-for-profit partnership of people from all
over the world dedicated to keeping the Internet secure, stable and interoperable.

It promotes competition and develops policy on the Internet’s unique identifiers.

ICANN doesn’t control content on the Internet. It cannot stop spam and it
doesn’t deal with access to the Internet. But through its coordination role of the
Internet’s naming system, it does have an important impact on the expansion and

evolution of the Internet.
What is the domain name system?

The domain name system, or DNS, is a system designed to make the Internet
accessible to human beings. The main way computers that make up the Internet
find one another is through a series of numbers, with each number (called an “IP
address”) correlating to a different device. However it is difficult for the human
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mind to remember long lists of numbers so the DNS uses letters rather than
numbers, and then links a precise series of letters with a precise series of
numbers.

The end result is that ICANN’s website can be found at “icann.org” rather than
“192.0.32.7” — which is how computers on the network know it. One advantage
to this system apart from making the network much easier to use for people is
that a particular domain name does not have to be tied to one particular computer
because the link between a particular domain and a particular IP address can be
changed quickly and easily. This change will then be recognised by the entire
Internet within 48 hours thanks to the constantly updating DNS infrastructure.
The result is an extremely flexible system.

A domain name itself comprises two elements: before and after “the dot”. The
part to the right of the dot, such as “com”, “net”, “org” and so on, is known as a
“top-level domain” or TLD. One company in each case (called a registry), is in
charge of all domains ending with that particular TLD and has access to a full
list of domains directly under that name, as well as the IP addresses with which
those names are associated. The part before the dot is the domain name that you
register and which is then used to provide online systems such as websites, email
and so on. These domains are sold by a large number of “registrars”, free to
charge whatever they wish, although in each case they pay a set per- domain fee

to the particular registry under whose name the domain is being registered.

ICANN draws up contracts with each registry*. It also runs an accreditation
system for registrars. It is these contracts that provide a consistent and stable
environment for the domain name system, and hence the Internet.

In summary then, the DNS provides an addressing system for the Internet so
people can find particular websites. It is also the basis for email and many other
online uses.

What is ICANN’s Role?
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As mentioned earlier, ICANN’s role is to oversee the huge and complex
interconnected network of unique identifiers that allow computers on the Internet
to find one another.

This is commonly termed “universal resolvability” and means that wherever you
are on the network and hence the world — that you receive the same predictable
results when you access the network. Without this, you could end up with an
Internet that worked entirely differently depending on your location on the
globe.

How does ICANN make decisions?

When it comes to making technical changes to the Internet, here is a simplified
rundown of the process:

Any issue of concern or suggested changes to the existing network is typically
raised within one of the supporting organizations (often following a report by
one of the advisory committees), where it is discussed and a report produced
which is then put out for public review. If the suggested changes impact on any
other group within ICANN’s system, that group also reviews the suggested
changes and makes its views known. The result is then put out for public review
a second time. At the end of that process, the ICANN Board is provided with a
report outlining all the previous discussions and with a list of recommendations.
The Board then discusses the matter and either approves the changes, approves
some and rejects others, rejects all of them, or sends the issue back down to one
of the supporting organisations to review, often with an explanation as to what
the problems are that need to be resolved before it can be approved. The process
is then rerun until all the different parts of ICANN can agree a compromise or
the Board of Directors make a decision on a report it is presented with.

How ICANN is held accountable?
ICANN has external as well as internal accountabilities.

1. Externally, ICANN is an organization incorporated under the law of the
State of California in the United States. That means ICANN must abide
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by the laws of the United States and can be called to account by the
judicial system i.e. ICANN can be taken to court.

2. ICANN is also a non-profit public benefit corporation and its directors
are legally responsible for upholding their duties under corporation
law.

Internally, ICANN is accountable to the community through:
1. Its bylaws

2. The representative composition of the ICANN Board from across the
globe

3. An independent Nominating Committee that selects a majority of the
voting Board members

4. Senior staff who must be elected annually by the Board

5. Three different dispute resolution procedures (Board reconsideration
committee; Independent Review Panel; Ombudsman)

INTERNET ASSIGNED NUMBERS AUTHORITY

The Internet Assigned Numbers Authority (IANA) is responsible for
maintaining a collection of registries that are critical in ensuring global
coordination of the DNS root zone, IP addressing, and other Internet protocol
resources. Since 1997, this role has been performed by ICANN, under a contract
awarded by the National Telecommunications and Information Administration
(NTIA), an agency in the U.S. Department of Commerce.*®

Hence IANA is an acronym for the Internet Assigned Numbers Authority, one of
the Internet's oldest institutions. IANA is responsible for managing the root zone
of the Domain Name System (DNS), coordinating global Internet Protocol (IP)
address allocation, and managing IP numbering systems. Basically, they take
care of maintaining and managing the technical functions that keep the Internet
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running smoothly. The IANA registries fall into three categories, each of which
relate to a specific function in the Internet infrastructure:

IP Addresses

The IANA includes the global registry for IPv4 and IPv6 addresses and
Autonomous System Numbers (ASNs). These lists contain entries for all the IP
address ranges and ASN blocks that are allocated for use on the Internet, as well
as the Regional Internet Registry (RIR) to whom responsibility for these
resources has been delegated. For instance, the entry for 185.0.0.0/8 points to the
RIPE NCC as the responsible registry.

The IANA will make changes to the global IP address registries (such as
allocating a block of IP address space to an RIR) according to policies developed
and agreed on by the global community.

POLICY-MAKING AND IANA

DNS ROOT ZONE

The Domain Name System (DNS) is a hierarchical distributed database that
links domain names such as www.ripe.net to an IP address, which is then used to
send data between computers. This can be compared to a phone book.

IANA maintains the top level of this hierarchy, the DNS root zone, which
contains pointers to where information about second level domains, such as
.com, .net and .nl can be found.

PROTOCOL PARAMETER

In order to make sure computers understand each other when communicating,
certain numbers used in networking protocols need to have a globally unique
meaning. These protocol parameters are defined as part of the technical protocol
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standards produced by the IETF. The IANA maintains and publishes these
registries, which can then be used by software makers to ensure stable and
predictable communications.

Domain Name Dispute Resolution — UDRP, Trademarks and Beyond Abuse of
Domain Names and the online dispute resolution

The highest institution responsible for the general management of the domain
name system is the Internet Corporation for assigned Names and Numbers
(ICANN).

Registration of the domain name

The registration of these domain names is usually administered by the domain
name registrars who sell their services to the public. A Fully qualified domain
name that is completely specified with all labels in the hierarchy of the domain
name system having no parts omitted. Traditionally, a fully qualified domain
name ends in a dot (.) to denote the top of the domain name system tree.

Labels in the domain name system are case insensitive; that is they can be
written in upper or lower case. But most usually they are in lower case. The
registry is responsible for maintaining the data base of names registered within
the top level domain it administers. The registry receives registration
information from each domain name registrar authorized to assign names in the
corresponding top level domain and publishes the information using a special
service that is; the who is protocol.

Who is an internet protocol for users to find details of the owner of a domain
name, an internet protocol address or an autonomous system number on the
internet. It is a policy of ICANN and other domain name administrators to
provide and maintain registers of domain name registrars and licensees.

Registries and registers usually charge an annual fees for the service of
delegating a domain name to a user and providing a default set of name servers.
Often this transaction is termed as sale or lease of the domain name and the
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registration may sometimes be called an owner but no such legal relationship is
actually associated with the transaction only the exclusive right to use the
domain name. Interestingly to note is that once registered, each domain name is
unique and so there can never be an identical domain name even in a different
country.

ABUSE OF DOMAIN NAME / DOMAIN NAME
DISPUTE

Domain name disputes arise for a number of reasons but most especially due to
the interests in each unique domain name. The common forms of abuse are
majorly cyber squatting, cyber piracy and typo squatting.

Cyber squatting

The term cyber squatting comes from a word squatting which means the physical
taking over of tenements and refusing to move which leads to establishment of a
possessory title. With regard to cyber law, squatting means Cyber squatting
means registering a domain name identical to another well-known name with the
purpose of getting an exorbitant fee for transfer.

Cyber squatting is therefore illegal and improper dishonesty action that can be
accidental as observed in Pitman Training limited V Nominet® or deliberate as
seen in the case of Panavision International V Toeppen‘®where the squatters /
knowledgeable internet users made a grab for well-known word based
corporation marks , symbols and logos due to ignorance about the domain name
and significance of domain names. However, court held that both parties had a
right to use pittman in their domain names. Cyber squatting take various forms

¢ 1997(EWHC) 367
10 District California case 1997 EWHC Ch 367
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and these include stealing a name, misspelling the name well aware that almost a
similar domain name exists.™*

Cause of action.

In bringing a cause of action, the plaintiff must prove that he had a distinctive
registered domain name, and that the defendant has also obtained a name that is
identical or similar with that of the plaintiff with intention of making profits.

Typo squatting.

Typo squatting was defined in the case of Mantra Group Property v Tailly
Property limited'?as the process into which some one mistypes a domain name
into an internet browser such as internet explorer to attract the internet search
engine that are programmed to pick up such misspellings.  Such an act as
observed inSydney Markets limited V Sydney Flower Market Property
limited**mislead the public.

Cause of action.

In bringing a cause of action, the plaintiff must prove that he had a distinctive
registered domain name, and that the defendant has also obtained a name that is
identical or similar with that of the plaintiff with intention of making profits.

REMEDIES AVAILABLE TO THE COMPLAINT
FOR ABUSE OF A DOMAIN NAME

The law did not have obvious remedy for abuse of domain name but currently
courts have considered trademark infringement, misrepresentation, fraud, and
the tort of passing in handling domain name disputes.

1Allan Davidson, Social media and electronic commerce law, 2012, Cambridge
University Press page 294

12.2010) FCA 291

132002 FCA 124
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DISPUTE RESOLUTION

By 1990, ICANN was in need of a solution for the raising dispute resolution
because even in court, it was expensive. Consequently in 1999 ICANN issued
the Uniform Domain Name Dispute Resolution Policy as an alternative to
legal proceedings before courts. Surprisingly the Uniform Domain Name
Dispute Resolution Policy has become an international standard for resolving
domain name disputes. The policy is intended to discourage abusive
registrations.

Dispute proceedings on abuse of domain names are initiated by parties claiming
trade mark or service mark rights. In lodging a cause of action, the complainant
is required to demonstrate that the dispute domain name is identical or
confusingly similar to theirs. The complainant must also prove that the registrant
does not have a right or legitimate interest in the domain name and that the
registrant has registered the domain name in bad faith.

When the matter is brought up before for abuse of domain name, the registrar
will cancel, suspend or transfer the domain name. ICANN provides that domain
name disputes must be resolved by agreement court action or arbitration.

REGISTRATION AND USE IN BAD FAITH.

The UDRP rules provide for the meaning registration and use of a domain
name in bad faith to include registering the name with the aim of selling, renting
and transferring the domain name registration of the complainant , or registering
the domain name to prevent the owner of the trademark from reflecting the mark
in a corresponding domain name It also includes instances where the registrant
has registered the domain name primarily to disrupting the business of the
complainant and also instances where by using the domain name, enables the
registrant to attract Internet users to his web site or other on-line location for
commercial gains by creating a likelihood of confusion with the complainant's
trade mark
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In Mary Lynn Mondich and American Vintage Wine Biscuits Inc. V Big
Daddy’s Antiques™, the panel held that merely offering to sell the domain name
to the owner of a trade mark is sufficient evidence of use and registration of the
name in bad faith especially where the registrant claimed smore than any
underlying costs. In the case of City Utilities V Ed Davidson, **and similarly in
the case of Blue Cross And Blue Shield Association And Trigon Insurance
Company V. Interactive Communications Inc®® it was held that where the
complainant initiated transfer discussions and the registrant has no prior plans to
sell the dominant name, the panel could not term that as bad faith. In the case of
Telstra Corporation Limited V. Nuclear Marshmallows,*’it was held that It is
bad faith where the registrant concealed its identity by operating under a false
name.

EVIDENCE OF LEGITIMATE INTERESTS

It is compulsory for the complainant of domain name abuse to prove that the
registrant has no rights and interests in the domain name. Paragraph 4 of the
UDRP sets out specific circumstances to assist the registrant in demonstrating
legitimate rights and interests in the domain name. The title to the paragraph is
clearly suggests that how to demonstrate your rights to and legitimate interests in
the Domain name in responding to a complaint.

Under this, it provides circumstances under which the complainant can
demonstrate his rights or legitimate interests. This is by proving that before the
dispute, you used the domain name in good faith offering the good or services or
that your organization or business is commonly known to have that business
name and that you have trade mark or service mark rights to this effect. You
must also prove that you are making a legitimate noncommercial gain to
misleadingly divert consumers or tarnish trademarks or service marks at issue.

14 WIPO Case No D2000-0004

15City utilities v ed davidson, wipo case no d2000-0004,

%Blue cross and blue shield association and trigon insurance company v interactive
communications inc wipo case no d2000- 0788

Telstra corporation limited v nuclear marshmallows , wipo case no d2000 -0003,"
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In Libro Ag v NA Global Link'® the registrant argued that the complainant’s
trade mark ‘libro’ is a common Spanish and Italian name for books. The
registrant had actually registered it and obtained a domain name to establish
online virtual book store and in fact that even the customers were redirected to
restaurant. Com. It was held that mere assertion of making preparations to use
the domain name for the bona-fide offering of goods is insufficient to
demonstrate rights or legitimate interests.

In Bruce Springsteen V Jeff Burgar and Bruce Springsteen Club®®, both the
complainant and the registrant had interest in the domain name. the registrant
was Bruce Springteen club with Jeffer Burger at the point of contact. The panel
described Bruce Springteen as the famous almost legendry recording artist and
composer and that his name alone is recognized in almost all parts of the globe.

The panel in regard to the meaning of “commonly and known by “ found that
the use of the name Bruce Springteen Club would not give rise to the impression
in the minds of internet users that the proprietor was effectively known as ‘Bruce
springteen “commonly recognized in that fashion. In regards to the meaning of
commercial and fair use, it observed that Bruce Springteen when imputed into a
search engine would yield thousand of his hits which would be apparent to the
users that even the sites would be official and authorized and it is hard to infer
from the conduct of the registrant was for commercial gain or misleadingly
divert customers. The panel found that there was fair use since the conduct did
not tarnish the common law rights of Bruce Springteen with the celebrity
1000.com websites.

REMEDIES AVAILABLE TO THE COMPLAINT
FOR ABUSE OF A DOMAIN NAME

The law did not have obvious remedy for abuse of domain name but currently
courts have considered trademark infringement, misrepresentation, fraud, and

18 WIPO Case No. D 2000-0186
19 WIPO Case No. 2000-1532
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the tort of passing off. However the law is now clear. It provides for cancellation
of the domain name, or transfer of the domain name to the complainant.

UDRP decision is not final. The dissatisfied party has a right to redress in the
competent court of any jurisdiction after or before the UDRP decision.

The decision Of UDRP can only be implemented after ICANN receiving
satisfactory evidence of a resolution between the parties or evidence that trial
was conducted.

THE WIPO APPROACH

Following WIPO’s recommendations, ICANN adopted the Uniform Domain
Name Dispute Resolution Policy on August 26, 1999. The UDRP provides
holders of trademark rights with an administrative mechanism for the efficient
resolution of disputes arising out of bad faith registration and use by third parties
of domain names corresponding to those trademark rights.

Under the UDRP, trademark owners may submit disputes arising from alleged
abusive registration of domain names to a mandatory expedited administrative
proceeding, by filing a complaint with an approved dispute resolution service
provider (provider). For GTLDs these providers are accredited by ICANN, and
for those CCTLDs that have voluntarily adopted the UDRP, the providers are
accredited by the registration authority of the CCTLD in question.

APPLICABLE TO ALL GTLDS AND CERTAIN
CCTLDS

Pursuant to their accreditation agreement with ICANN, all GTLD registrars
agree to abide by and implement the UDRP. Accordingly, the UDRP is
applicable to the GTLDs .com, .net, .org, and to all more recently introduced
GTLDs.
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The UDRP is incorporated into the standard dispute resolution clause of all
GTLD domain name registration agreements. On this basis, the registrant of a
GTLD domain name must submit to any proceeding that is brought under the
UDRP, regardless of whether the domain name registration was effected before
the entry into force of the UDRP.

Apart from the GTLDs, certain CCTLDs have also adopted the UDRP on a
voluntary basis.

GLOBAL SCOPE

The UDREP is international in scope, in that it provides a single mechanism for
resolving a domain name dispute regardless of where the registrar, the domain
name registrant, or the complaining trademark owner is located.

TIME AND COST EFFECTIVE

Compared to court litigation, the UDRP procedure is highly time and cost
effective, especially in an international context. A domain name case filed with
the WIPO Center is normally concluded within two months, involving one round
of limited pleadings and using mostly online procedures. WIPO fees are fixed
and moderate

ENFORCEABLE DECISIONS

A key advantage of the UDRP procedure is the mandatory implementation of the
resulting decisions. There are no international enforcement issues, as registrars
are obliged to take the necessary steps to enforce any UDRP transfer decisions,
subject to the losing party's right to file court proceedings and suspend the
implementation of the decision.
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Transparent

The UDRP process is transparent. The WIPO Center posts all disputed domain
names, case status, case statistics and full-text of decisions on its web site. In
addition, the WIPO Center's online Index of WIPO UDRP Panel Decisions, and
its jurisprudential overview of key issues offer free and easy access to the
jurisprudence developed under the UDRP.

Without Prejudice to Court Adjudication

Once a complainant initiates a UDRP proceeding, the registrant of a domain
name must submit to the process. However, in line with its administrative
character, the UDRP does not preclude the domain name registrant or the
trademark holder from submitting the dispute to a court for independent
resolution; either party may commence a lawsuit in court before, during, or after
a UDRP proceeding. Paragraph 4(k) of the UDRP also allows a losing domain
name registrant to challenge the administrative panel's decision by filing a
lawsuit in a competent court and thereby suspend the implementation of the
panel decision. Although parties retain this court option, in practice this is a rare
occurrence. The WIPO Center maintains a selection of court orders and
decisions in relation to the UDRP or specific UDRP cases at its web site.

Who are the Parties in the UDRP Complainant?

The complainant is any person or entity, claiming trademark or service mark
rights, who initiates a complaint concerning a domain name registration in
accordance with the UDRP The WIPO Center processes complaints from a wide
array of complainants from around the world, ranging from large multinational
corporations (e.g., BMW, Gucci, Tata, Microsoft, and Sony) to small- and
medium- size enterprises and to individuals (e.g., Isabelle Adjani, Venus and
Serena Williams, Isabel Preysler, Julia Roberts, and Michael Crichton).

Respondent
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The respondent is the holder of the domain name registration against which a
complaint is Under the terms of the domain name registration agreement, which
the respondent entered into with the registrar, the respondent must participate in
the UDRP proceeding. The UDRP Rules provide a twenty-day period for the
respondent to file a response to a complaint brought against it under the UDRP.
As with complainants in cases filed with the WIPO Center, respondents come
from around the world.

UDRP Procedure

The UDRP as a Policy is given effect by the Rules for Uniform Domain Name
Dispute Resolution Policy (UDRP Rules) and by the dispute resolution service
provider's supplemental rules. The WIPO Center has developed the WIPO
Supplemental Rules for Uniform Domain Name Dispute Resolution Policy
(WIPO Supplemental Rules) which complement the UDRP and the UDRP Rules

on a number of procedural issues.
The Three UDRP Criteria

The UDRP procedure is designed for domain name disputes that meet the
following cumulative criteria (UDRP, paragraph 4(a)):

1. the domain name registered by the domain name registrar is identical or
confusingly similar to a trademark or service mark in which the
complainant has rights; and

2. the domain name registrant has no rights or legitimate interests in
respect of the domain name in question; and

3. the domain name has been registered and is being used in bad faith.

Paragraph 4(b) of the UDRP provides non-exhaustive illustrations (e.g., the
domain name has been registered primarily for the purpose of selling it to the
trademark owner) which, if found to be present, should be considered as
evidence of the registration and use of a domain name in bad faith. Similarly,
paragraph 4(c) of the UDRP provides non- exhaustive illustrations of
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circumstances (e.g., the domain name is used in connection with a bona fide
offering of goods) which, if found to be present, should be considered as
evidence of the respondent having rights or legitimate interests in the disputed
domain name.

A search of the online Index of WIPO UDRP Panel Decisions allows parties and
panelists to search decisions of previous panels to examine the facts and
circumstances of the case in light of prior WIPO decisions. WIPO also makes
available a jurisprudential overview of key issues.

WORLD SUMMIT ON INFORMATION SOCIETY

The World Summit on Information Society (WSIS) is a unique two-phase
United Nations (UN) summit that was initiated in order to create an evolving
multi- stakeholder platform aimed at addressing the issues raised by information
and communication technologies (ICTs) through a structured and inclusive
approach at the national, regional and international levels. The goal of WSIS is
to achieve a common vision, desire and commitment to build a people-centric,
inclusive and development-oriented Information Society where everyone can
create, access, utilize and share information. The UN General Assembly
Resolution 56/183 (21 December 2001) endorsed the holding of the World
Summit on the Information Society (WSIS) in two phases. The first phase
took place in Geneva from 10 to 12 December 2003 and the second phase took
place in Tunis, from 16 to 18 November 2005. In 2003, the number of
participants was 11,000 representing 175 countries and in 2005 the number of
participants was more than 19,000 representing 174 countries.

The Overall Review of the Implementation of the Implementation of the
Outcomes of the World Summit on the Information Society was held by UN
General Assembly in 2015 that adopted Resolution A/70/125 calling for close
alignment between the WSIS process and the 2030 Agenda for Sustainable
Development, highlighting the crosscutting contribution of information and
communications technology (ICT) to the Sustainable Development Goals
(SDGs) and poverty eradication, and noting that access to information and
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communications technologies has also become a development indicator and
aspiration in and of itself.

WSIS FORUM

Since 2005, and following Para 109 and Para 110 of the Tunis Agenda for
the Information Society a cluster of WSIS-related events was held on an
annual basis in Geneva. In 2009, the cluster of WSIS- related events was re-
branded as WSIS Forum. With time WSIS Forum has proven to be an efficient
mechanism for multi-stakeholder implementation of WSIS Action Lines and
cross-cutting commitments on gender equality, information exchange,
knowledge creation, the sharing of best practices and continues to provide
assistance in developing multi-stakeholder and public/private partnerships to
achieve the sustainable development goals.

WSIS Forums are organized each year, hosted by the ITU, co-organized by ITU,
UNESCO, UNCTAD and UNDP in close collaboration with all WSIS Action
Line Facilitators/Co-Facilitators (UNDESA, FAO, UNEP, WHO, UN Women,
WIPO, WFP, ILO, WMO, UN, ITC, UPU, UNODC, and UN Regional
Commissions). In 2015, the UN General Assembly Overall Review resolved to
hold the WSIS Forum on the annual basis till 2025. UNGA also called for close
alignment between WSIS and SDG process.

Moreover on the occasion of the UNGA review heads of the UN Agencies
decided that beyond 2015 WSIS Forum can serve as a key forum for discussing
the role of ICTs as a means of implementation of the Sustainable Development
Goals and targets, with due regard to the global mechanism for follow-up and
review of the implementation of the 2030 Agenda for Sustainable
Development, as set out in General Assembly resolution A/70/1.

The WSIS-SDG Matrix developed by UN WSIS Action Line Facilitators serves
as the mechanism to map, analyse and coordinate the implementation of WSIS
Action Lines, and more specifically, ICTs as enablers and accelerators of the
SDGs.
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INTERNET GOVERNANCE FORUM

The Internet Governance Forum (IGF) was established by WSIS in 2005; with
the first global IGF held in Athens in 2006. The IGF has no decision making
powers and is intended to serve as a discussion space that gives developing
countries the same opportunity as wealthier nations to engage in the debate on
Internet governance. Its purpose is to provide a platform where new and ongoing
issues of Internet governance can be frankly debated by stakeholders from civil
society, the business and technical sectors, governments, and academia.
Participation in the IGF is open to all interested participants and accreditation is
free. Ultimately, the involvement of all stakeholders, from developed as well as
developing countries, is necessary for the future development of the Internet. It
brings about 1500-2200 participants from various stakeholder groups to discuss
policy issues relating to the Internet such as understanding how to maximize
Internet opportunities, identify emerging trends and address risks and challenges
that arise. The IGF works closely with the Dynamic Coalition on Public Access
in Libraries.

The global IGF is held annually, usually in the final quarter of the year. In 2015
the IGF took place in Jodo Pessoa, Brazil. In 2016 IGF took place in
Guadalajara, Mexico, December 6-9.
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CHAPTER 03

3%

DEVELOPMENT OF ICT IN UGANDA

HISTORICAL BACKGROUND

The history of ICTs in Uganda is a short but intense one. Uganda started
embracing ICTs as part of its economic development strategy when the first
mobile phone service came onto the Ugandan scene in December 1994. The
telecom company Celtel, using the GSM 900 technology mainly targeted high
end users like business people and the diplomatic community. The cost of
owning and maintaining a mobile phone was so high that that having a car was
estimated to be a cheaper undertaking. Owning a mobile phone was a status
symbol.

Things began to change however, with the entry into the market, of the South
African giant Mobile Telecommunications Network (MTN) in 1998. Calls
became cheaper, and the network was extended to rural areas, going beyond
Kampala as the hub for the mobile telephone industry. More players like Airtel,
Warid and Zain entered the marked with more diversified products making
communication even cheaper. More internet providers also came on the scene
and the cost, while still one of the most expensive in the world, became much
cheaper than before.
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Since then, the ICT sector has grown rapidly. The industry Grew by 30.3% in
the 2009/10 financial year accounting for 3.3% of the GDP. Over 50% of the
population are subscribed to mobile phone service provider and the number of
internet users increased from 2,475,812 in 2008 to 4,178,085 in 2010 (168% of
growth). Millions own smart phones, a fact driving digital penetration even in
the rural countryside. Internet users are estimated at 6.5million as of 2012,
accounting for 18.5 percent of the country’s population of 35 million. The
increase in internet usage has been further fueled by the country’s youth bulge.
Uganda has the world’s youngest population, with over 78% below 30 years.
These are more embracing of ICTs than their older, and inevitably old school,
parents.

The liberalization of the communication industry also led to an increase in FM
radio stations which now number in hundreds and as a result up to 80 percent of
all households especially in the countryside now rely on radio for news and
information. The “Ebimeeza” (people’s parliaments) call-in talk shows were
popularized and people began to freely debate the most important political and
social issues of the day. There also dozens of TV stations and a couple of daily
newspapers serving different audiences in the country.

The explosion in ICTs was aided by friendly ICT policies which created an
enabling environment for ICT entrepreneurs to blossom. The National
Information And Communication Technology Policy of 2003 was intended to
help the government implement more successful long term national development
programmes like the Poverty Eradication Action Plan (PEAP), the Plan for
Modernization of Agriculture (PMA), and others, by ensuring that timely and
relevant information is available at all levels of implementation.

The Ministry of Information and Communications was established in June 2006
with a mandate of “providing strategic and technical leadership, overall
coordination, support and advocacy on all matters of policy, laws, regulations
and strategy for the ICT sector”.




Isaac Christopher Lubogo |49

Developments in ICTs have dramatically changed the way information is
collected, stored, processed, disseminated and used, thus making it a powerful
tool for modernization and development.

BACKLASH

Inevitably however, the growth in ICTs also culminated into social, political and
economic situations that were not equally desirable for all the stakeholders

The free discussions by ordinary people of social-political issues on several
radio stations did not augur well for some in the government who decided to
start clamping down on these discussions. Ebimeeza were banned by the
Broadcasting Council in September 2009.

Radio and TV stations as well as newspapers that were deemed to “spread
inflammatory material” were threatened and some were closed which forced

others into self-censorship

Then came the explosion in Social Media growth. Millions of Ugandans are
signed up on face book, twitter and many young elite activists are endlessly
sharing their opinions on blogs across the internet. Social media today has
continued expanding to see new platforms such as Instagram, snapchat, tik tok
among others and Ugandans too have adopted the technology to develop their
own social media apps. This is aided by the increasing ownership of smart
phones that are replacing old, ‘call-only’ handsets that are now scorned as
belonging to ‘stone age’. Face book and Twitter were blocked by the
government during the 2016 presidential election over fears that people might
announce premature results. similary today, face book remains under an
indefinite ban by the president during the 2020 elections due to the unwarranted
closure of certain face book accounts belonging to top government figures, a
thing which caused H.E. Yoweri K.Museveni to put a ban on face book for the
whole nation.

Cybercrime is also increasing in Uganda. The country’s Tax collecting body,
The Uganda Revenue Authority (URA)’s systems were hacked into in 2013
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leading to an estimated sh2billion ($700,000) tax loss in vehicle registrations.
The telecom giant MTN also lost sh15 billion (US$5.7million) in Mobile Money
fraud, a scam made possible by insider collaboration. Many companies desist
from reporting such crimes for fear of scaring away potential clients so it’s
possible the problem is more widespread than reported. Such crimes are complex
and difficult to prosecute by a justice system to which they are a completely new
development.

This has created a dilemma for the government; how to protect information users
while not appearing to clamp down on freedom of information and expression

the country’s laws unabashedly support.

The government has so far failed to walk this fine line. Sweeping legislations
have been put in place that are threatening the rights of individuals’

constitutional rights to privacy and self-expression

The regulations put in place and their enforcement sometimes go beyond their
mandate. In March 2012, the Government of Uganda tabled the Communications
Regulatory Authority Bill, a major piece of legislation ‘intended to consolidate

and harmonise existing and overlapping laws’

Citing what it calls ‘security ramifications of online activity that have begun to
permeate the national consciousness’ Government under the Ministry of
Information and Communications Technology developed a National Information
Security Strategy (2011) which aims at addressing security challenges that are
envisaged in this era of technological advances.

Other laws that came before or at the heels of this strategy include: the
Regulation of Interception of Communications (RIC), 2010, which parliament
hurriedly passed in the aftermath of the July 2010 bomb attacks, and allows for
interception of communications and possible intrusion into personal
communications. It also requires telecom companies to collect customers’
information, including name, address and identity number, and to take other
measures to enable interception. A registration of all SIM card owners in
Uganda exercise concluded on May 31, 2013, which made the monitoring easier.

==
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As a matter of fact, an explosive report by the BBC last year stated that
Uganda’s government had been spying on the opposition and the media for
years, using spying equipment supplied by a UK technology firm.

The Anti-Terrorism Act No.14 of 2002 gives security officers powers to
intercept the communications of a person suspected of terrorist activities and to
keep such persons under surveillance. The scope of the interception and
surveillance includes letters and postal packages, telephone calls, faxes, emails
and other communications, as well monitoring meetings of any group of persons.
Others powers include the surveillance (including electronic) of individual’s

movements and activities, and access to their bank accounts.

Older laws such as the Anti-Terrorism Act (2002); Press and Journalist Act
of 2000 and the Regulation of the Interception of Communications Act of
2010 remain on the books to negate these freedoms. Since 2010, a humber of
other restrictive laws have also been drafted such as the Public Order
Management Act(2013) which seeks to regulate the conduct of public meetings
as well as discussion of issues at such meetings and the 2010 Press and
Journalists Amendment Bill intended to enforce annual registration and
licensing of newspapers by the statutory Media Council.

Even those laws exclusively focused on fighting cybercrime are suspiciously
viewed by some due to the dubious language in which they are crafted:

The Computer Misuse Act of 2010 is intended to “ensure the safety and
security of electronic transactions and information systems and other related
matters. The Electronic Transaction Act 2011 is “to provide for the use,
security, facilitation and regulation of electronic communications and
transactions and to provide for related matters. The Electronic Signatures Act,
2011 aims “to make provision for and to regulate the use of electronic signatures

and to provide for other related matters”

It is those “other related matters” that analysts believe may in the end make these

laws go beyond the limits of their jurisdiction, and negate some of the freedoms
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enshrined in other government laws that guarantee peoples’ freedoms to use and

benefit from the country’s ICTs revolution

Government therefore needs some self-restraint to avoid overzealousness in
controlling people’s enjoyment of the information age. The ICT industry in
Uganda has a number of stakeholders who play different complementary roles.
These include the Government that plays regulatory role, private sector that
invests in technology and establishes ICT businesses, the donor community that
supports the sector financially and technically, civil society and the media, while
citizens consume and use the proceeds from the industry. A framework needs to
be worked out to protect the stakeholder roles and promote positive
interrelationships in the ICT ecosystem and thus increase the positive impact of
ICTs in Uganda without harming the interests of any stakeholder.

COMPUTER HARDWARE AND SOFTWARE

Every computer is made up of the hardware and the software component. In this
part, we discuss the various components of a computer hardware and software.
The hardware needed for Internet access is divided into two i.e. the client side
and the server side.

Client side

Strictly speaking, the client is the connection that links you to the network.
However, most people think of themselves, or their computer, as the client. It is
what you need to get online and ‘surf the Net such as a computer, a modem, a
telephone line, Browser software, An Internet service provider.

Computer

The computer is needed to allow you to run the browser software and interact
with the Internet. Accordingly, Computer Law relates to and crosses over with a
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number of legal areas affecting the design and use of computers and software,
and the transmission of data via physical media or across data networks.?

Modem

A modem is a device, which converts the computer’s digital code so that it can
be sent along the telephone line. Standard telephone lines cannot send digital
information. Instead, they send information by varying, or modulating, electrical
voltages.

When information is received, the modem converts the voltage into digital code.
Most modern computers have internal modems, which can be configured to run
at different speeds. Modems modulate digital information and demodulate
analogue information. Hence the name modem. Modems are a combination of
digital-to-analogue converters and analogue-to-digital converters. Note that even
broadband requires a modem.

Telephone line

The telephone line links you to an Internet service provider (ISP). You might use
a cable service at home, instead of a telephone line. The principle is much the
same. Network Internet access generally uses dedicated cabling and/or wireless
transmissions.

Internet service provider/ ISP

An Internet Service Provider is an organization/company that will link you to the
Internet. You will pay your ISP for this access. Some of the examples of ISPs

Dhttps://www.hg.org/compute.html
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include, Datanet, MTN Uganda Ltd,Uganda Telecom Ltd Infocom, AFSAT
Communications Uganda Ltd
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CHAPTER 04

3%

THE SOURCES OF CYBER LAWS IN
UGANDA

The existence of cyber law is a necessary hindrance to one’s freedom of speech
and expression and has molded the digital discipline of Ugandans who have now
had to melt their excitement over the digital era. Currently, actions that threaten
the enjoyment of online freedoms and rights in Uganda are stemming from the
existing cyber legal framework.”> The Ugandan cyber legislation gives
government and its agencies unlimited powers with regard to procuring
surveillance equipment® and criminalizing gadgets (computers) as well as
Internet content. Their powers range from illegally ordering Internet service
providers to block certain social platforms® to signing secret memorandum of
understanding among government agencies to share information about Internet

21 See http://www.refworld.org/pdfid/549026360.pdf for an overview over the state of
Internet freedom of Uganda in 2014.

22 https://unwantedwitness.or.ug/the-unwanted-witness-uw-news-brief-state-house-is-
procuringsurveillance-equipment/.

23 See e.g. http://www.reuters.com/article/2011/04/19/us-uganda-unrest-media-
Idustre73i31p20110419 and http://www.article19.org/data/files/pdfs/reports/world-press-
freedomday-no-frontiers-new-barriers.pdf.
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users and published content in order to enforce the Ugandan cyber legislation.*

Harassment of online activists by police has also been reported®

These developments prove the urgent need to contiguously analyze the
regulation of the Internet in order for citizens to be able to exercise fundamental
freedoms, to be empowered and able to change their lives through the Internet.
Many citizens view the Internet as one of the remaining independent platforms
where a decent and sound debate can take place and where ideas can be shared
without political interference. According to the Uganda Communication
Commission the number of Internet users is growing steadily. The number of
Internet users was estimated to be more than 8.5 million in June 2014.

Against this background, surely analyzing the Ugandan cyber legal framework
from a human rights perspective is an important undertaking. The principal
purpose is to assess whether these provisions are compatible with international
human rights standards on the freedom of expression and right to privacy. The

second purpose is to support advocacy concerning Uganda’s Internet freedoms.

The disposition of the analysis is the following: first the relevant international
human rights standards regarding freedom of expression and right to privacy will
be discussed Thereafter, relevant Ugandan cyber laws will be analyzed in the
light of international human rights law. The laws will be analyzed in
chronological order so that changes over time are made apparent. This approach
will also allow for a contextual understanding of the challenges that Uganda
faces today regarding freedom on the Internet. In the final chapter the most
important findings of the analysis will be discussed and summarized.
Recommendations will be put forward as to how Ugandan cyber laws can be
made better compatible with the international human rights standards on
freedom of expression and right to privacy in the digital environment.

Z4https://unwantedwitness.or.ug/uganda-police-signs-a-secret-mou-with-uganda-
communicationcommission/.
Bhttps://unwantedwitness.or.ug/police-is-harassing-an-online-activist-in-mid-western-
uganda/ and
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Securing access to the Internet for as many people as possible constitute an
important part of Internet freedoms. The report will not deal with that particular
question in detail. Instead it will focus on the analysis of legal restrictions that
affect online freedoms of those who already have access to Internet.

Furthermore, the analysis will only focus on the provisions that are relevant to
freedoms on the Internet. Other provisions that violate basic human rights but
lack a direct connection to freedom on Internet are therefore not discussed in this
report.

Provisions protecting freedom of expression and the right to privacy can be
found in the majority of international human rights instruments. There are also
international human rights standards that directly take aim at the protection of
these rights in the digital environment. Not all of these standards are legally
binding but can rather be seen as recommendations and soft law. Free speech
and privacy guarantees in the international human rights instruments will be
discussed in this chapter. Focus will primarily be on United Nations instruments
of international scope. Thereafter relevant regional human rights instruments
will be discussed. The legally nonbinding recommendations and guidelines with
regard to Internet freedoms will also be discussed.

As regards the protection of an individual’s private life, a difference can be made
between the right to privacy and data protection rights. It is also important to
keep in mind that there is not one universally recognized definition of these
rights. Although privacy and data protection overlap to a great extent, there is for
example a specific provision for data protection in the European Union
Charter of Fundamental Rights alongside a provision protecting the respect
for private and family life. Comprehensively defining “privacy” is a difficult,
even close to an impossible, task. According to one definition, privacy can be
defined as the presumption that individuals should have an area of autonomous
development, interaction and liberty, a “private sphere” with or without

interaction with others, free from State intervention and from excessive
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unsolicited intervention by other uninvited individuals.?® When it comes to data
protection rights, in the Data Protection Directive of the EU (Directive
95/46/EC) personal data is defined to mean any information relating to an
identified or identifiable natural person. One of the key differences between
these two rights lies in that not all information relating to an identified or
identifiable person need to fall within the scope of privacy. This makes the scope

of data protection broader than the scope of privacy.*?®

THE LEGAL FRAMEWORK IN UGANDA

In this chapter, Ugandan cyber law provisions will be analyzed against the
framework of international human rights law as described above. According to
international law all restrictions of freedom of expression and right to privacy on
the Internet must conform to the following three part test:

Restrictions must be provided by law, which is clear and accessible to everyone
(principles of predictability and transparency); and

Restrictions must pursue one of the purposes set out in Article 19(3) of the
Covenantion on Civil and political Rights, namely (i) to protect the rights or
reputations of others, or (ii) to protect national security or of public order, or of
public health or morals (principle of legitimacy); and Restrictions must be
necessary and the least restrictive means required to achieve the purported aim
(principles of necessity and proportionality).?

The provisions analyzed in the following are those, which can be seen to restrict
the Internet freedom of Ugandan citizens by posing threats to freedom of
expression and right to privacy in the digital environment.

% SR A/HRC/23/40 (22).

27 See Kokott, J, & Sobotta, C, The distinction between privacy and data protection in
the jurisprudence of the CJEU and the ECtHR, International Data Privacy Law, 2013,
Vol. 3, No. 4, p.

28 This article provides an interesting and more comprehensive discussion on the topic
on the European leve.

29 As summarised by the UN Special Rapporteur on Freedom of Expression (SR) in A/
HRC/17/27 (24).
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In addition to the international human rights framework freedom of expression,
freedom of information and right to privacy are also guaranteed in the
Constitution of the Republic of Uganda, 1995. According to Article 27 of the
constitution, no person shall be subjected to unlawful search of the person,
home or other property of that person, or unlawful entry by others of the
premises of that person.

Furthermore, no person shall be subjected to interference with the privacy of his
or her home, correspondence, communication or other property. Freedom of
expression is protected by Article 29 where it is stated that every person shall
have the right to freedom of speech and expression, which shall include freedom
of the press and other media. As regards freedom of information, it is stipulated
by Article 41 that every citizen has a right of access to information in the
possession of the State or any other organ or agency of the State except where
the release of the information can put the security or sovereignty of the State at
risk, or interfere with the right to the privacy of any other person. It is therefore
important to bear in mind that these rights are not only protected through
international human rights instruments but also within the framework of the
Ugandan constitution. Thus their continued derogation is contrary to Uganda’s
international human rights commitments.

The Anti-Terrorism Act, 2002

The Anti-Terrorism Act (ATA) was adopted in 2002 and includes provisions
that provide for obtaining information in respect of acts of terrorism. This
includes the authorizing of the interception of the correspondence and the
surveillance of persons suspected to be planning or to be involved in acts of
terrorism.

Section 9(1) states that any person who establishes, runs or supports any
institution for promoting terrorism, publishing and disseminating news or
materials that promote terrorism or training or mobilizing any group of persons
or recruiting persons for carrying out terrorism or mobilizing funds for the
purpose of terrorism commits an offence and shall be liable on conviction, to

10101
01 &

s



60|Cyber Law in Uganda

suffer death. It is further laid down in Section 9(2) of the Anti Terrorism Act
that any person who, without establishing or running an institution for the
purpose, trains any person for carrying out terrorism, publishes or disseminates
materials that promote terrorism, commits an offence and shall be liable on
conviction, to suffer death.

It is asserted by the UN Special Rapporteur that states are required under
international law to prohibit incitement to terrorism in national criminal law, but
such provisions must comply with the requirements of prescription by
unambiguous law; pursuance of a legitimate purpose; and respect for the
principles of necessity and proportionality.* Furthermore, the Special Report has
emphasized that protection of national security or countering terrorism cannot be
used to justify restricting the right to expression unless it can be demonstrated
that:

(a) The expression is intended to incite imminent violence;
(b) It is likely to incite such violence; and

(c) there is a direct and immediate connection between the expression and the
likelihood or occurrence of such violence.

What is exactly meant by promoting terrorism under Anti Terrorism Act is not
defined in the law and there is hence a risk of the provision getting a too wide
and arbitrary scope of application. It is also difficult for media and individuals to
know which type of material is seen as promoting terrorism. It can thus be
argued that the requirements under international law of unambiguous,
predictable and transparent law are not fulfilled.

Publishing and disseminating material promoting terrorism can also result in an
individual being convicted to the death penalty. According to the HRC, under no
circumstances can an attack on a person, because of the exercise of his or her
freedom of opinion or expression, including such forms of attack as arbitrary
arrest, torture, threats to life and killing, be compatible with Article 19. It is

30 SR, A/66/290 (81).
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clear those disproportionate penalties on publishing and disseminating
information of a type that is not clearly defined threatens the freedom of
expression on Internet. That death penalty at all is applied in this context can in
itself be seen as a serious infringement of the international human rights law.

Furthermore, the Special Rapporteur underlines that arbitrary use of criminal
law to sanction legitimate expression constitutes one of the gravest forms of
restriction to that very right. This is due to it not only creating a “chilling effect”,
but also leading to other human rights violations, such as arbitrary detention and
torture and other forms of cruel, inhuman or degrading treatment or punishment.

The interception of communications and surveillance within the framework of
Anti Terrorism Act is regulated in its part I1\VV. The responsible minister may
designate an authorized officer who has the right to intercept communications
and otherwise conduct surveillance in respect of a person or a group or category
of persons suspected of committing any offence under ATA. Interception of e-
mails and electronic surveillance fall under the scope of surveillance allowed
according to ATA. The purposes for which interception or surveillance may be
conducted are: safeguarding the public interest, prevention of the violation of the
fundamental and other human rights and freedoms of any person from terrorism,
preventing or detecting the commission of any offence under ATA and
safeguarding the national economy from terrorism (Sections 18-19). Obstructing
an authorized officer can result in a prison sentence of maximum two years
(Section 20). None of these grounds is defined within the framework of ATA,
which opens up for considerable abuse of the interception and surveillance
powers as these can be based on loose and vague grounds. There is no
requirement of authorization, external control or review by an impartial and
independent judge of any kind. Also these provisions of ATA can thus be seen to
contravene the principles of international human rights law.

ATA has been criticized by Amnesty International in its report Stifling Dissent
- Restrictions on the Rights of Freedom of Expression and Peaceful
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Assembly in Uganda.* The overly board definitions of “terrorism”, “aiding and
abetting” to terrorism and the fact that “promoting terrorism” is not defined
under ATA are seen to be able to inhibit media work and criminalize legitimate
media coverage. Even the interception powers of the authorized officers are
criticized as they could make it possible to intercept communications between
journalists and their sources.*

ATA consequently contains both provisions that constitute a violation of right to
privacy on the Internet by providing for interception of digital communications
and provisions that threaten the freedom of expression on the Internet.

The National Information Technology Authority, Uganda Act,
2009

This law establishes the National Information Technology Authority in
Uganda (NITA-U). It is a government agency under the general supervision of
the minister responsible for information technology (Section 3 (3) and Section
2). The goals of the NITA-U listed in Section 4 include diverse ways to promote
information technology in Uganda and most of these aims are commendable.
The functions of the NITA-U listed in Section 5 are many (18) and rather
broadly formulated. Section 5 (18) extends the functions of the authority to
undertake any other activity necessary for the implementation of the objects of
the authority.

Functions of NITA.

Section 5 (3) of NITA act provides that NITA is to co-ordinate, supervise and
monitor the utilization of information technology in the public and private
sectors,

31 Stifling Dissent - Restrictions on the Rights of Freedom of Expression and Peaceful
Assembly in Uganda, Amnesty International, November 2011,
https://www.amnesty.org/en/documents/ AFR59/016/2011/en/.

32 1bid., p. 14.
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Section 5 (4); - to regulate and enforce standards for information technology
hardware and software equipment procurement in all Government Ministries,
departments, agencies and parastatals

However a clear analysis of this provision opens up for the NITA-U to stipulate
standards for hardware and software in public computers that can restrict
freedom of expression and privacy. It could for example be interpreted to allow
for regulations requiring installation of filters, blocking mechanisms or spyware
in public computers.

Section 5 (5) of the act provides that NITA is to create and manage the
national databank,

Analysis; its inputs and outputs what is meant by the national databank is not
defined within the framework of the law and it is neither made clear what type of
data it consists of. Nor is it explained what is the origin of the data stored in the
data bank. It is thus unclear what type of data is collected in the national
databank, who gathers the data, and who has the access to the data in the
databank. This can mean both collecting and processing of personal data in a
way that breaches the right to privacy. As the exact nature of the databank is not
defined in the law and the character and origin of its data are unclear, there is a
risk for personal data being processed in conflict with data protection principles.
This could for example include collecting data based on individuals’ behavior on
the Internet or making personal data digitally searchable in a way that infringes
the right to privacy.

Section 5 (6) mandates NITA to set, monitor and regulate standards for
information technology planning, acquisition, implementation, delivery, support,
organization, sustenance, disposal, risk management, data protection, security
and contingency planning

However, this provision grants the NITA-U an extensive power to set standards
with regard to different aspects of utilization of information technology. Most of
the issues can be seen to be related above all to the information technology
infrastructure and access to Internet instead of the actual content. However,
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above all the possibility to regulate data protection and security related to
information technology can open up for restrictions on the Internet content.

Part V of the NITA-U regulates the information technology surveys and powers
of the authority. With information technology survey is understood an operation
in which enumerations, inspections, studies, examinations, reviews, inquiries or
analyses are carried out to collect or gather information and data on matters
related to information technology (Section 2). Section 19 (1) stipulates that the
minister may, on the recommendation of the board® direct, by a statutory order,
that an information technology survey be taken by the authority on both public
and private sectors. In carrying out such a survey the authority has the power to
collect information and data regarding information technology for the sector
specified in the order. It may use summons and search warrants to facilitate the
enforcement of such collections of data and information (Section 19 (3) a-b).

Section 20 (1) stipulates that where data or information on information
technology is being collected in accordance with Section 19, the Executive
Director, an officer of the Authority, or an authorized officer, may require any
person to supply him or her with any particulars as may be prescribed, or any
particulars as the Executive Director may consider necessary or desirable in
relation to the collection of the information. Furthermore, a person who is
required to give information under subsection (1), shall, to the best of his or her
knowledge and belief provide all the necessary information, in the manner and
within the time specified by the Executive Director (Section 20(2)). The powers
of the authority are further expanded in Section 21, where it is stipulated that the
staff of the Authority or an authorized officer may at all reasonable times enter
and inspect any building or place and make such inquiries as may be necessary
for the collection of information and data for a survey being carried out under
Section 19. The right to enter a dwelling house is limited to the purposes of
collecting information relating to information technology matters and for the
exercise of functions under this Act.

33 The Board of Directors appointed under Section 7 (Section 2). The Chairperson and
the members of the Board are appointed by the Minister, with the approval of Cabinet
(Section 7 (2).
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It is further laid down in Section 38(4) that a person who for example hinders or
obstructs the Executive Director, an officer of the Authority or an authorized
officer in the lawful performance of any duties or in lawful exercise of any
power imposed or conferred on him or her under NITA-U commits an offence.
The same goes for a person who for example refuses or neglects to complete and
supply, within the time specified for the purpose, the particulars required by the
Authority in any return, form or other document, to answer any question or
inquiries put to or made of him or her, under this Act. A person who commits
such an offence is liable, on conviction, to a fine not exceeding twelve currency
points or imprisonment not exceeding six months, or both.

Analysis; the scope of different purposes for which information technology
surveys can be conducted is not clearly defined. It is however, expressly stated
that they cover both the public and private sector. This combined with the far-
reaching powers of entry and inspections means that it is difficult for individuals
to foresee what kind of information might be of interest for the NITA-U and can
thus end up as objects for inspection. This legislative framework can be seen to
constitute a violation of privacy that is incompatible with the international
human rights law as regards the requirement of predictable and transparent legal
provisions.

Section 22 stipulates that confidentiality is the main rule as regards for example
data set or part of data stored in a computer or any other electronic media.
However, this does not affect the fact that the NITA-U as a public authority has
a possibility to get access to personal data concerning individuals.

According to Section 34, the Minister may, after consultation with the Executive
Director and the Board, give NITA-U directions of a general nature. Such
directions shall be in writing and relate to policy matters in the exercise of the
functions of NITA-U. NITA-U shall comply with any direction given by the
Minister. The particulars of any directions given by the Minister shall be
included in the annual report of the Authority, together with the extent to which
the directions were complied with. It is stipulated in Section 36 that The Board
shall cause to be prepared and shall submit to the Minister within three months
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after the end of each financial year, an annual report on the activities and
operations of the Authority for that financial year. According to Section 37 The
Minister shall in each financial year, submit to Parliament as soon as possible
after receiving them, the Auditor General’s report and the annual report of the
Authority. This can be seen as the only means of external control in relation the
Minister’s actions in relation to the NITA-U. Section 39 gives the Minister the
power to, in consultation with the Board, make regulations generally for giving
effect to the provisions of the act by statutory instrument. These regulations may
prescribe, in contravention with the regulations, a prison sentence up to two
years; three years in case of second of subsequent offence.

Analysis; These provisions can be seen to give the responsible minister wide
powers, which also bring with itself a risk of misuse, as regards the functions of
the authority. Although there is a certain parliamentary control involved in the
form of annual report, the Minister still has possibility to for example stipulate
offences resulting in prison sentence.

The Regulation of Interception of Communications Act, 2010./
RICA

The Regulations of Interception of Communications Act (RICA) is probably
the most problematic law when it comes to guaranteeing the Internet freedom of
Ugandan citizens. Section 3 of RICA provides for the establishment of a
Monitoring Centre for the interception of communications under the act. The
minister responsible for security is mainly responsible for establishing and
running the centre.

An application for the lawful interception of any communication may be made
by the Chief of Defence Forces, the Director General of the External Security
Organization, the Director General of the Internal Security Organization, the
Inspector General of Police or their nominees (Section 4 (1)), also referred to as
authorized persons (Section 1). A warrant to intercept communications shall be
issued by a designated judge, by which is understood a judge designated by the
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Chief Justice to perform the functions of a designated judge for purposes of
RICA (Section 1).

Section 5 lists the grounds on which the designated judge may issue a warrant to
an authorized person. Although the interests that allow for issuing of a warrant
can generally be seen as legitimate, the level of evidence the authorized persons
are required to show is not higher than reasonable grounds for the designated
judge to believe that a legitimate interest it at hand. It is thus a very low level of
evidence that is required for a designated judge to be able issue a warrant under
RICA. This naturally opens up for abuse of both the power to apply for and to
issue warrants. Neither are there any more specific requirements of impartiality,
independence or competence stipulated when designating the responsible judge,
the decision is thus completely left to the discretion of the Chief Justice. When it
comes to the actual grounds that make it legitimate to issue a warrant to intercept
communications, it is the gathering information for any actual or potential threat
concerning any national economic interest (Section 5 (c-d)) that is the most
problematic provision. What is meant by a national economic interest is not
defined within the framework of RICA and it can thus be loosely interpreted to
mean many different things. It can therefore be seen to conflict with the
requirement of transparency and unambiguous legislation in international human
rights law. Combined with the low requirement of evidence and the lack of
requirements of objectivity and impartiality with regard to the designated judge,
this point can above all render possible the abuse of the power to intercept
communications. The lack of requirement of objectivity and impartiality as
regards the designated judges can above all constitute a threat by making judges
economically corruptible.

When it comes to service providers, they are required under Section 8 to ensure
that they have installed relevant equipment with capability to enable the
interception of communications. A failure to do this can result in a prison
sentence up to five years. This can be seen to threaten both privacy and freedom
of expression on the Internet as service providers are with the threat of criminal
sanctions forced to take into account the state’s interests, not the individuals’

interest to be able to enjoy their human rights. The balancing of interests made
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my legislator is thus clearly tipped in favour of the national interests instead of
the individual rights. Combined with the vague grounds for interception and the
discretion of the judges, can this balance of interests on the whole be seen to

constitute a disproportionate infringement of an individual’s privacy.

Telecommunications service providers also have a duty to ensure that
subscribers register their SIM-cards and provide service provides with
comprehensive information about e.g. their identity and address (Section 9).
This requirement of SIM-card registration can be seen to gravely undermine the
Internet freedom of those who choose to use their mobile phones to surf on the
web, as it is possible to directly connect their online activities to their identities.
There are consequently provisions requiring service providers to enable the
interception of communications in the state’s interest while provision protecting
the privacy and personal data of the affected individuals is considerably weaker.
On top of these concerns, service providers (telecom companies) have embedded
terms and conditions on the SIM card registration forms that can endanger
people’s privacy. These include handing over people’s collected data to
government upon request with or without the owner’s permission or consent.
There are also concerns by service providers making disclaimers at registration
of SIM cards to be able to provide user identification to authorities when
requested.

Section 10 concerns notice on disclosure of protected information. By protected
information is understood information that is encrypted by means of a key as per
Section 1 of the Act. It is asserted in Section 10 that an authorized person may
by notice to the person whom he or she believes to have possession of the key,
impose a disclosure requirement in respect of the protected information. This can
be done when the authorized person believes on reasonable grounds that a key to
any protected information is in the possession of any person. It is also possible to
impose a disclosure requirement if the authorized person believes that the
imposition of a disclosure requirement in respect of the protected information is
necessary with regard to one of the interests and purposes that legitimate the

issuing of warrants. Again, the low requirement of evidence “reasonable
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grounds” appears, and the “interest of economic well-being of Uganda” is listed
as one of the grounds that give right to impose a disclosure requirement. Thus,
the possibilities to impose on an individual a requirement to disclose protected
information are not combined with sufficient legal safeguards as required under
international law. A person who fails to make the disclosure required by a notice
can be sentenced to a prison sentence of up to five years (Section 10 (6)). This
penalty can be seen as disproportionate and, combined with the loose grounds
that enable requiring the disclosure, to contravene the international law.

Amnesty International and the Special Report have also expressed their
worries concerning several provisions of RICA. Amnesty called for more precise
definitions regarding the grounds for and the purposes of the interceptions of
communications and surveillance. They also demand a clearer procedure as
regards the appointment and operation of the designated judge as well as
independent oversight over both ministerial powers over the workings of the
monitoring centre and the actual operations of it. Amnesty also calls for an
explicit provisions requiring judicial authorization for disclosure of protected
information.>* The Special Rapporteur has criticized the low threshold, which
requires law enforcement authorities to only demonstrate that “reasonable”

grounds exist to allow for the interception.

According to the Special Rapporteur the burden of proof to establish the
necessity for surveillance is extremely low given the potential for surveillance to
result in investigation, discrimination or violations of human rights.*

The Electronic Signatures Act, 2011

The Electronic Signatures Act (ESA) regulates the use of electronic signatures
in Uganda. While promoting the use of electronic signatures can generally be
regarded as a positive development, there are some aspects of ESA that can be
seen as creating risks in relation to individuals’ right to privacy and freedom of

34 Amnesty International Memorandum on Regulation of Interception of

Communications Act, 14 December 2010. See under “Conclusion” for a

comprehensive list of recommendations by Amnesty International with regard to RICA.
% SR, A/HRC/23/40, (56).
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expression. ESA for example includes provisions on advanced electronic
signature that are uniquely linked to signatory, reliably capable of identifying the
signatory and linked to the data to which it relates in such a manner that any
subsequent change of the data or the connections between the data and signature
are detectable (Section 2). In case the security of these types of signatory
systems is not adequate, the anonymity of a person’s online behavior can be
threatened due to the possibility to identify the individual through his or her
signature.

ESA also contains provisions concerning the public key infrastructure (PKI) that
is controlled by the NITA-U, who are also responsible for licensing certification
service provides (Part 1V). The NITA-U is responsible for monitoring and
overseeing activities of certification service providers (Section 22). NITA-U
further has far-reaching search powers as regards the activities of service
provides. These include e.g. an unlimited access to computerized data (Section
88) and the right to inspect, examine and copy computerized data kept by
licensed certifications service provides (Section 91). The NITA-Us control over
the public key infrastructure and far-reaching investigative powers combined
with the fact that individuals’ identities within the PKI are connected to a
certificate can be seen to open up for abuse as regards the anonymity and privacy
of the individuals whose identities are connected to a certificate.

The Computer Misuse Act, 2011

The Computer Misuse Act (CMA) prescribes liability for offences related to
computers. For example child pornography, cyber harassment, offensive
communications, and cyber stalking are penalized under CMA. The maximum
penalties for these offences range from one to five years of prison, with the
exception of child pornography, which can generate the maximum prison
sentence of 15 years. The conditions required for these offences to be at hand
are, however, often rather vaguely defined. This both contravenes the
requirement of unambiguous and foreseeable provisions in international law and
can have a hampering effect on freedom of expression.

==




Isaac Christopher Lubogo |71

CMA also penalizes unauthorized access to computer programs and data,
unauthorized modification of computer material, unauthorized use of
interception of computer service. The maximum penalties for these offences are
between 1015 years. Such heavy penalties can have a chilling effect on
individual’s use of computers in order to access to information and in order to
use their freedom of expression. Section 18 further penalizes unauthorized
disclosure of information with a maximum prison sentence of 15 years. It is
stipulated that a person who has access to any electronic data, record, book,
register, correspondence, information, document or any other material, shall not
disclose to any other person or use for any other purpose other than that for
which he or she obtained access. Such a vaguely formulated provision restricting
the right to disseminate lawfully obtained information can constitute a serious
threat to freedom of expression online.

It is stipulated in Section 9 that an investigative officer may apply to court for an
order for the expeditious preservation of data that has been stored or processed
by means of a computer system or any other information and communication
technologies, where there are reasonable grounds to believe that such data is
vulnerable to loss or modification. This data includes traffic data and subscriber
information. This provision can be seen to infringe on the right to privacy, and
indirectly on the freedom of expression. Even though it is a court that decides
over the preservation order, the grounds for issuing it are very vague. According
to Section 9 (3) the preservation order shall remain in force until such time as
may reasonable be required for the investigation of an offence or, where
prosecution is instituted, until the final determination of the case until such time
as the court deems fit. There is, however, no express requirements as to the level
of evidence required when applying for a preservation order. It is enough that
there are reasonable grounds to believe that the data is vulnerable to loss or
modification, while nothing is said as regards any suspected offence. This can
lead to preservation orders being issued without the level suspicion being
proportionate to the infringement of privacy the preservation of computer data
can result in. This provision can thus be seen to open up for abuse of the

preservation orders and thus limit individuals’ freedom on the Internet as it
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creates a risk that e.g. information about their online traffic is preserved. It is not
defined in the provision who can be targeted by a preservation order. It can thus
be interpreted to impose the responsibility to preserve data to service providers
as well as private individuals.

The investigative officer may also, for the purpose of a criminal investigation or
the prosecution of an offence, apply to a court of law for an order for the
disclosure of all preserved data, irrespective of whether one or more service
providers were involved in the transmission of such data or sufficient data to
identify the service providers and the path through which the data was
transmitted, or electronic key enabling access to or the interpretation of data
(Section 10). It is further stipulated that where the disclosure of data is required
for the purposes of a criminal investigation or the prosecution of an offence, an
investigative officer may apply to court for an order compelling any person to
submit specified data in that person’s possession or control, which is stored in a
computer system and any service provider offering its services to submit
subscriber information in relation to such services in that service provider’s
possession or control (Section 11). The investigative officers have thus far-
reaching powers to get access to information through a court order. It is not
specified which type of offences make it possible for investigative officers to
apply for a court order. It is neither specified which level of suspicion is required
for a court order to be issued. The provisions can thus be interpreted to open up
for issuing a court order when the violation of privacy caused by the disclosure
and submission of the data is not proportionate in relation to the seriousness of
the offence. In the same way, a court order could be issued when the level of
suspicion is not strong enough to render the disclosure of data proportionate as
regards the ensuing violation of privacy. These provisions can consequently be
seen to lack adequate privacy guarantees when it comes to the rights of
authorities to access computer data, either through service providers or private
individuals. Apart from breaching privacy, these provisions can also indirectly
have a chilling effect on freedom of expression as it is possible for authorities to
get access to individuals’ Internet communications on unclear and unforeseeable

grounds.
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Police officers further have far-reaching powers of search and seizure if they
suspect an offence under Computer Misuse Act. It is asserted in Section 28 that
where a Magistrate is satisfied by information given by the police that there are
reasonable grounds for believing that an offence under Computer Misuse Act
has been or is about to be committed in any premises and that evidence that such
an offence has been or is about to be committed is in those premises the
Magistrate may issue a warrant authorizing a police officer to enter and search
the premises, using reasonable force as is necessary. An authorized officer may
seize any computer system or take any samples or copies of applications or data
that are on reasonable grounds believed to be concerned or may afford evidence
in the commission or suspected commission of an offence or are intended to be
used or is on reasonable grounds believed to be intended to be used in the
commission of an offence. In order for these extensive search powers to be
triggered, the level of evidence required is low: only amounting to the
reasonable grounds.

These far-reaching powers of search and seizure combined with the low
threshold of evidence required constitute a threat to privacy and freedom of
expression. The police have broad powers to get access to people’s computer
data, which creates risk for violating privacy. In addition, the awareness of these
extensive powers can have chilling effect on the use of freedom of expression in
the digital environment as people can be afraid of risking a police search on
loose grounds.

The Electronic Transactions Act, 2011

The Electronic Transactions Act (ETA) provides for the use, security,
facilitation and regulation of electronic communications and transactions. As
regards possible threats to Internet freedom, ETA contains above all pertinent
provisions concerning the liability of Internet service providers.

It is stipulated in Section 29 that a service provider shall not be subject to civil
or criminal liability in respect of third-party material which is in the form of
electronic records to which he or she merely provides access if the liability is
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founded on the making, publication, dissemination or distribution of the material
or a statement made in the material or the infringement of any rights subsisting
in or in relation to the material. This shall, however, not affect a contractual
obligation, the obligation of a network service provider under a licensing or
regulatory framework which is established by law or an obligation which is
imposed by law or a court to remove, block or deny access to any material.
According to Section 30, a service provider is not liable for damage incurred by
a user for referring or linking users to a data message containing an infringing
data message or infringing activity if it ;

a) Does not have actual knowledge that the data message or an activity
relating to the data message is infringing the rights of the user;

b) Is not aware of the facts or circumstances from which the infringing
activity or the infringing nature of the data message is apparent;

c) Does not receive a financial benefit directly attributable to the infringing
activity; or

d) Removes or disables access to the reference or link to the data message
or activity within a reasonable time after being informed that the data
message or the activity relating to the data message infringes the rights
of the user.

Section 31 further prescribes that a person who complains that a data message
or an activity relating to the data message is unlawful shall notify the service
provider in writing.

Although the service providers are not as a main rule responsible for third party
content, ETA makes it possible for Internet service providers to take down a data
message if a person informs them that it is unlawful. There seems thus to be no
requirement of court order in order for the service providers to be responsible to
take down material that can be deemed unlawful. This can have a chilling effect
on free speech as service providers can after a request from individuals to choose
to take down material that an individual deems unlawful without the question
being tried by a court.
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It is further stated in Section 32 that service providers are not obliged to monitor
the data which the service provider transmits or stores or actively seek for facts
or circumstances indicating an unlawful activity. The Minister in consultation
with the NITA-U may, however, by statutory instrument prescribe the procedure
for service providers to inform the competent public authorities of any alleged
illegal activities undertaken or information provided by recipients of their
service and communicate information enabling the identification of a recipient of
the service provided by the service provider, at the request of a competent
authority. It can be seen as problematic that a minister and the NITA-U have the
power to prescribe responsibilities for Internet service providers to inform the
public authorities of illegal activities and help with the identification of Internet
users. There is no requirement that such statutory instruments would take
necessary notice of the individual rights that can be infringed by imposing
Internet service providers the responsibility to give authorities information and
thus violate the privacy of individuals.

The Uganda Communications Act, 2013

The Uganda Communications Act (UCA) regulates the Ugandan
communications services. Section 4 provides for the establishment of the
Ugandan Communications Commission (UCC) . Functions of the UCC include
e.g. to monitor, inspect, licence, supervise, control and regulate communications
services (b), to receive, investigate and arbitrate complaints relating to
communications services and take necessary action (j) and establish an
intelligent network monitoring system to monitor traffic, revenue and quality of
service of operators (u) and to set standards, monitor and enforce compliance
relating to content (x) (Section 5). According to Section 8, the UCC shall
exercise its functions independently while according to Section 7. the Minister
may, in writing, give policy guidelines to the Commission regarding the
performance of its functions and it shall comply with these guidelines (Section
7).

The functions of the UCC open up for extensive possibilities to supervise and
control the communications falling under the scope of UCA. This also makes it
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possible for it to act in a way that infringes both privacy and freedom of
expression. Section 5(u) has for example been used to establish the Social Media
monitoring centre and the interception of Communication monitoring centre
under RICA to conduct communication surveillance of individuals’
communications for example on the Internet.*® Government has also recently
threatened to completely block the usage of social media platforms such as Fac
ebook and WhatsApp. The effect of these types of actions on the Internet
freedom of citizens with regard to both freedom of expression and privacy is
obviously extremely hampering.

The Anti-Pornography Act, 2014

The Anti-Pornography Act (APA) was adopted in 2014 and criminalizes all
forms of pornography. According to Section 13(1), a person shall not produce,
traffic in, broadcast, procure, import, export, sell or abet any form of
pornography. An offence under this paragraph can result in a prison sentence of
maximum ten years (Section 13 (2)). Section 14(1) criminalizes the same actions
concerning child pornography in which case the maximum sentence is fifteen
years. The realization of APA is overseen by the Pornography Control
Committee established in Part I1.

Pornography is defined within the framework of APA to mean any presentation
through publication, exhibition, cinematography, indecent show, information
technology or by whatever means, of a person engaged in real or stimulated
explicit sexual activities or any representation of the sexual parts of the person
primarily for sexual excitement.

Anti pornography Act prohibits all forms of pornography and covers also
pornographic presentations through information technology. The definition of
pornography is not exact enough to enable media and individuals to know for

% Unwanted Witness -report “The Internet: They are coming for it too!”
January,2014,https://www.unwantedwitness.or.ug/wpcontent/uploads/2014/01/inter
net-they-are-coming-for-it-too.pdf. 42https://unwantedwitness.or.ug/uw-news-brief-
ucc-threatens-to-shut-down-social-mediaplatforms/.
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certain which presentations fall within the scope of Anti Pornography Act.
According to the Special Rapporteur, the only form of pornography that the
states are allowed to prohibit is child pornography.®” States are even required to
do so under international law.*® In Ugandan law the sentences in cases of both
pornography and child pornography are very heavy. As mentioned above,
arbitrary use of criminal law to sanction legitimate expression constitutes one of
the gravest forms of restriction to freedom of expression. Prohibition of all forms
of pornography can accordingly be seen to both limit the right to freedom of
expression on the Internet and contravene the international human rights
standards.

Moreover, the right to privacy is threatened within the framework of APA.
Section 24 stipulates that a register of pornography offenders containing the
name of every person convicted of an offence under APA shall be maintained.
The creation of this type of register can be seen to contravene both the privacy
standards in international human rights law and the data protection principles.

It is laid down in Section 15 (1) that where information is brought to the
attention of court that there exists in premises, an object or material containing
pornography or an act of event of a pornographic nature, the court shall issue a
warrant for the seizure of the object or material and for the arrest of the person
promoting the material or object. An authorized person® in possession of a
search warrant issued by the court may enter any premises and inspect any
object or material including any computer, and seize the object, material or
gadget for the purpose of giving effect to Anti Pornography Act . Consequently,
if someone makes it known to the court that someone is in possession of
pornographic material, the court shall issue a warrant that makes it possible to
enter the suspect’s home and inspect and size the individual’s computer. The
level of evidence required for the court to issue a warrant is not specified more
closely, which means that the provision can make it possible for authorized

37 SR, AJHRC/17/27, (25), (32).

3 SR, A/66/290, (18), (81).

39 According to Art. 1, by “authorized person” is understood a member of the
Pornography Control Committee or a police officer.
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officers to get access to an individual’s computers without there being any real
evidence of the existence of pornographic material. It is also asserted in Section
24 (3) that anyone who obstructs authorized officers commits and offence and
can suffer the maximum sentence of five years. With regard to the fact that the
universal criminalization of pornography can be seen to contravene international
human rights principles and that the definition of pornography is vague, Section
15 can be seen to constitute a disproportionate violation of privacy.

Section 17 of APA also stipulates responsibility for Internet service providers. It
is laid down that an Internet service provider who, by not using or enforcing the
means recommended by the Committee to control pornography, permits to be
uploaded or downloaded through its service any content of pornographic nature,
commits an offence which can result in a prison sentence of maximum of five
years (1). Section 17 (2) also makes it possible for the court to for a subsequent
offence to suspend the business of Internet service providers who commit an
offence under (1) In JDFEI it is emphasized that no one who simply provides
technical Internet services such as providing access, or searching for, or
transmission or caching of information, should be liable for content generated by
others, which is disseminated using those services, as long as they do not
specifically intervene in that content or refuse to obey a court order to remove
that content, where they have the capacity to do so. Within the framework of
APA the individuals behind Internet service providers risk a prison sentence of
maximum five years for allowing individuals to upload and download
pornographic material. It is also the Committees recommendations, not a court
order, which lay as the basis for the Internet service providers’ obligations. Such
a long-going intermediary liability that is not based on a court order and has as
an aim to prevent in many case legitimate expression cannot be considered to be
compatible with international human rights standards.

The Ugandan cyber laws analyzed above contain many deficiencies as regards
their compatibility with international human rights standards. Criminalization of
certain forms of expression (e.g. the all curtailment of access to social media
under the pretext of national security as witnessed during the 2016 general
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elections), can in itself be seen to contravene international human rights law. At
the same time the more legitimate criminalization of certain forms of expression
(terrorism, child pornography) is based on vague, loose definitions, formulations
and can result in disproportionate penalties.

The right to privacy is threatened under the Ugandan cyber laws as various
provisions enable both targeted and mass surveillance of individuals’
communications, as well as search and seizure of private mobile electronic
gadgets and computers. This position is not only legitimized under the RICA, as
has been analyzed above, but also several of the other analyzed laws contain
provisions which make it possible to intercept individual’s communications and
search private property. The level of evidence required for a warrant to be issued
is as a rule extremely low and the judicial involvement in the process of issuing
warrants is either unclearly defined or lacking totally. independent oversight is
both lacking in want and has no technical capacity. The laws lack more long-
going guarantees for the protection of the right to privacy and protection of
personal data in the wake of recent revelations by civil society groups under the

Funga Macho report.*

The problematic provisions of the laws discussed above should be modified in
order to become more transparent and unambiguous as regards the grounds on
which freedom of expression and right to privacy can be limited in the digital
environment. Interventions that seek to strengthen adherence to the rule of law
by both individual officers and especially security institutions should be
prioritized.

There should also be express guarantees as regards the need to assess the
proportionality of the interference. This should take into consideration repealing
or making necessary amendments to such laws that affect the full enjoyment of
the rights and freedoms discussed above. Specifically the government should
consider enacting the Privacy and Data Protection Law that has been shelved
since 2014 to guarantee the full realization of the right to privacy in the wake of
continued targeted surveillance by security agencies.

40 https://www.privacyinternational.org/node/656
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Establish independent oversight bodies and procedures over such actions that
have the capability of negatively impacting fundamental rights and freedoms.
The powers of the ministers as regards the infringements of rights should also be
limited in favor of a system of independent and impartial judges or oversight
commissions.

Related to the above, there is also a need to strengthen data protection. The long
overdue privacy and data protection law should be enacted to give effect to
Article 27 of the 1995 Constitution. The mass enrollment exercises, together
with the compulsory SIM card registration are likely to expose many citizens
data to third parties in the absence of data protection mechanisms.*

41 The draft of the proposed bill can be found at
http://www.nita.go.ug/sites/default/files/publications/Draft%20Data%20Protection%20a
nd%20PrivacyBill%20-%20Revised%20PDF.pdf
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CHAPTER 05

3%

THE INTERNATIONAL SOURCES OF
CYBER LAW

Cyber law has been developed in the many states to guarantee rights such as
freedom of speech and expression. It has also been developed internationally to
handle issues of jurisdictional challenges since cyber crime is not limited to
space. Various international law treaties, declaration have recognized Cyber law
and the rights under cyber laws.

THE INTERNATIONAL COVENANT ON CIVIL
AND POLITICAL RIGHTS

The International Covenant on Civil and Political Rights (ICCPR) is a
multilateral treaty adopted by the General Assembly of the United Nations in
1966 and ratified by Uganda in 1995. The right to privacy is guaranteed in
Article 17 and freedom of expression in Article 19. para. 2. It is stated in
Article 17 that “no one shall be subjected to arbitrary or unlawful interference
with his privacy, family, home or correspondence, nor to unlawful attacks on his
honour and reputation” (para. 1) and that “everyone has the right to the
protection of the law against such interference or attacks.” (para. 2). As regards
freedom of expression, according to Article 19 para. 2 “everyone shall have the
right to freedom of expression; this right shall include freedom to seek, receive
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and impart information and ideas of all kinds, regardless of frontiers, either
orally, in writing or in print, in the form of art, or through any other media of his

choice.”

In the General Comment No. 34 to Art. 19 the Human Rights Committee
(HRC), the body overseeing the implementation of the ICCPR, has asserted that
it covers electronic and internet-based modes of expression. It has also stated
that states should take into account the extent to which developments in
information and communications technologies, such as the Internet, have
substantially changed the communications practices around the world.

This is due to there being a global network for exchanging ideas and opinions
that does not necessarily rely on the traditional mass media intermediaries. It is
asserted that state parties should take all necessary steps to foster the
independence of these new media and to ensure access of individuals to them.
The free speech guarantees in ICCPR are thus applicable also on the Internet and
states must guarantee the enjoyment of these rights in the digital environment.

In the same General Comment the HRC also stated that Article 19 para. 2
includes the right to access to information held by public bodies. Such
information includes records held by a public body, regardless of the form in
which the information is stored, its source, and the date of production.

All restrictions of freedom of expression must be provided by law and be
necessary for; the respect of the rights or reputations of others, the protection of
national security or public order, or the protection of public health or morals
(Art. 19 para. 3). The restrictions must also be proportionate.” The HRC has
further emphasized that not under any circumstance, can an attack on a person,
because of the exercise of his or her freedom of opinion or expression, be

42 General Comment No. 34 to the Art. 19, Human Rights Committee, 102nd session,
Geneva, 1129 July 2011. 10 Ibid. (12).
43 1bid. (34).
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compatible with Article. This includes arbitrary arrest, torture, threats to life and
killing.

The HRC has also asserted that a norm, in order to be characterized as a law,
must be formulated with sufficient precision to enable an individual to regulate
his or her conduct accordingly. It must also be made accessible to the public. It
is further affirmed that a law may not confer unfettered discretion for the
restriction of freedom of expression on those charged with its execution.
Moreover, laws must provide sufficient guidance to those charged with their
execution to enable them to ascertain what sorts of expression are properly
restricted and what sorts are not.*®

Any restrictions on the operation of websites, blogs or any other internet-based,
electronic or other such information dissemination system, including systems to
support such communication, such as Internet service providers or search
engines, must also be compatible with Art. 19 para. 3. Regarding counter-
terrorism measures, the HRC has asserted that states parties should ensure that
such measures are compatible with para. 3. This means that offences such as
“encouragement of terrorism” and “extremist activity” as well as offences of
“praising”, “glorifying”, or “justifying” terrorism, should be clearly defined to
ensure that they do not lead to unnecessary or disproportionate interference with
freedom of expression. The HRC has also emphasized that excessive restrictions
on access to information must be avoided. As media plays a crucial role in
informing the public about acts of terrorism, its capacity to operate should not be
unduly restricted and journalists should not be penalized for carrying out their
legitimate activities.

The General Comment No. 16 to Art. 17 was adopted in 1988, before the
proper arrival of the digital era, and provides less up-to-date guidance as regards
Internet freedoms than General Comment No. 34. It was, however, asserted
already at that point in time that surveillance, whether electronic or otherwise,

“ bid. (23).
% |bid. (25).
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interceptions of telephonic, telegraphic and other forms of communication, wire-
tapping and recording of conversations should be prohibited under Art. 17.%

It was further stated that the gathering and holding of personal information on
computers, data banks and other devices, whether by public authorities or private
individuals or bodies, must be regulated by law. Furthermore, effective measures
have to be taken by states to ensure that information concerning a person’s
private life does not reach the hands of persons who are not authorized by law to
receive process or use it and that it is never used for purposes incompatible with
the ICCPR. Moreover, in order to have the most effective protection of one’s
private life, every individual should have the right to ascertain in an intelligible
form, whether, and if so, what personal data is stored in automatic data files, and
for what purposes.

Every individual should also be able to ascertain which public authorities or
private individuals or bodies control or may control his or her files. If such files
contain incorrect personal data or if data have been collected or processed
contrary to the provisions of the law, every individual should have the right to
request rectification or elimination.”’

THE UNIVERSAL DECLARATION OF HUMAN
RIGHTS

The Universal Declaration of Human Rights (UDHR) was adopted by the
General Assembly of the United Nations in 1948 and it contains guarantees for
both right to privacy and freedom of expression.

The right to privacy is protected by Article 12 of the Declaration, which states
that no one shall be subjected to arbitrary interference with his privacy, family,
home or correspondence, nor to attacks upon his honour and reputation.

46 General Comment No. 16 to the Art. 17, Human Rights Committee, Thirty second
session, 8th of April 1988,(8).

“71bid. (10).
http://mww.ohchr.org/EN/ISSUES/FREEDOMOPINION/Pages/Opinionindex.aspx for
more information about the role of the Special Rapporteur.
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Everyone has the right to the protection of the law against such interference or
attacks.

Article 19 provides guarantees for freedom of expression by asserting that
everyone has the right to freedom of opinion and expression; including the
freedom to hold opinions without interference and to seek, receive and impart
information and ideas through any media and regardless of frontiers.

THE EUROPEAN CONVENTION ON HUMAN
RIGHTS

The European Convention on Human Rights (ECHR) is the most important
human rights instrument at the European level. It conforms to the standards set
by the ICCPR. The right to respect for private and family life, home, and
correspondence is guaranteed in Article 8. Article 10 provide protection for
freedom of expression.

According to Article8 (1) everyone has the right to respect for his private and
family life, his home and his correspondence. Article 10 recognizes that
everyone has the right to freedom of expression. This right shall include freedom
to hold opinions and to receive and impart information and ideas without
interference by public authority and regardless of frontiers.

These two rights may only be restricted in accordance with the law and each
restriction must be necessary in a democratic society, in the interests of national
security, public safety or the economic well-being of the country, for the
prevention of disorder or crime, for the protection of health or morals, or for the
protection of the rights and freedoms of others and in the interests of national
security, territorial integrity or public safety, for the prevention of disorder or
crime, for the protection of health or morals, for the protection of the reputation
or rights of others, for preventing the disclosure of information received in
confidence, or for maintaining the authority and impartiality of the judiciary. In
order for the interference to be necessary in a democratic society, there must
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exist a pressing social need and it must be proportionate to the legitimate aim
pursued.*®

THE EU CHARTER ON FUNDAMENTAL RIGHTS

The EU Charter on Fundamental Rights (EUCFR) is the principal human
rights instrument of the European Union.* It conforms in a great extent to the
ICCPR and the ECHR but includes more far-reaching provisions on data
protection than the other international human rights instruments. As regards the
relationship between the EUCFR and ECHR, it is laid down in article 52(3)
EUCFR that whenever the rights contained in the EUCFR correspond to those
in the ECHR, the meaning and the scope of these rights will be the same. This
does not, however, prevent the EU from providing more extensive protection for
these rights. The accession of the European Union to the ECHR has also been
planned for a long time but remains yet to be completed.*

Article 7 of the Charter provides protection for the right to respect for private
and family life, home and communications. Article 8 further guarantees
protection for personal data concerning an individual. It is further stated in
Article 8 that such data must be processed fairly for specified purposes and on
the basis of the consent of the person concerned or some other legitimate basis
laid down by law and that everyone has the right of access to data which has
been collected concerning him or her, and the right to have it rectified (para. 2).
The compliance with these data protection rules shall also be subject to control
by an independent authority (para. 3). In 2014 the European Court of Justice
(ECJ) declared the EUs. Data Retention Directive (Directive No. 2006/24/EC)
to be invalid as it entailed a wide-ranging and particularly serious interference

48 See e.g. case of Dubska and Krejzova v. the Czech Republic, 11/12/2014 and case of
gough v. the United kingdom 28/10/2014 .
49 the eucfr was first solemnly proclaimed by the council of ministers, the European
Commission, and the European Parliament in 2000 and acquired full legal effect when
the Lisbon Treaty came in force in 2009.
%0 See e.g. Chalmers et al., European Union Law, 2014, p. 288 f. The draft agreement on
the accession of the EU to the ECHR was reached in 2013 and has been critically
commented by the Court of Justice of the European Union, see
http://curia.europa.eu/jcms/upload/docs/application/ pdf/2014-12/cp140180en.pdf.
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with the fundamental rights to respect for private life and to the protection of
personal data, without that interference being limited to what is strictly
necessary. According to the ECJ, the EU legislature had exceeded the limits
imposed by compliance with the principle of proportionality.>

Freedom of expression is protected by Article 11, which asserts that everyone
has the right to freedom of expression. This right shall include freedom to hold
opinions and to receive and impart information and ideas without interference by
public authority and regardless of frontiers (para. 1). It is further stated that the
freedom and pluralism of the media shall be respected (para. 2).

It is further stated in Article 52 that any limitation on the exercise of the rights
and freedoms recognised by the Charter must be provided for by law and respect
the essence of those rights and freedoms. Subject to the principle of
proportionality, limitations may be made only if they are necessary and
genuinely meet objectives of general interest recognised by the Union or the
need to protect the rights and freedoms of others.

THE AMERICAN CONVENTION ON HUMAN
RIGHTS

The American Convention on Human Rights (ACHR) includes provisions
protecting both right to privacy (Article 11) and freedom of expression (Art.
13).Art. 11 stipulates that no one may be the object of arbitrary or abusive
interference with his private life, his family, his home, or his correspondence, or
of unlawful attacks on his honour or reputation and that everyone has the right to
the protection of the law against such interference or attacks.

As regards freedom of expression, it is asserted in Article 13 para. 1 that
everyone has the right to freedom of thought and expression, This includes
freedom to seek, receive, and impart information and ideas of all kinds,
regardless of frontiers, either orally, in writing, in print, in the form of art, or
through any other medium of one’s choice. This right shall not be subject to

51 The joined cases C-293/12 and C-594/12.
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prior censorship but shall be subject to subsequent imposition of liability, which
shall be expressly established by law to the extent necessary to ensure respect for
the rights or reputations of others or the protection of national security, public
order, or public health or morals (para. 2). Neither may the right of expression to
be restricted by indirect methods or means, such as the abuse of government or
private controls over newsprint, radio broadcasting frequencies, or equipment
used in the dissemination of information, or by any other means tending to
impede the communication and circulation of ideas and opinions (para. 3).

THE AFRICAN CHARTER ON HUMAN AND
PEOPLE’S RIGHTS

The African Charter on Human and People’s Rights (ACHPR) is an inter-
African human rights instrument which Uganda ratified in 1986. While there is
no provision providing protection for the right to privacy, freedom of expression
is protected by Article 9 of the Charter. This includes right to receive
information (para. 1) and right to express and disseminate opinions within law.
This free speech provision can be seen to be more restrictive than the
corresponding provisions in ICCPR, ECHR and ACHR as it stipulates a right to
express and disseminate opinions within law without imposing any limitations
on lawmakers as regards restricting freedom of expression in law.* Combined
with the lack of the provision protecting the right to privacy, this makes the
protection provided by the ACHPR for these two rights considerably weaker
compared with the other international human rights instruments.

52 Compare e.g. with Art. 11 in ACHPR protecting freedom of assembly where it is
stated that “the exercise of this right shall be subject only to necessary restrictions
provided for by law, in particular those enacted in the interest of national security, the
safety, health, ethics and rights and freedoms of others.”
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INTERNATIONAL PRINCIPLES ON THE
APPLICATION OF HUMAN RIGHTS TO
COMMUNICATIONS SURVEILLANCE
(NECESSARY AND PROPORTIONATE)

The so called Necessary and Proportionate -principles are the result of a global
consultation with civil society groups, industry, and international experts in
Communications Surveillance law, policy, and technology. They attempt to
clarify how international human rights law applies in the current digital
environment, particularly in light of the increase in and changes to
Communications Surveillance technologies and techniques. It is asserted that
states must comply with each of the principles in order to actually meet their
international human rights obligations in relation to Communications
Surveillance. The principles in themselves are, however, not legally binding.>

The fundamental principles of legality, legitimate aim, proportionality,
necessity, as well as the principle of adequacy, are the starting point for
Necessary and Proportionate- principles. Adequacy signifies that any instance of
Communications Surveillance authorised by law must be appropriate to fulfil the
specific legitimate aim identified.

When it comes to proportionality, it is stated that decisions about
Communications Surveillance must consider the sensitivity of the information
accessed and the severity of the infringement on human rights and other
competing interests. This requires states, at a minimum, to establish the
following to a Competent Judicial Authority, prior to conducting
Communications Surveillance for the purposes of enforcing law, protecting
national security, or gathering intelligence:

there is a high degree of probability that a serious crime or specific threat to a
Legitimate Aim has been or will be carried out, and there is a high degree of

53 https://en.necessaryandproportionate.org/text.
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probability that evidence of relevant and material to such a serious crime or
specific threat to a Legitimate Aim would be obtained by accessing the Protected
Information sought, and other less invasive techniques have been exhausted or
would be futile, such that the techniques used is the least invasive option, and
information accessed will be confined to that which is relevant and material to
the serious crime or specific threat to a Legitimate Aim alleged;

and any excess information collected will not be retained, but instead will be
promptly destroyed or returned; And information will be accessed only by the
specified authority and used only for the purpose and duration for which
authorization was given; That the surveillance activities requested and
techniques proposed do not undermine the essence of the right to privacy or of
fundamental freedoms; To make judicial decisions about the legality of
Communications Surveillance, the technologies used and human rights; and
have adequate resources in exercising the functions assigned to them.

Other relevant principles included in the Necessary and Proportionate- principles
are the requirements of due process, user notification, transparency, public
oversight, integrity of communications and systems, safeguards for international
cooperation and safeguards against illegitimate access and right to effective
remedy.

JOINT DECLARATION ON FREEDOM OF
EXPRESSION AND THE INTERNET

Joint Declaration on Freedom of Expression and the Internet declaration (JCFEI)
was adopted in 2011 by the Special Rapporteurs for Freedom of Expression of
the Americas, Europe, Africa, and the United Nations.>* The four rapporteurs

% The United Nations (UN) Special Rapporteur on Freedom of Opinion and
Expression, Frank LaRue; the Special Rapporteur for Freedom of Expression of the
Inter-American Commission on Human Rights (IACHR) of the Organization of
American States (OAS), Catalina Botero Marino; the Organization for Security and
Cooperation in Europe (OSCE) Representative on Freedom of the Media, Dunja
Mijatoviz; and the African Commission on Human and Peoples’ Rights (ACHPR)
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discussed the issues together with the assistance of Article 19, Global Campaign
for Free Expression and the Centre for Law and Democracy. JCFEI establishes
guidelines in order to protect freedom of expression on the Internet.® The
declaration is not legally binding but it specifies many of the principles found on
the legally binding instruments as regards the enjoyment of freedom of
expression online.

The first of the principles states that freedom of expression applies to the
Internet, as it does to all means of communication. Restrictions on freedom of
expression on the Internet are only acceptable if they comply with established
international standards. These include the restrictions being provided for by law
and necessary to protect an interest which is recognised under international law
(the ‘three-part’ test)

Article 1 (a) It is also asserted that when assessing the proportionality of a
restriction on freedom of expression on the Internet, the impact of that restriction
on the ability of the Internet to deliver positive freedom of expression outcomes
must be weighed against its benefits in terms of protecting other interests.

Further, with regard to intermediary liability, it is stated that no one who simply
provides technical Internet services such as providing access, or searching for, or
transmission or caching of information, should be liable for content generated by
others, which is disseminated using those services, as long as they do not
specifically intervene in that content or refuse to obey a court order to remove
that content, where they have the capacity to do so (‘mere conduit principle’)
Intermediaries should not be required to monitor user-generated content and
should not be subject to extrajudicial content takedown rules which fail to
provide sufficient protection for freedom of expression (which is the case with

many of the ‘notice and takedown’ rules currently being applied)

As regards filtering and blocking, it is laid down that mandatory blocking of
entire websites, IP addresses, ports, network protocols or types of uses (such as

Special Rapporteur on Freedom of Expression, Faith Pansy Tlakula. 28
http://www.0as.org/en/iachr/expression/showarticle.asp?artiD=848.
% Ibid.
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social networking) is an extreme measure — analogous to banning a newspaper or
broadcaster which can only be justified in accordance with international
standards, for example where necessary to protect children against sexual abuse.
(Art. 3 a). It is further stated that Content filtering systems which are imposed by
a government or commercial service provider and which are not end-user
controlled are a form of prior censorship and are not justifiable as a restriction on
freedom of expression (Art. 3 b).

THE AFRICAN DECLARATION ON INTERNET
RIGHTS AND FREEDOMS/ ADRIRF

The African Declaration on Internet Rights and Freedoms (ADIRF) is another
document setting out principles that aim to strengthen freedom on the Internet.
Just like the Necessary and Proportionate - principles and JCFEI, it is not legally
binding. It was launched in 2014 after more than twenty organizations having
participated in the drafting process.

The development of the African Declaration on Internet Rights and Freedoms is
a Pan-African initiative to promote human rights standards and principles of
openness in the Internet policy formulation and implementation on the continent.
The intention with ADIRF is to elaborate on the principles which are necessary
to uphold human and people’s rights on the Internet, and to cultivate an Internet
environment that can best meet Africa’s social and economic development needs

and goals.>’

AIDRF provides protection for freedom of expression, right to information and
right to privacy. It also states that the right to freedom of expression on the
Internet should not be subject to any restrictions, except those which are
provided by law, for a legitimate purpose and necessary and proportionate in a
democratic society, as consistent with international human rights standards (3
para. 2).

%6 africaninternetrights.org/declaration/.
57 http://africaninternetrights.org/about/.
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As regards freedom of information, it is asserted that all information, including
scientific and social research, produced with the support of public funds should
be freely available to all (4). With regard to freedom of expression, it is further
stated that no one should be held liable for content on the Internet of which they
are not the author and that state should not use or force intermediaries to
undertake censorship on its behalf and intermediaries should not be required to
prevent, hide or block content or disclose information about Internet users, or to
remove access to user-generated content, including those that infringe copyright
laws, unless they are required to do so by an order of a court.

What makes ADIRF particularly relevant in the African context is that it
stipulates for protection of privacy and personal data as neither or these rights
are included in the ACHPR. It is stated that everyone has the right to privacy
online including the right to control how their personal data is collected, used,
disclosed, retained and disposed of. Everyone has the right to communicate
anonymously on the Internet, and to use appropriate technology to ensure secure,
private and anonymous communication (8 para. 1).

It is further affirmed, just as in case of freedom of expression, that the right to
privacy on the Internet should not be subject to any restrictions, except those
which are provided by law, for a legitimate purpose and necessary and
proportionate in a democratic society, as consistent with international human
rights standards (8 para. 2). Collecting personal data is only allowed when it
complies with well-established data protection principles. First, personal data or
information must be processed fairly and lawfully; secondly, personal data or
information must be obtained only for one or more specified and lawful
purposes; thirdly, personal data or information must not be excessive in relation
to the purpose or purposes for which they are processed; fourthly, personal data
or information must be deleted when no longer necessary for the purposes for
which they were collected.

When it comes to surveillance, it is stated that mass surveillance should be
prohibited by law and that the collection, interception and retention of
communications data amounts to an interference with the right to privacy
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whether or not those data are subsequently examined or used. It is also asserted
that in order to meet the requirements of international human rights law, lawful
surveillance of online communications must be governed by clear and
transparent laws that, at a minimum, comply with the following basic principles:

First, communications surveillance must be both targeted and based on
reasonable suspicion of commission or involvement in the commission of
serious crime; Secondly, communications surveillance must be judicially
authorized and individuals placed under surveillance must be notified that their
communications have been monitored as soon as practicable after the conclusion
of the surveillance operation. Thirdly, the application of surveillance laws must
be subject to strong parliamentary oversight to prevent abuse and ensure the
accountability of intelligence services and law enforcement agencies.

Conclusion. As the survey above has shown, both freedom of expression and
right to privacy are universally protected in the majority of the international
human rights instruments. Limiting these two rights requires as a rule that the
restrictions are laid down in law and that a due notice is taken of the principles
of necessity and proportionality. There is a broad consensus that freedom of
expression and right to privacy should be guaranteed the same protection also in
the digital environment. Besides the traditional free speech and privacy
guarantees getting a new interpretation in the digital era, there are also several
legally non-binding declarations that specifically take aim on guaranteeing these
rights on the Internet.
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CHAPTER 06

3%

TERRITORIAL SOVEREIGNITY AND
JURISDICTIONAL CHALLENGES IN
CYBER LAW

The greatest challenge with cyber law is cross jurisdictional challenges. Cyber
law and cyber crime are not limited space and so present jurisdictional
challenges. A Person in Uganda can commit a cyber crime that affects another
country such as Tanzania. Jurisdiction is the question of what court has
authority to hear the case. Where a person makes a statement in one jurisdiction
and a person reads or hears it in another, it creates a question of where to bring
litigation. When crimes occur, it may be hard to even figure out where a
defendant committed a crime. There may even be difficulties working between
states or countries to bring litigation. Cyber lawyers must navigate all of these
challenges to effectively pursue their case on behalf of the public or the client.

It is pertinent to note that there is no international treaty governing internet
jurisdiction. This means countries must exercise their territorial sovereignity
making courts apply traditional principles to virtual space.

Territorial sovereignity refers to the state’s complete and exclusive exercise of
authority and power over its geographical territory. Territorial sovereignity can
be violated when third parties gain unauthorized access to ICT in foreign
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countries without knowledge and permission of the host country and or its law
enforcement agents. This violation happens when even pursuant to an
investigation of a cyber crime committed in a different country in an effort by
that country to locate or stop the cyber crime.

Jurisdiction is defined in the case of Koboko District Local Government V
Okujjo Swali*® in which the court defined jurisdiction to mean the authority
conferred by law upon the court to decide or adjudicate any dispute between
parties or pass judgement or order. Jurisdiction in line with state sovereignity is
to the effect that states have power and authority to determine, define and
preserve the duties and rights of people within its territory to enforce laws and
provide penalty for their violations. Territorial sovereignity can be applied to

cyber space particularly to state’s information and Communication Strategy.

Cyber Crime jurisdiction is determined by several factors and these include
nationality of the offender, principle of nationality, active personality principle
and the impact of the Cyber crimes on the interests and security of the
state.[protective principles].

A genuine connection between the cyber crime and a state’s laws are important
in determining jurisdiction of the state. In the case of R V Sheppards and
another [2010] the court upheld the application of Britain’s Public Order Act
of 1986 to racially inflammatory Material posted on a website hosted by the
United State’s Server , and the Conviction of two British residents for posting
this material.

Different countries and regional groupings have enacted the different laws to
handle prosecution of cyber crimes. Jurisdiction is usually primarily determined
by location of the offenders, victims, and Impacts of Cyber crime.

In the League of Arab countries, they have enacted the Arab Convention on
Combating Information Technology Offences 0f2010. Article 40 of this
Convention provides that every state party shall commit itself, subject to its own

%8 Koboko District local Government V Okujjo 2016
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statutes or constitutional principles to the discharge of its obligations stemming
from the application of this convention in a manner consistent with the two
principles of equality of the regional sovereignity of States and non interference
in the International affairs of other states.

In Europe, article 21, of the Convention on Cyber crimes 2005, states that
each party shall adopt such legislative and other measures as may be necessary
to establish jurisdiction over any offence included in its territory.

It is worth noting that National Cyber laws establish cyber crime jurisdiction. In
Malaysia, the Computer Crimes Act 1997established the state’s jurisdiction
over Cyber crime. Article 9 of this article holds that the provisions of this Act
shall in relation to any person, whatever his nationality or citizenship have effect
outside as well as within Malaysia and where an offence is committed by any
person outside Malaysia he or she may be dealt with in respect of such offence
as if it was committed at any place in Malaysia.

According to Section 30 of the Cyber Crimes Act 2015 Cyber Crimes Act
law in Tanzania, Tanzania claims jurisdiction over Cyber crime when an act or
omission constituting an offence wholly or in part within Tanzania on a ship or
aircraft registered within the United Republic Of Tanzania who resides outside
Tanzania if the act or omission would equally constitute an offence under a law
of that country or by any person irrespective of his nationality or citizenship or
location, when the offence is committed using a computer system , device or
data located within Tanzania.

In Kenya, section 660f the Computer Misuse and Cyber Crimes Act of
TWENTY EIGHTEEN provides that an act or omission committed outside
Kenya which could have been have been an offence under this Act if committed
in Kenya if the person committing the act or omission is a citizen of Kenya or
ordinarily a resident in Kenya and the act or omission against property
belongiong to the Government of Kenya outside Kenya or to compel the
government of Kenya to do or refrain from doing any act ... the person who

commits the act or omission present in Kenya. Territorial Jurisdiction
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In Uganda, the criminal trial process is governed by legal principles such as the
burden of proof, principle of legality and presumption of innocence.

Section 32 of the Electronic Transactions Act Subject to subsection (2), this

Act envisages territorial jurisdiction. It is to the effect, that any person, whatever
his or her nationality or citizenship and whether he or she is outside or within
Uganda.

Section 30(3)(b) also provides that for this section to apply, the computer,
program, or data must have been in Uganda at that material time.

Where an offence under this Act, is committed by any person in any place
outside Uganda, he or she may be dealt with as if the offence had been
committed within Uganda.

In the case of Doctor Stella Nyanzi V Uganda®, Doctor Stella Nyanzi was
charged with two counts. Count One was the offence of cyber harassment
contrary to section 24(1)(2)(a) of the Computer Misuse Act 2011. During the
lower court trial, the appellant pleaded not guilty to both charges.

She appealed to the High court after being dissatisfied and grieved by the
judgement and orders of the lower court. She contended that the trial judge erred
in law and fact when she entertained the suit and yet the appellant court had no
jurisdiction. She also sought a revision in the lower court to enable it determine
its correctness, legality and propriety of the trial of the findings. However, the
revision was dismissed.

However she succeeded on appeal because the state failed to provide evidence
that the gadgets she used at the time of committing the said acts were in Uganda.

In Fred Muwema V Facebook Ireland Limited®the background of the case
was that the plainfiff was a facebook user and was subjected to various
allegations against him on his page. He sought court orders majorly to identify

%9 Uganda V Doctor Stella Nyanzi Ncriminal;Appeal NUMBER 79 OF 2009 Arising
from Criminal Case AL —CR —CO-11115 of 2018
60(2016)
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the persons behind the said acts, to take down the alleged defamatory posts and
to prevent similar posts from being reposted. Court held that the details
collected by facebook relating to the identities and location of persons operating
under the name Tom Voltaire Okwalinga could be secured from facebook to
prove the residency of the device used in making an alleged offensive posting
and the identity of the person doing so when legally sought through this
particular case, the court declined to grant the order for facebook to release
the information for security of the person who allegedly posted the information.

In Uganda V Ssebuwafu Mohammed® and seven others, the witness exhibited
the phones of four of the accused person as well as the telephone printouts which
showed the location of the accused persons as having been within or around the
area of the crime scene. The court held that such evidence was capable of
proving a proposition within the accuracy of mathematics.

TYPES OF JURISDICTION

Personal Jurisdiction

This is the geographical restriction on where a plaintiff may elect to a sue a
defendant for a particular claim. The restriction is intended to prevent a plaintiff
from suing a defendant in a jurisdiction foreign to the defendant unless that
defendant has established some relationship with that forum that would lead him
to reasonably anticipate being sued there.

In Personal Jurisdiction, the issue is whether court has authority to decide a case
involving a specific defendant. The plaintiff must demonstrate that defendants
have sufficient minimum contacts with the forum such that finding personal
jurisdiction will not offend ‘traditional notions of fair play and substancial
justice. By minimum contact, it means that as long as a person or a group of
people natural or corporate are found, then the courts have jurisdiction to hear
the suit.

61 Uganda v Ssebuwufu Mohammed and 7 others
(2016)
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In International Shoe V Washington® the International Shoe company had
branches over so many countries and about 13 of its stuff was in Washington
D.C . When they were being sued, the company averred that the court had no
jurisdiction to try them because the head offices of the company were not in
Washington DC. It was held that the court had jurisdiction to entertain the suit
because it was exercising personal jurisdiction in which only minimum contact
is necessary to grant jurisdiction to the court. It was further held that the plaintiff
has a burden of proving that the defendant has minimum contacts with the forum

To establish Personal Jurisdiction over a non resident, court must engage in a
two part inquiry. That is the court must first establish whether jurisdiction is
applicable under the state’s law and whether a finding of jurisdiction satisfies the

constitutional requirement of due process.
General Jurisdiction.

General Jurisdiction refers to authority of a court to hear any cause of action
involving a defendant even those unrelated to the defendants contacts with the
forum state. The defendant must have continuous and systematic contacts with
the forum state in order for a court to assert jurisdiction general jurisdiction.

In Helicopteros V Nacionales de Columbia , ® the Supreme court found that
mere purchases were insufficient to assert jurisdiction over a Colombian
Corporation in a claim arising out of a Peruvian Helicopter crash was neither
‘continous and systematic.” The court held that general jurisdiction did not exist
when the Colombian defendant negotiated a contract in Texas, accepted checks
from Texas and sent employees to purchase helicopters and attend training
sessions in Texas.

If minimum contacts are sufficient to establish general jurisdiction, the out of
state defendant may be sued in the form in the forum state for any cause of
action arising in any place. The threshold for general jurisdiction is high, the

82 International shoe V Washington, (1945)US 326
8 Helicopteros V Nicionales de Columbia {1984}
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contacts must be sufficiently extensive and pervasive to be the functional
equivalent of physical presence. With general jurisdiction, the defendant’s
contacts are so extensive in the foreign forum that the defendant becomes
functionally present.

In Good year Dunlop Tires Operations, SA V Brown® it was held that a
corporation is subject to general jurisdiction only in a home state defined as the
state of incorporation and principal place of business. The court further
emphasized that the threshold for a finding of general jurisdiction is extremely
high.

In Gator. Com Corporation V LL Bean Incorporation®, Court found that
general jurisdiction based on L.L Beans millions of dollars of Sales to California
consumers. The L.L.Bean court noted that direct e-mail solicitations and
millions of catalog sales spurred this revenue stream. The facts of the case is that
Gator.com Corp filed this suit against the outdoor outfitter in a California federal
Court seeking a declaratory judgement that its pop-up ads did not infringe L.L
Bean’s trademarks or constitute an unfair business practice. L.L Bean is a
Maine corporation with its principal place of business in Maine. Because L.L.
Bean had neither property nor employees in California the district granted L.L

Bean’s motion to dismiss for lack of personal jurisdiction.

On appeal, the decision was reversed. Court held that there is a basis for general
jurisdiction over the Maine outfitter. The basis for this holding was that the
company had done extensive marketing and sales targeting California vendors in
addition to creating a website.

Basing on the above, it is right to say that general jurisdiction is a process
through which a court can assert personal jurisdiction over a non resident.

64 Good year Dunlop Tires Operation SA V Brown [2011]
8Gator. Com Corporation V LL Bean Incorporation (2005)
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Specific Jurisdiction

Courts use a three part test to evaluate whether there is a basis for specific
jurisdiction or case linked jurisdiction in a particular case to prevent the
defendant from being subject to personal jurisdiction solely because of random
fortious or attenuated contacts or the unilateral activity of another third party.
that is; the defendant must have either purposefully direct its activities at the
forum or purposefully avail itself of the privilege of doing business there, the
claim must arise from the defendants forum activities, the exercise of
jurisdiction must be reasonable.

Purposeful availment

The purposeful availment test seeks to determine whether the defendant
purposefully avails itself of the privilege of conducting activities within a state
through systematic and continuous contacts. In the case of International Shoe V
Washington®, the court coined a new term purposeful availment to serve as a
litmus test for specific jurisdiction.

In the case of Good year Dunlop Tires Operations, SA V Brown®’ it was
observed that Specific jurisdiction depends on an affliation between the forum
and the underlying controversy principally, activity, or an occurance that takes
place in the forum state and is therefore subject to the states regulation.

In Burger King Corp V Rudzewicz (1985) it was emphasized that contacts must
proximately result from actions by the defendant himself that create a substantial
connection with the forum state.

Purposeful direction

This is to the effect that where a defendant targets a particular forum, he may be
called to answer his or her forum (effects principle). In Calder V Jones, the
courts exercised jurisdiction on the principal that her actions would lead be

% International shoe V Washington, (1945)US 326
57 Good year Dunlop Tires Operation SA V Brown [2011]
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injurious to the plaintiff, then she must reasonably anticipate being sued into the
court where the injury occurred.

In Keeton V Hustler Magazine ®®the case dealt with allegedly libelous
statements made in Hustler magazine. The plaintiff brought the action in New
Hampshire, despite not being a resident of New Hampshire.

Passive Jurisdiction

This is jurisdiction based on interactivity of the websites. With Passive
jurisdiction, there is no interaction with visiters, courts find no personal
jurisdiction at the end of the spectrum. Interactive websites often give rise to a
finding of personal jurisdiction ‘gray area, middle ground cases, the courts will
assess the level of interactivity in order to determine whether changes are
commercial or not.

In Cyber incorporation V Cyber sell Incorporation, ®court found that
Cybersell’s operation of a passive website did not purportedly vail itself the
priviledge of doing business in Arizona thus his contacts were insufficient to
establish personal jurisdiction. However, the court noted that the operation of an
interactive commercial websites often is sufficient to warrant personal
jurisdiction.

In Rem Jurisdiction

In Rem Jurisdiction relates to the determination of title to, or the status of
property located within the court’s territorial limits. A quasi in rem judgement
affects the interests of a particular persons in designated property.

Conclusion, Internet presence automatically creates an international presence
triggering the potential for cross border litigation. Cyber law and cyber crimes
are not limited to a defined space. However, there is no single treaty establishing
rules for cyber space and yet internet law requires harmonized jurisdictional
rules.

88K eeton V Hustler Magazine 1984
89Cyhber incorporation V Cyber sell Incorporation,
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CHAPTER 07

3%

CHALLENGES OF IMPLEMENTING
CYBER LAWS IN UGANDA

Government of Uganda passed three critical laws, namely (i) Computer Misuse
Act, 2011, Electronic Transactions Act, 2011, Electronic Signatures Act,
2011. Taken together, they are referred to the Uganda Cyber Laws.

According to Computer Misuse Act long title (preamble) it provides for the
safety of electronic transactions and information systems; to prevent unlawful
access, abuse or misuse of information systems including computers and to make
provision for securing the conduct of electronic transactions in a trustworthy

electronic environment and to provide for other related matters.”

Cyber laws are important in so far as Tackling cyber crimes is concerned,
addressing intellectual property rights and copyrights protection, promoting e-
commerce and facilitate trade and Regulate the use of electronic signatures to
ensure security (confidentiality, integrity and availability) of communication and
non-repudiation.

Computer Misuse refers to unauthorized access to private computers and
network systems, deliberate corruption or destruction of other people’s data,
disrupting the network or systems, introduction of viruses or disrupting the work
of others; the creation and forwarding of defamatory material, infringement of
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copyright, as well as the transmission of unsolicited advertising or other material
to outside organizations. It includes all the activities that undermine computer
security affect the integrity, confidentiality and availability of computer systems.

A digital signature is an electronic signature used to confirm the identity of the
sender of a message or the signer of a document, and possibly to ensure that the
original content of the message or document that has been sent is unchanged.

Digital signatures are easily transportable, cannot be imitated by someone else,
and can be automatically time-stamped. The ability to ensure that the original
signed message arrived means that the sender cannot easily repudiate (reject) it
later.

A digital signature is NOT a scanned copy of your physical signature. An
electronic signature on the other hand, “is a typed name or a digitized image of a
handwritten signature. Consequently, electronic signatures (signatures) are very
problematic with regards to maintaining integrity and security, as nothing
prevents one individual from typing another individual's name. Due to this
reality, an electronic signature that does not incorporate additional measures of
security (the way digital signatures do, as described above) is considered an
insecure way of signing documentation.” The Electronic Signature Act, 2011
laws of Uganda is intended to address the challenges associated with electronic
signatures by providing for the use of digital signatures in commercial
transactions.

Electronic Transaction means a transaction of either commercial or non-
commercial nature communicated electronically by means of data messages and
includes the provision of information and e-government services.

Makes provision for the use, security, facilitation and regulation of electronic
communications and transactions;

Encourages the use of e-Government service, and provides for related matters.
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The Electronic Transaction Act addresses the following issues, among
others;

Enforceability and form requirements for electronic contracts, Regulation of
domain names which are a new form of digital property, Privacy protection for
consumers and users of electronic media, Establishment of a regulatory
framework that is compliant with the rapid technological changes, Determining
the levels of responsibility in tort and contract attached to enhanced abilities of
machines, Classification of trade in information products especially where the
relationship between the producer and ultimate consumer is remote.

STATUS OF IMPLEMENTATION OF CYBER
LAWS IN UGANDA

The Ministry of Information and Communications Technology (MoICT) of
Uganda has been at the forefront in the implementation of cyber laws. A lot has
been achieved since 2011, when the cyber laws were enacted.

THE CHALLENGES IN IMPLEMENTING CYBER
LAWS IN UGANDA

Lack of skills and tools in to investigate computer crimes, Cyber law is relatively
a new the right development in Uganda. Most Ugandan Lawyers and members
of the bench have little knowledge on how to prosecute cyber crimes or
information on cyber law.

There are missing mechanisms of control and there are anonymous
communications e.g. anonymous cloud emails involved in crime e.g. use of
internet cafes, wireless networks, dynamic IPs internet access and too make
matters worse most users use encryption which encryption technology make it
difficult to investigate
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Low understanding of cyber laws among key stakeholders. Even the key stake
holder’s lack knowledge about cyber law such as the ministry of justice and the
ministry of Information technology

Very few cyber crime training experts local capacity is not being developed and
empowered to help government. This makes prosecution and investigation very
hard.

High levels of public ignorance, People are ignorant of cyber law and even if
told that they are committing cyber crimes, they are reluctant to change. The rate
of hooliganism in Uganda is very high.

Lack of harmonization of laws, The laws on Cyber seem to be conflicting with
the constitution. For example the laws seem to limit freedom of speech and
expression that are guaranteed under article of the constitution.

Cyber law is wide evolving and complex. Cyber initiatives are implemented by
a single vendor, with single experts. There is need to get more experts.
Approach is lacking. old people being trained instead of young graduates

In regard to procuring surveillance equipment and criminalizing gadgets
(computers) as well as Internet content. Their powers range from illegally
ordering Internet service providers to block certain social platforms to signing
secret memorandum of understanding among government agencies to share
information about Internet users and published content in order to enforce the
Ugandan cyber legislation. Harassment of online activists by police has also
been reported.

There is no statutory framework governing the transactions. The mobile network
operators have no obligations to report or disclose info on mobile money
services to Bank of Uganda (BOU) as a regulator. All these are gaps that are
clearly visible in the Ugandan legal framework on cyber crime.

There is a general lack of capacity among the police and other law enforcement
agencies to detect, investigate and assist in prosecution under the Computer
Misuse Act 2011. This has been a challenge in the prosecution of some high
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profile cases in the country like Uganda Vs Kato Kajubi and Uganda Vs Dr.
Aggrey Kiyingi cases that relied on electronic evidence. In Kato Kajubi
following a retrial, the accused was convicted. Following the terrorist attack on
Kampala on 1lth July 2010, the police with the help of the FBI were able to
uncover emails linking the bombings to the suspects.

There is lack of capacity and funding to enable special skills training required to
counter the ever evolving and increasing cyber crime nationally and globally.
Uganda does not have adequate data protection laws. Across the East African
sub region and the African continent, there is a lack of a harmonized legislative
regime to tackle cybercrime. Finally, there is insufficient knowledge about the
law and inadequate sensitization of the public and other potential victims of
cybercrime.

Specific departments are needed within national law-enforcement agencies,
which are qualified to investigate potential cybercrimes. The development of
computer emergency response teams (CERTS), computer incident response
teams (CIRTS), computer security incident response teams (CSIRTs) and other
research facilities have improved the situation.

On enforcement and implementation of laws, there is no centralized budget for
cyber security. Every Ministry allocates its budget separately and depends on
previous experience and future plans to allocate budget for cyber security. In
agreement, an advocate interviewed said there is limited capacity by the law
enforcement agencies to investigate computer-related crimes, in-line with known
global best practices. This has been attributed largely due to lack of sufficient
technical expertise in digital forensic in Cybercrime cases."

A key informant said that the National Information Security Strategy (NISS)
does not provide specific actionable directives that relate to cyber security. He
added "Risks may exist but the strategies are not aligned with national goals; at
the moment every Agency has their own list of incidents and have different
priorities. Different institutions place different levels of importance to
technology, depending on their priorities."
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Uganda does not have an official list of Critical National Infrastructure (CNI)
sectors in Uganda. This is mainly attributed to the lack of clear understanding of
what constitutes a CNI sector list and the difficulty in recognizing what needs to
be protected. Experts believe they generally have the ability to recognize what is
important for Uganda and will take the appropriate & necessary measures to
protect Uganda's CNI. Thé National Information Security (NIS) Policy defines
the concept of critical information infrastructure (Cll), but does not clear address
the CNI issue in detail. According to the National Information Security policy
"the information and communication technologies (ICTs), that form CII,
increasingly operate and control critical national sectors such as health, water,
transport, communications, government, energy, food, finance and emergency
services". This is an areas that needs to be developed further.

Overall, cyber security capacity in Uganda lies between an initial and formative
stage of maturity. This expresses a state of maturity where some features have
begun to grow and be formulated, but may be ad-hoc, while these can be clearly
evidenced.
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CHAPTER 08

3%

ELECTRONIC CONTRACTS AND
ELECTRONIC TRANSACTIONS/
ELECTRONIC COMMERCE

INTRODUCTION

The customer pays his money and gets a ticket. He cannot refuse it. He cannot
get his money back. He may protest to the machine, even swear at it. But it will
remain unmoved. He is committed beyond recall. He was committed at the very
moment when he put his money into the machine." Lord Denning, in Thornton
V. Shoe Lane Parking (1971) 2 QB 163 at 169

Over the last several years the Internet has emerged as an important tool to
facilitate the conduct of business for consumers and businesses alike.
Conducting business in the off-line world requires that the parties engaging in
commerce each understand and agree to the legal rules that will govern their
business relationship. In order to ensure certainty, parties engaging in electronic
commerce need to ensure that transactions conducted by electronic means over
the Internet are legally binding and enforceable to the same extent as traditional
paper - based transactions.
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The struggle of contract law to keep pace with technological change is not new;
past technological advancements such as the telegraph and facsimile machine
also introduced hurdles in the application of traditional contract law principles
that the common law had to overcome. However, the Internet has revolutionized
the ease at which businesses and individuals can engage in commercial activity
and arguably has required contract law to adapt at a much faster pace. The
Internet has introduced some uncertainty into many aspects of commercial
transactions conducted via electronic means, such as in the areas of the
formation of enforceable electronic contracts, jurisdiction, and statutory issues
relating to evidence and signature requirements. Slowly, through the
combination of common law developments and legislative reform, the legal rules
relating the creation of enforceable electronic contracts are becoming
increasingly more certain.

Electronic commerce is the buying and selling is the buying and selling of goods
and services or transmitting of funds or data over an electronic network,
primarily the internet. It is a type of e-business that features online sale
transactions made using mobile devices, such as smart phones, and tablets. The
term e- commerce and e-business are often used interchangeably. It includes
mobile shopping, mobile banking, and mobile payments.

Electronic transactions is defined under section 2 of the Electronic Transactions
Act to mean exchange of information, or data ,the sale and purchase of goods
and services between businesses, households, individuals, governments and
other public or private organizations conducted over computer mediated
networks.

The use of modern means of communication, including electronic means such
as email, in conducting business is on the increase. This can partly be attributed
to increase in technological developments in the area of information and
communication technology and increased access to the internet.

For instance, many transactions are now effected electronically. For example, by
the use of automated teller machines (ATMs or cash point dispensers outside
banks) and electronic fund transfers (EFTSs) transactions are made between
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financial institutions and at the point of sale. More so, many organisations now
exchange data electronically. For example, a large manufacturing company may
order components automatically and electronically from its suppliers when stock
levels reach a predetermined lower limit.

HISTORY OF E- COMMERCE

The beginning of E- commerce can be traced to the 1960s when business started
using EDI to share business documents with each other companies. In 1979, the
American National Standards Institute developed ASCX12 as a universal
standard for businesses to share documents through electronic networks

After the number of individual users sharing electronic documents with each
other grew in the 1980s, the rise of the e Bay and Amazon in 1990s
revolutionalized the e-commerce industry. Consumers can now purchase endless
amounts of items online, from e-tailers, typical brick and mortor stores with e-
commerce capabilities.

The legal regime in Uganda governing electronic contracts is the; The Electronic
Transactions Act, No. 8 of 2011, the Electronic Transactions Regulations, the
Electronic Signatures Act, No.7 of 2011, the Electronic Signatures Regulations
,The Contracts Act, 2010.

TYPES OF E-COMMERCE

Business to business. This refers to the electronic exchange of products,
services, or information between businesses rather than between business and
consumers. Examples include online directories and product and supply
exchange websites that allow businesses to search for products, services and
information to initiate transactions through e-procurement interfaces.

Business to consumer. This is the retail part of e-commerce on the internet. It is
when businesses sell products, services, or information directly to consumers.
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Examples include Jumia online shopping and adverts on various social media
platforms .

Consumer to business. This is a type of e- business in which consumers make
their products and services available online for companies to bid on and
purchase. This is the opposite of the traditional commerce model of Business to
consumer

An example of a consumer to business platform is a market that sells royalty free
photographs, images, media, and design elements.

Business to administration. This refers to transactions conducted online
between companies and public administration or government bodies. Many
branches of government are dependent on e-services or products in one way or
another, especially when it comes to legal documents , registers , social security,
fiscals and employment. Businesses can supply these electronically . Business to
administration services have grown considerably in recent years as investments
have been made in e- government capabilities.

Consumer to administration. This refers to transactions conducted between
individual consumers and public administration or government bodies. The
government rarely buys products or services from citizens but individuals
frequently use electronic means in the following areas.

e Education by disseminating information , distance learning or on line
lectures through various online learning platforms .

¢ Social security by distributing information and payments.
e Taxes by filing tax returns, and making payments.

e Health. By making appointments, providing information about illness
and making health service payments.

There are however certain hindrances which may be faced in using information
and communication technology in business transactions including, skepticism
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from consumers, questions on security of information and uncertainty of legal
validity of such transactions.

Examples of the legal consequences associated with electronic trading include
the fact that:

e The law requires that some contracts are in a particular form — for
example, by deed or in writing. (This is now covered under the
Contracts Act, which defines written contracts to include data message)

e There may be doubts as to when the contract was made and, if the
parties are in different countries, which country’s law will apply to the
contract.

e The evidential weight of electronic documents must be considered and
assessed.

EVIDENTIAL STATUS OF ELECTRONIC
DOCUMENTS AND ELECTRONIC
TRANSACTIONS

Article 9 of the UNCITRAL Model Law on Electronic Commerce 1996,
amended 1998, states that nothing in the application of the rules of evidence
shall apply to prevent the admissibility of a data message in evidence on the sole
ground that it is a data message or, if it is the best evidence the person adducing
it could reasonably be expected to obtain, on the grounds that it is not in its
original form. (See meaning of data message ETA)

Originally, the best evidence rule insisted that only an original document could
be admitted as evidence and copies were not allowed. However, this could cause
significant hardship if the original had been lost or destroyed. The best evidence
rule has all but disappeared but remnants of it still remain. The courts have
recognised that a rigid adherence to the best evidence rule is inappropriate in the
context of the accuracy with which copies of originals may now be made.
LordJustice Lloyd said in R v Governor of Pentonville Prison, ex parte
Osman [1989] 3 All ER 701: We accept that it [the best evidence rule] served
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an important purpose in the days of parchment and quill pens. But, since the
invention of carbon paper and, still more, the photocopier and telefacsimile
machine, that purpose has largely gone.

Sections 7 of the Act provides for authenticity of electronic information or a
data message which must ordinarily clothe it with evidential value. It provides
that where a law requires information to be presented or retained in its original
form, the requirement is fulfilled by a data message if:

a) The integrity of the information from the time when it was first
generated in its final form as a data message or otherwise has passed
assessment in terms of subsection (2); and

b) That information is capable of being displayed or produced to the person
to whom it is to be presented. Section 7(2) of the Act provides for the
following criteria for assessing the authenticity of a data message:

c) by considering whether the information has remained complete and
unaltered, except for the addition of an endorsement and any change
which arises in the normal course of communication, storage or display;

d) in light of the purpose for which the information was generated; and

e) having regard to all other relevant circumstances.

Section 63 of the Evidence Act, Cap. 6 of the Laws of Uganda requires
proof of documents by primary evidence (Primary evidence is defined under
s. 61 of the Act as meaning the document itself produced for the inspection of
the court) except in the cases where secondary evidence may be admissible
(Secondary evidence under s. 62 means and includes: certified copies given
under the provisions hereafter contained; copies made from the original by
mechanical processes which in themselves ensure the accuracy of the copy, and
copies compared with those copies; copies made from or compared with the
original; counterparts of documents as against the parties who did not execute
them; oral accounts of the contents of a document given by some person who has
himself or herself seen it).

In light of this existing strict rule of evidence, the Electronic Transactions Act,
2011 forestalls any possible hurdles by providing under section 8 that the rules
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of evidence shall not be applied in legal proceedings so as to deny the
admissibility of a data message or an electronic record because:

a) merely on the ground that it is constituted by a data message or an
electronic record;

b) if it is the best evidence that the person adducing the evidence could
reasonably be expected to obtain; or

c) merely on the ground that it is not in its original form.

Nonetheless, subsection (2) places on a person seeking to introduce a data
message or an electronic record in legal proceeding the burden to prove its
authenticity by evidence capable of supporting a finding that the electronic
record is what the person claims it to be.

In Kalungi Robert v. Uganda, High Court of Uganda (Anti-Corruption
Division) Criminal Appeal No. 41 of 2015 the court confirmed the admission
in evidence of a compact disc that had been submitted by the prosecution after it
was satisfied that the disc’s authenticity is all that the prosecution had to
demonstrate upon presenting it as an electronic record. The court held as follows
with regard to the rules of evidence and authentication.

Section 8 of the Electronic Transactions Act waives the application of rules of
evidence to deny admissibility of data message or electronic record in legal
proceedings. The section however requires the court to establish the integrity of
the means with which that electronic record was generated, stored, and
communicated. The same provisions are found in section 29 of the Computer
Misuse Act.

The following rules are applied by a court in assessing the evidential weight of a
data message or an electronic record:

a) the reliability of the manner in which the data message was generated,
stored or communicated:;

b) the reliability of the manner in which the authenticity of the data
message was maintained;
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c) the manner in which the originator of the data message or electronic
record was identified; and
d) any other relevant factor.

Thus, in Dian Gf International Ltd v. Damco Logistics Uganda Limited,
High Court (Commercial Division) Civil Suit No. 161 of 2010 the defendant
submitted evidence of an email which he sought to rely on. This was objected to
by the plaintiff on the ground of its authentication which, it was submitted, could
not be verified when it was sent and whether it was received. In its response, the
defendant submitted that the law relied on to attack the email it sought to rely
upon was a statutory rule under American Federal law and would not apply
unless there was as statute in pari materia in Uganda.

Upholding the objection to the email, the court cited the Electronic
Transactions Act, 2011 and held as follows: | do not agree that the case law is
irrelevant because the Electronic Transactions Act 2011, Act 8 of 2011 applies
modern practices in this case at the point of admissibility of evidence as far as
requirements for authentication is concerned. Secondly the principles upon
which email evidence may be admissible are analogous to the traditional
grounds under the Evidence Act cap. 6 Laws of Uganda for the admissibility of
documentary evidence

The Court of Appeal of Uganda also lent credence to the Electronic
Transactions Act, 2011 in Sematimba Peter Simon and National Council for
Higher Education v. Sekigozi Stephen Court of Appeal Election Petition
Appeal Nos 8 and 10 of 2016where it upheld electronic information obtained
from the internet, holding as follows:

“We have perused Kabakubya Bashir’s Supplementary Affidavit in support of
the Petition and noted that most of the annexures thereto were obtained from the
internet and he acknowledges the source of the information. We agree with the
trial Judge’s reliance on the Electronic Transactions Act, 2011 to admit the
annexures on the affidavit. As rightly quoted by the trial Judge, section 8(1)(a)
and (b) provide for the admissibility and the evidential weight of a data message

or an electronic record ... «
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An aspect intrinsically related to the use of primary evidence is its storage in the
original form. It is conceived that certain regulated sectors have a requirement
for storage of information in its original form. For instance, section 6(b) of the
Press and Journalists Act requires a proprietor and an editor of a mass media
organisation to retain a copy of each newspaper published by the organisation
and a copy of each supplement to it for not less than ten years.

Similarly, Financial Institutions are required under section 46 of the Financial
Institutions Act, 2004 Act No. 2 of 2004 to keep financial ledgers and other
financial records which show a complete, true and fair state of their affairs and
which explain their transactions and financial position to enable the Central
Bank to determine whether the institutions have complied and continue to
comply with the Act.

The financial records envisaged include any book, computer record, report,
statement or document relating to the business affairs, transactions, and property
of a financial institution.

The records must be kept for a period of not less than ten years.

In line with the above statutory requirements, section 9 of the Electronic
Transactions Act, 2011 provides that where a law requires that a document,
record or information be retained, the requirement is fulfilled by retaining the
document, record or information in electronic form if:

a) the information contained in the electronic record remains accessible
and can be used for subsequent reference;

b) the electronic record is retained in the format in which it was originally
generated, sent or received or in a format which can be demonstrated to
accurately represent the information originally generated, sent or
received;

c) the information which is retained enables the identifification of the
origin and destination of an electronic record and the date and time
when it was sent or received; and
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d) the consent of the department or ministry of the government, or the
statutory corporation, which has supervision over the requirement for
retaining the record, has been obtained.

PROTECTING THE INTEGRITY OF ELECTRONIC
TRANSACTIONS

Information technology is quite prone to manipulation and abuse by its users.
Where there are electronic transactions which mostly involve money, the
propensity of abuse naturally increases.

To nip the vice in the bud, one of the three earlier mentioned key cyber laws
specifically provides mechanisms for this. The Computer Misuse Act was
enacted alongside the Electronic Transaction Act and the Electronic
Signatures Act in 2011.

Its long title carries its key purpose where it is provided that it is an Act to make
provision for the safety and security of electronic transactions and information
systems; to prevent unlawful access, abuse or misuse of information systems
including computers and to make provision for securing the conduct of
electronic transactions in a trustworthy electronic environment and to provide for
other related matters.

Key terms with specific definitions under section 2 of the Act include:

a) A computer which means an electronic, magnetic, optical,
electrochemical or other data processing device or a group of such
interconnected or related devices, performing logical, arithmetic or
storage functions; and includes any data storage facility or
communications facility directly related to or operating in conjunction
with such a device or group of such interconnected or related devices.

b) Information system which means a system for generating, sending,
receiving, storing, displaying or otherwise processing data messages;
and includes the internet or any other information sharing system.
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c) Access which means gaining entry to any electronic system or data held
in an electronic system or causing the electronic system to perform any
function to achieve that objective.

d) Damage which means any impairment to a computer or the integrity or
availability of data, program, system or information that:

1) causes any loss;

2) modifies or impairs or potentially modifies or impairs the medical
examination, diagnosis, treatment or care of one or more persons;

3) causes or threatens physical injury or death to any person; or

4) threatens public health or public safety;

The manner of regulation under the Act is the creation of offences for different
kinds of infractions in respect to the use of computers. The starting point,
however, is that every person may ordinarily have authorized access to a

computer.

This is in two instances which are: where the person is entitled to control access
to the program or data in question; or the person has consent to access that
program or data from any person who is charged with giving that consent.

With access to a computer, a person’s action is likely to result into modification
of its contents. Content under section 2 of the Act includes components of
computer hardware and software. Thus, modification of the contents of a
computer is deemed to take place if, by the operation of any function of the
computer concerned or any other computer connected to it result into:

a) a program, data or data message held in the computer concerned being
altered or erased; or
b) a program, data or data message being added to its contents.

So far as directly relates to electronic transactions, the following infractions
amount to offences:

a) Intentional access or interception of any program or data without
authority or permission.
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b) Interference with data in a manner that causes a program or data to be
modifified, damaged, destroyed or rendered ineffective.

c) Unlawful production, selling, offering to sell, procuring for use,
designing, adapting for use, distributing or possessing any device,
including a computer program or a component which is designed
primarily to overcome security measures for the protection of data or
performing any of the foregoing acts with regard to a password, access
code or any other similar kind of data.

d) Utilising any device or computer program in order to unlawfully
overcome security measures designed to protect the program or data or
access to that program or data.

e) Accessing any information system so as to constitute a denial including
a partial denial of service to legitimate users.

f) Causing an unauthorised modifification of the contents of any computer.

g) Securing access to any computer without authority for the purpose of
obtaining, directly or indirectly, any computer service.

h) Intercepting or causing to be intercepted without authority, directly or
indirectly, any function of a computer by means of an electromagnetic,
acoustic, mechanical or other device whether similar or not.

i) Electronic fraud which is defined under section 19 of the Act to mean
deception, deliberately performed with the intention of securing an
unfair or unlawful gain where part of a communication is sent through a
computer network or any other communication and another part through
the action of the victim of the offence or the action is performed through
a computer network or both.

Upon conviction, the penalties for the offences listed above include fines and
custodial sentences or both. The custodial sentences are up to fififteen years
imprisonment. Section 27 of the Act further provides that where a person is
convicted under the Act, the court must in addition to the fine or custodial
sentence or both order the convict to pay by way of compensation to the
aggrieved party, such sum as is in the opinion of the court just, having regard to
the loss suffered by the
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In High Court (Anti-Corruption Division) Criminal Session Case No. 123 of
2012, Uganda v. Sentongo and 4 Others, accused 1 was found guilty of
committing Electronic Fraud contrary to s. 19 of the Computer Misuse Act, 2011
and was accordingly convicted. To reach the conviction, the court stated that to
constitute electronic fraud, there must be proof of deception deliberately
performed by the accused with the intention of securing an unfair or unlawful
gain through a computer network. Accused 1 was found to have been very
deceptive when he created electronic ghosts gave them pseudo names and
obscene rights to do anything without authorisation.

Although It is also hard to establish the court’s jurisdiction. In Uganda v. Stella
Nyanzi in which the accused was tried and convicted of the offence of cyber
harassment which is provided for under section 24 of the Computer Misuse
highlights the intent of the government of Uganda on implementing the

provisions of Uganda’s cyber laws.

Uganda has a number of legislations in place, which address electronic
commerce such as the , the Contracts Act, Computer Misuse Act,” the
Electronic Signatures Act, The Electronic Transactions Act’, Anti-
pornography Act ? and Electronic Misuse Act.

In addition to the legal frame work, there are principal institutions whose work
and efforts towards electronic transactions cannot be underestimated. The
principal player agencies include, Uganda Registration services Bureau,
Uganda National Bureau of Standards, the Ministry of Information
Communication Technology, the Uganda Communications Commission, the
National Information Technology Act-Uganda (NITA-U), the Uganda Police
Force and the judiciary. Uganda has gone further to set up a Computer
Emergency Response Team (CERT) with all the aforementioned Government
agencies being represented on the committee. The Uganda Communications
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Commission (UCC) has set up its own CERT to compliment the national team
and this was set up on the 6th of June 2013.

1995 constitution of the republic of Uganda

The Constitution of the Republic of Uganda, 1995 the supreme law of the
nation. According to Article 1 of the constitution, the people shall be governed
according to their norms and aspirations. To this effect, Freedom of expression is
protected by Article 29 where it is stated that every person shall have the right to
freedom of speech and expression, which shall include freedom of the press and
other media. As regards freedom of information, it is stipulated by Article 41
that every citizen has a right of access to information in the possession of the
State or any other organ or agency of the State except where the release of the
information can put the security or sovereignty of the State at risk, or interfere
with the right to the privacy of any other person. This means that sellers and
consumers have a right to freely express themselves concerning electronic
transactions and other related aspects. Article 40 of the Constitution recognizes
economic rights. To be specific, article 40(2) recognizes a right of practice or
carry out any lawful trade or business.

Therefore the buyers and sellers are cautioned against engaging in illegal
transactions to this effect.

It is important to note that the constitution is the supreme law of the land and
any other law inconsistent with the constitution is null and void to the extent of
its inconsistency. The human rights are to be enjoyed by all people regardless of
age, health, race, tribe, religion and Human rights are inherent and not granted
by the state.

73 As amended.
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The Contracts Act 2010

The Contract Act is the major law concerning commercial transactions in
Uganda. It gives the essential elements of a contract under section 10. Section
10 defines a contract as an agreement made with free consent of parties for a
lawful consideration and with a lawful object with intentions of being legally
bound. Concerning the mode the Act still recognizes that contracts can be in any
form including written form and that a written form can be inform of a data
message. Section 2 of the Electronic Transactions Act defines a data message
as message generated and received by computer means.

The Anti-Pornography Act, 2014

The Anti-Pornography Act was adopted in 2014 and criminalizes all forms of
pornography. Pornography is "describing or showing sexual acts in order to
cause sexual excitement through books, films, etc."

Section 13 prohibits pornography by restraining people from producing,
publishing, broadcasting, procuring, importing, exporting, selling or abetting any
form of pornography.

A person who produces or participates in the production of, or traffics in,
publishes, broadcasts, procures, imports, exports or in any way abets
pornography contrary to subsection (1) commits an offence and is liable, on
conviction, to a fine not exceeding five hundred currency points or imprisonment
not exceeding ten years or both. Child Pornography is provided for by section 23
of the Computer Misuse Act, 2011 and the Anti-Pornography Act, 2014,
Section 14.

Section 23 of the Computer Misuse Act, 2011 provides that a person who
produces child pornography for purposes of distribution, or avails and distributes
pornography to a child commits an offence. The penalty for a person who
commits an offence under this section is liable on conviction to a fine not
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exceeding three hundred and sixty currency points or imprisonment not
exceeding fifteen years or both.

A child under section 2 of the Computer Misuse Act, 2011 refers to a person
under the age of eighteen years;

However one of the challenges is that the definitions in the act itself are
ambiguous. The use of terminologies such as ‘sexual excitement’ creates an
offence that is overbroad, vague, and subjective in character and in
contravention of the principle of legality under the constitution and criminal law.
The principle of Legality is to the effect that no one can be punished unless the
offence is clearly defined. It is expressed in a latin maxim ‘nulla poene sine

lege’.

Child pornography is also difficult to define and quantify because it changes
with place, location and time. With the ever changing and evolving digital age,
understanding what can and cannot get you in legal hot water is critical. Child
pornography is just about any image or depiction of a minor in a sexual explicit
way. This includes computer-generated images, photos, videos and cell phone
pictures. In the digital age, we’re seeing more and more child pornography
charges involving computers and the internet. Downloading child pornography is
illegal.

The Computer Misuse Act of 2010

The Computer Misuse Act’ is intended to “ensure the safety and security of
electronic transactions and information systems and information systems to
prevent unlawful access or misuse of information systems to prevent unlawful
access, abuse or misuse of information systems.

The Computer Misuse Act prescribes liability for offences related to computers
and in regard to electronic transactions to be specific, the act criminalizes child
pornography and electronic fraud. The maximum penalties for these offences

"4The long title of the Computer Misuse Act of 2010
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range from one to five years of prison, with the exception of child pornography,
which can generate the maximum prison sentence of 15 years. The conditions
required for these offences to be at hand are, however, often rather vaguely
defined. This both contravenes the requirement of unambiguous and foreseeable
provisions in international law and can have a hampering effect on freedom of
expression.

Computer Misuse Offences are defined in Section 12 (1) of the Computer
Misuse Act. According to Section 12 (1) of the Computer Misuse Act”
person who intentionally accesses or intercepts any program or data without
authority or permission to do so commits an offence. Access is defined by
section two of the act as gaining entry into, instructing or communicating with
the logical, arithmetical, or memory function resources of a computer, computer
system or computer network. Unauthorized access would therefore mean any
kind of access without the permission of either the rightful owner or the person
in charge of a computer, computer system or computer network.

Electronic fraud is prohibited under section 19 of the same Act. Section 19 of
the Computer Misuse Act defines electronic fraud to mean deception,
deliberately performed with the intention of securing an unfair or unlawful gain
where part of a communication is sent through a computer network or any other
communication and another part through the action of the victim of the offence
or the action is performed through a computer network or both.

The custodial sentences is fifteen years imprisonment. According to Section 27
of the Act after conviction, the court must in addition to the fine or custodial
sentence or both order the convict to pay by way of compensation to the
aggrieved party, such sum as is in the opinion of the court just, having regard to
the loss suffered.

The punishment itself is deterrent enough to scare away potential criminals.
Heavy punishment imprisonment of fifteen years is enough to make one reform.

5 The Computer Misuse Act 2010
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In Uganda v. Sentongo and 4 Others,’® accused 1 was found guilty of
committing Electronic Fraud contrary to section 19 of the Computer Misuse
Act, 2011 and was accordingly convicted. The court stated that to constitute
electronic fraud, there must be proof of deception deliberately performed by the
accused with the intention of securing an unfair or unlawful gain through a
computer network. Accused 1 was found to have been very deceptive when he
created electronic ghosts gave them pseudo names and obscene rights to do
anything without authorization.

The challenge with this act is that section 24 and 25curtail the freedom of
expression under article 29 (1) and 43 (2)(3) of the constitution limiting
freedom of speech.

Electronic Transactions Act, 2011

Section 2 of the Electronic Transactions Act’’ defines Electronic transactions
is to mean information exchanged or conducted over computer mediated
networks concerning the purchase and sale of goods and services between
businesses, households, individuals, governments and other public or private
organizations. The act recognizes important concepts in line with electronic
Transactions and these among others include dispatch and receipt of a data
message under section 15 of the Electronic Transactions Act’®, receipt of a
data message is also recognized under section 16 of the Electronic
Transactions Act and conclusion of the contract.

The Electronic Transactions Act, 2011 provides for the use, security,
facilitation and regulation of electronic transactions and communications. The
Electronic Transactions Act, 2011 forestalls any possible hurdles by providing
under section 8 that the rules of evidence shall not be applied in legal
proceedings so as to deny the admissibility of a data message or an electronic
record because:

6 Uganda V Sentogo and four others .High Court (Anti-Corruption Division) Criminal
Session Case No. 123 of 2012,

72011

82011
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a) merely on the ground that it is constituted by a data message or an
electronic record;

b) if it is the best evidence that the person adducing the evidence could
reasonably be expected to obtain; or

c) merely on the ground that it is not in its original form.

Subsection (2) places on a person seeking to introduce a data message or an
electronic record in legal proceeding the burden to prove its authenticity by
evidence capable of supporting a finding that the electronic record is what the
person claims it to be.

Section 8 of the Electronic Transactions Act recognizes the admissibility of
data message or electronic record in legal proceedings. The same provisions are
found in section 29 of the Computer Misuse Act.

In Dian Gf International Ltd v. Damco Logistics Uganda Limited™, High
Court the court held that the Electronic Transactions Act, 2011 recognizes the
admissibility of electronic

Sections 7 of the Act provides for authenticity of electronic information or a
data message.

Electronic commerce or e-commerce, is now part of our daily lives. If consumers
and businesses did not believe that the commerce they were transacting was
enforceable, they would not enter the digital market place provided by the
internet. The internet gives business access to a vast number of consumers and
gives businesses access to each other. The first large scale consumer and
business use that was made of the World Wide Web was the erection of websites
for marketing and advertising purposes.

These sights promoted companies and products. Initially, they did not offer the
possibility of selling products and services. Sales took place in parallel through
more traditional means of communication. A majority of websites now offer

®Dian Gf International Ltd v. Damco Logistics Uganda LimitedHigh Court
(Commercial Division) Civil Suit No. 161 of 2010
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international and cost effective opportunities for selling goods and services to
consumers.

An online marketplace is a method of conducting e-commerce transactions,
which connects buyers and sellers. The marketplace itself does not undertake the
activity of buying and selling - the sale transactions happen between the actual
third party buyers and sellers. Though there exists no standard definition for the
term e-commerce, it is generally used in the sense of denoting a method of
conducting business through electronic means rather than through conventional
physical means. Such electronic means include ‘click and buy' methods using
computers as well as 'm-commerce' or mobile commerce. This term takes into
account not just the act of purchasing goods and/or availing services through an
online platform but also all other activities which are associated with any
transaction such as:

1. Delivery
2. Payment facilitation
3. Supply chain and service management

The more significant feature of this communication network is that individuals
have been empowered to access the widening knowledge repository anytime,
anywhere by a click of the mouse. This access is at an inexpensive cost when
compared to other current technologies. Some of the day to day activities that
consumers indulge in be it buying and selling of various products, availing
various services are now facilitated with the growth of e-commerce through
platforms like Google, Amazon, Flipkart, Big Basket, Ola, Uber, OLX, etc.

Contracts have become so common in daily life that most of the time we do not
even realize that we have entered into one. Right from hiring a taxi to buying
airline tickets online, innumerable things in our daily lives are governed by
contracts. The Indian Contract Act, 1872 governs the manner in which
contracts are made and executed in India. It governs the way in which the

10101
01 &

s



130|Cyber Law in Uganda

provisions in a contract are implemented and codifies the effect of a breach of
contractual provisions.

ELEMENTS OF A VALID CONTRACT

The elements a valid contract can be derived from the Contracts Act 2010. They
include:

1. Offer and acceptance

2. Intention of parties to form legal relationship
3. Lawful consideration

4. Lawful object

5. Competency of parties

6. Agreements not declared void

7. Impossibility of performance

While the rules on formation of contracts are well established in the offline
world, there are significant issues that call for enunciation of legal position in the
electronic world.

Electronic contracts are not paper based but rather in electronic form just like
trading shares online by holding a Demat Account, which are born out of need
for speed, convenience and efficiency. Imagine a contract that an Indian exporter
and an American importer wish to enter into. One option would be that one party
first draws up two copies of the contract, signs them and couriers them to the
other, who in turn signs both the copies and couriers one copy back. The other
option is that the two parties meet somewhere and sign the contract. By using e-
commerce the whole transaction can be completed in a couple of seconds with
both the parties simply affixing their digital signatures to an electronic copy of
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the contract. There is no need for delayed couriers and additional travelling costs
in such a scenario.

E-CONTRACTING

One of the key issues of e-contracting is When is a message considered sent or
received when it is transmitted through a different mechanism such as emails?" A
message is said to be received by a designated mail box when it enters the
system. If there is no designation it is also deemed received when the message
enters the system of the recipient. If the message is sent to the mail box other

than the one designated, it is received when the receiver retrieves the message. **°

In e-commerce transactions there are four possible ways to convey
acceptance that is;

1. By sending an email message acceptance.
2. By delivery of an online electronic digital product.
3. By delivery of an online electronic digital service.

4. By delivery of the physical products. Or by any other act or conduct
indicating acceptance of the offer.

Section 4 of the Contracts Act, 2010 provides that the communication of a
proposal is complete when it comes to the knowledge of the person to whom it is
made. The communication of an acceptance is complete when is it put in course
of transmission to him as against the acceptor. In Entores Ltd VV Miles Far East
Corporation (1955) 2 QB 327, the offeree had sent his acceptance from
Amsterdam by telex to the offeror in London. Lord Denning held that telex is a
virtually instantaneous form of communication which when used makes
acceptance through mail box inapplicable. The above view was accepted by the
Supreme Court of India in Bhagwan Das V Girdharilal and Co. (1966) 1 SCR
656.
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The issue as to when a message is deemed to be received poses few questions,
example: when the messages will be deemed to be received, when the message is
received in A's designated inbox at a remote server or when A actually logs on to
his inbox and retrieves the mail. In Germany, jurisdiction practise has
established that a message sent by an email id is deemed to be received when it
reaches the host computer of the addressee, if the addressee has published the
email address on his letter or otherwise makes it publicly known.

In P.R. Transport Agency V Union of India &Ors AIR 2006 All 23 , Bharat
Cooking Coal Ltd. held an e- auction for coal in different lots. P.R. Transport
Agency's bid was accepted for 4000 metric tons of coal from Daobari Colliery.
The acceptance letter was issued on 19 July 2005 by PRTA's e-mail address.
Acting upon this acceptance PRTA deposited the full amount of Rs. 81.12 Lakhs
through a cheque in favour of BCC. This cheque was accepted and encashed by
BCC. BCC did not deliver coal to PRTA,; instead it e-mailed PRTA saying that
the sale as well as the e-auction in favour of PRTA stood cancelled "due to some
technical and unavoidable reason." The only reason for this cancellation was that
there was some other person whose bid for the same coal was slightly higher
than that of PRTA. Due to some flaw in the computer or its program or feeding
of data the higher bid had not been considered earlier. This communication was
challenged by PRTA in the Allahabad High Court. The court held that the
acceptance was received by PRTA at Chandauli/ Varanasi. The contract became
complete by receipt of such acceptance. Both these places were within the
territorial jurisdiction of the High Court. Therefore, a part of the cause of action
had arisen in U.P. and the court had territorial jurisdiction.

In another case of J.K. Enterprise V. State of M.P AIR 1997 MP 68,
according to the plaintiff, he made an offer to the defendant, for the purchase of
tendu leaves. It was the stand of the plaintiff that he was never informed that his
offer had been accepted. He made the offer on 11.1.1993 and when he did not
get the acceptance till 3.3.1993 and thus by a fax message sent on 3.3.1993, he
withdrew his offer. In the return filed on behalf of defendant it has been stated
that the offer of the plaintiff dated 11.1.1993 was accepted and communicated

==




lIsaac Christopher Lubogo |133

under registered cover on the address disclosed by the plaintiff itself and was
sent by the letter dated 12.2.1993 which was retuned as the address was
incomplete. Defendant further stated that their return that the alleged fax
machine dated 3.3.1993 withdrawing the offer was not received by the defendant
as it was sent on the wrong fax number.

The court held that the communication of the acceptance of the offer made by
the plaintiff was never made by the defendant and as the defendant failed to
communicate his acceptance within the given period, the offeror can withdraw
his offer.

TYPES OF ELECTRONIC CONTRACTS

There are several different forms of electronic contracts, most commonly:

Click-Wrapor “Click-Through” or “Web-Wrap

Click-Wrapor “Click-Through” or “Web-Wrap” contacts are electronic contacts
that require the user to scroll through terms and conditions (or multiple web
pages on a web site) and to expressly confirm the user’s agreement to the terms
and conditions by taking some action, such as clicking on a button that states “I
Accept” or “I Agree” or some similar statement prior to being able to complete
the transaction. Click-Through contracts are often found in software products or
on Web sites.

In Rudder v. Microsoft Corporation (1999), 2 C.P.R. (4th) 474 (Ont.
S.C.J.)the plaintiffs commenced a class action lawsuit alleging breach by
Microsoft of certain payment related terms of Microsoft’s MSN Member
Agreement. The Member Agreement was an on-line “click-wrap” agreement that
required each prospective member to scroll down through several pages
(computer screen pages) of terms and conditions and then indicate their
agreement to the terms by clicking an “I Agree” button before being provided
with access to the services. Although the plaintiffs wished to rely on several

terms of the Member Agreement, in bringing the action the plaintiff’s disputed
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the choice of law and forum selection clauses (the State of Washington) that the
defendant Microsoft sought to enforce. The plaintiffs asserted that because not
all of the Member Agreement was visible at one time they did not receive
adequate notice of such provisions and that as a consequence they were not
enforceable.

The court determined that the Member Agreement was enforceable stating that
scrolling through several pages was akin to having to turn through several pages
of a multi-page paper contract and to not uphold the agreement “would lead to
chaos in the marketplace, render ineffectual electronic commerce and undermine
the integrity of any agreement entered into through this medium”. Boon v. Boon
(2000), 585 A.P.R. 143 (N.S.S.C.)

One of the earlier decisions in the United States was CompuServe, Inc v.
Patterson 89 F.3d 1257 (6th Cir. 1996). The CompusServe case involved, inter
alia, a dispute by the defendant Patterson of personal jurisdiction of the federal
district court for the Southern District of Ohio over Patterson. In considering the
personal jurisdiction issue the court determined that the defendant did maintain
sufficient contact with that state such to support the district court's exercise of
personal jurisdiction over him, a finding that was supported, in part, by
Patterson’s online contract (AOL’s “Shareware Registration Agreement” that
incorporated two other sets of terms and conditions by reference) with AOL that
the court determined Patterson had entered into. The AOL agreement required
Patterson to type “Agree” at various points in the document, “[i]n recognition of

your online agreement to all the above terms and conditions”.

In Caspi v. Microsoft Network L.L.C. 732 A.2d 528 (N.J. Super. Ct. App.
Div 1999)a New Jersey court upheld the validity of a click-wrap agreement that,
similarly to the Rudder case, contained scrolling terms and conditions that the
user was presented with and had to accept prior to being provided access to the
service (despite being able to select either an “I Accept” or “I Don’t Agree”
button without having to scroll through all of the terms). The court specifically
noted in Caspi that registration by the user and use of the service could only
proceed after the potential subscriber had the opportunity to review and agree to
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the membership agreement, including the provision that was in dispute. See also
Scott v. Bell Atlantic Corp. 726N.Y.S. 2d 60 (App. Div. 2001).

In the case of Forest v. Verizon Communications Inc. 2002 D.C. App. LEXIS
509, the question was whether a forum selection clause mandating that claims
be brought in a particular jurisdiction should be applied to a class action suit
involving plaintiffs’ attempts to register for and use Verizon’s DSL service. The
customer users argued that Verizon “did not provide . . . adequate notice of the
[forum selection] clause or its significance.” To become DSL subscribers,
customers had to agree to all the terms of the subscriber agreement, including the
forum selection clause. The clause was found in the final section of the main text
of the Agreement, which was available through a scroll box on their computer
monitors, where only a small portion of the document is visible at any one time.
The top portion of the Agreement stated “PLEASE READ THE FOLLOWING
AGREEMENT CAREFULLY”. The contract was entered into by the subscriber
clicking an “Accept” button below the scroll box. The court determined that
users were provided adequate notice of the forum selection clause stating “The
general rule is that absent fraud or mistake, one who signs a contract is bound by
a contract which he has an opportunity to read whether he does so or not.” The
court noted that in reading through the Agreement before it was accepted,
appellant (and other consumers) would have inevitably discovered the forum
selection clause. Furthermore, the court determined that the use of a“scroll box”
in the electronic version that displays only part of the Agreement at any one time
was detrimental to the provision of adequate notice. The court stated that “A

contract is no less a contract simply because it is entered into via a computer.”

The jurisprudence in the United States currently tends to support the
enforceability of “click-wrap” contracts that otherwise conform to and comply
with the requirements of contract formation. Some courts have refused to uphold
some click-wrap agreements in circumstances where such fundamental contract
principles have not otherwise been satisfied, such as communication of the terms
and conditions of the proposed agreement.

10101
01 &

s



136|Cyber Law in Uganda

Browse-Wrap

Browse-Wrap contracts are terms and conditions of use that to do not require the
express agreement of a user. They are often located in software or are posted on
a Web site and may make some statement that indicates use of the software or
Web site constitutes the user’s agreement to the terms. Often such terms may not

have been brought to the attention of the user.

The enforceability of browse-wrap contracts are somewhat questionable. While
some courts in Canada and the United States appear to have accepted that
browse-wraps are, in certain circumstances, enforceable, other courts have
concluded that such contracts are not enforceable as they fail to provide
sufficient notice of the terms and conditions to the user (or even that any such
terms even exist).’** However, in circumstances where sufficient notice of terms
has occurred, conducted stipulated by a party as denoting acceptance of terms
and conditions can constitute acceptance that leads to enforceable obligations.

The enforceability of browse-wrap is of particular interest because,
notwithstanding the current legal reality that “click wrap” agreements may
provide contracting parties with a greater degree of legal certainty with respect
to confirming the consent of the other party to terms and conditions of the
contractual relationship, beginning in the early days of electronic commerce and
continuing to a large degree today, “browse-wrap” appears to often be the choice
of many on-line businesses and Web sites. Often less legal-oriented
considerations govern such a decision, such as a reluctance by marketing
departments to “force” its on-line customers through a legal process that
perceptually lessens the users’ experience. It doesn’t help that business managers
considering the issue will often find that their competitors and many other
businesses have adopted a similar model (the “if they are doing it, it must be ok”
philosophy). Thus, less intrusive, albeit arguably less legally effective, often
wins the day with many electronic commerce business decision makers.
Unfortunately, in this case, it would seem that less is not necessarily better.
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Kanitz v. Rogers Cable In (2002), involved a proceeding under the Ontario
Class Proceedings Act to stay a proposed class action by the plaintiffs against
Rogers on the ground that an agreement between the parties provided for the
arbitration of all disputes. The plaintiffs were subscribers to the Rogers@Home
service providing for cable modem Internet access services. Activation of the
services required a Rogers technician to attend at a new subscriber’s home to
install the service. At the time of the installation, customers were required to
sign the Rogers@Home service agreement (“Agreement”) which contained an

amendment provision providing that:

“We may change, amend, modify, add or remove portions of the Agreement at
any time. We will notify you of any changes to this Agreement by posting notice
of such changes on the Roger@Home web site, or by sending notice via email or
postal mail. Your continued use of the Service following notice of such change
means that you agree to and accept the Agreement as amended. If you do not
agree to any modification of this Agreement, you must immediately stop using

Rogers@Home and notify us that you are terminating this Agreement.”..

Rogers later amended the Agreement to include an arbitration provision and
posted an updated Agreement, including the change, on the Rogers@Home Web
site. Rogers also posted notice that the Agreement had been amended. The
plaintiffs had launched a class action in connection with service outage problems
associated with the Rogers@Home service and asserted that they had not agreed
to settle disputes by arbitration. In the plaintiffs' view, Rogers was attempting to
unilaterally impose arbitration on them by purporting to amend the Agreement
without reasonable notice of the change to them and therefore Rogers was not
able to rely on the arbitration clause.

While noting that Rogers could have done more to bring the changes to the
attention of the plaintiffs, the court in Kanitz concluded that notice of the
amendment had been provided in accordance with the terms of the Agreement
(i.e. via a Web site posting). The court determined that the effect of the
amending provision in the original form of Agreement was to place an obligation
on the customer who is interested in any amendments that Rogers may choose to
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make to the Agreement to check the Web site from to time to time (and further
that such might involve a little investigative work on the part of the customer to
locate the relevant parts of the Web site). Importantly, the court also stated that
because the plaintiffs continued to use the service subsequent to the amendment
to the Agreement and notice of same, under the terms of the Agreement they
were each deemed to have accepted the amendments.

In Kanitz v. Rogers Cable Inc. above. In Kanitz the court noted the implied
method of electronic communications in the context of online relationships when
in stating (in paragraph 32) that: “I am also mindful, in reaching my conclusion
on this point, of the fact that we are dealing in this case with a different mode of
doing business than has heretofore been generally considered by the courts. We
are here dealing with people who wish to avail themselves of an electronic
environment and the electronic services that are available through it. It does not
seem unreasonable for persons, who are seeking electronic access to all manner
of goods, services and products along with information, communication,
entertainment and other resources, to have the legal attributes of their
relationship with the very entity that is providing such electronic access, defined
and communicated to them through that electronic format.” otherwise be found
to have been agreed to by that other party by virtue of that other party’s conduct
where that conduct manifests acceptance.

U.S. courts have more often held such contacts under Browse wrap to be

1% at issue was the

unenforceable. In Register.com, Inc. v. Verio, Inc.
enforceability of the terms and conditions on Register.com’s Web site
concerning the conduct of “WHO IS” database searches. The terms provided that
by submitting a search inquiry the user agreed to the terms, however it did not
require that the user expressly agree to them. The appellate court upheld the

terms indicating the defendant’s conduct constituted agreement to the terms.

In Specht v. Netscape Communications Corp 206 F.3d 17 (S.D.N.Y. 2001)
306 F.3d 17 (2nd Cir. 2002) issue was the enforceability of an arbitration clause
in Netscape’s end-user license agreement. The license agreement was available
by hypertext link asking users to review and agree to the terms before
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downloading and using the software. No express agreement to the terms was
required prior to downloading the software from Netscape. In refusing to uphold
the enforceability of the browse-wrap agreement the court emphasized the
importance in contact formation of assent to the proposed terms of the bargain.
The lack of sufficient notice of the proposed terms when combined with the
absence of assent was terminal to the enforceability of the Netscape terms.

In case of Ticketmaster Corp. v. Tickets.com, Inc 2000 U.S. Dist. LEXIS
12987 (C.D. 2000); aff’d 248. F.2d 1173 (9th Cir. 2001), the court refused to
uphold the enforceability of Ticketmaster’s Web site terms and conditions which
Ticketmaster claimed had been breached by Tickets com’s practice of deep
linking to the Ticketmaster site. The Ticketmaster’s home page contained
“Terms and Conditions” that were only accessible if the visitor to the site
scrolled down to the bottom of the page. The court refuted Ticketmaster’s claims
that the posting of terms was analogous to “shrink-wrap licenses” and concluded
that “It cannot be said that merely putting the Terms and Conditions in this

fashion necessarily creates a contract with anyone using the web site”.

WEBSITES AND E-COMMERCE

The main thing a business needs to understand is their website. A business's
website is a large asset. It is also very vulnerable to cybercrime. There are a few
issues a business must consider when it comes to their website:

a) Who will operate the website?

b) Will it be operated on site or off site?

) What security measures will be employed?

d) How will email be used, and how will privacy be protected?

It's also important that businesses monitor their IP. A good way to do this is with
customer review websites. These sites can both help you identify areas for
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improvement and can show you if your IP is being used without your
permission.

CUSTOMERS PROTECTION IN ELECTRONIC
TRANSACTIONS ACT

An important part of complying with cyber law is protecting your customer's
personal information. This is true even if your business doesn't have a website.
Many customers make use of online review sites to explain their satisfaction
with a company.

The Legal Regime governing the formation of electronic contracts; securing
electronic transactions and consumer protection is the Electronic Transactions
Act, No. 8 of 2011, The Electronic Transactions Regulations, The Electronic
Signatures Act, No.7 of 2011The Electronic Signatures Regulations, The
Contracts Act, 2010.

The use of modern means of communication, including electronic means such as
email, in conducting business is on the increase. This can partly be attributed to
increase in technological developments in the area of information and
communication technology and increased access to the internet.

For instance, many transactions are now effected electronically. For example, by
the use of automated teller machines (ATMs or cash point dispensers outside
banks) and electronic fund transfers (EFTSs) transactions are made between
financial institutions and at the point of sale. More so, many organisations now
exchange data electronically. For example, a large manufacturing company may
order components automatically and electronically from its suppliers when stock
levels reach a predetermined lower limit.

There are however certain hindrances which may be faced in using information
and communication technology in business transactions including, skepticism
from consumers, questions on security of information and uncertainty of legal
validity of such transactions.
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LEGAL CONSEQUENCES ASSOCIATED WITH
ELECTRONIC TRADING

The law requires that some contracts are in a particular form for example, by
deed or in writing. (This is now covered under the Contracts Act, which defines
written contracts to include data message)

There may be doubts as to when the contract was made and, if the parties are in

different countries, which country’s law will apply to the contract.

The evidential weight of electronic documents must be considered and
assessed.

Evidence is defined in section 2 of the Evidence Act®*®as means by which any
alleged matter or fact , the truth of which is submitted to investigation is proved
or disproved and includes statements by accused’s persons , admissions, judicial
notice , presumptions of law and ocular observations by the court in its judicial
capacity.

Document is equally defined in section 2 of the Evidence Act as any matter
expressed or described upon any substance by means of letters, figures marks, or
by one or more of those means intended to be used or which may be used for the
purpose of recording that matter.

Traditionally the best evidence rule stated that only primary documents are
admissible in court for evidential purposes. To this effect even Uganda’s
evidence Act recognized this principle under Section 63 of the Evidence Act,
which requires proof of documents by primary evidence . To this effect section
61 of the Evidence Act defines primary evidence production of the document
itself except in the cases where secondary evidence may be admissible.

Section 62 defines Secondary evidence to include certified copies, copies made
from the original by mechanical processes and copies compared with those
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copies, and counterparts of documents as against the parties who did not execute
them.

With the advent of technology and increased online transactions, electronic
evidence cannot be underestimated. According to section 8 of the Electronic
Transactions Act, rules of evidence shall not exclude admissibility of electronic
evidence. The burden of proof is established under section 8(2) of the Electronic
Transactions Act that anyone who seeks to rely on electronic evidence must
prove authenticity of the evidence.

Similarly, when one wants to rely on primary evince, he is obliged to prove its
authenticity.  The electronic documents are recognized because of the
technological developments in Uganda which have paved way for online
transactions. Several national and international legislations recognize the legal
effectiveness of electronic documents and their admissibility as evidence in legal
proceedings. In addition, current legislation specifically grants equal standing to
the paper / primary documents in for promoting e- commerce.

Consequently, the evidence from electronic document is functionally equivalent
to the handwritten document. The signatory and maker of the document is
legally bound respecting the commitments made in the signed document once
his knowledge and approval of the content of the document are consciously
represented by his electronic signature. The electronic signature acts under
section 4(3) of the Electronic Signatures Act recognizes admissibility and the
authenticity of the electronic document in the same way as the handwritten
signature does regarding the paper-based document.

Data message is fundamental to the formation of an electronic contract. A data
message is defined under section 2 of the Electronic Transactions Act to mean
the data generated, sent, received or stored by computer means. The effect of this
data message is crucial in presenting evidence in the courts of law because it
represents authenticity, non-repudiation and integrity by the sender.

Integrity means that the data is not tampered during the transfer.
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Non — repudiation is to the effect that the sender of the signature cannot later
repudiate the authorship.

The non-repudiation service protects the parties involved in a transaction against
the other party denying that a particular event or action took place. Non
repudiation protects against fraud in electronic commerce. Non repudiation
works in the following ways such as Non-repudiation of origin, Non-repudiation
of receipt, Non-repudiation of delivery, Non-repudiation of submission and Non-
repudiation of transport as discussed in the subsequent chapter.

WRITING CONTRACTS

Section 10 of the Contracts Act defines a contract as an agreement between
two or more parties with an intention of creating legal relations for a lawful
purpose. Concerning the mode the Act still recognizes that contracts can be in
any form including oral, written form or partly written and partly oral. The
written form can be inform of a data message. Section 2 of the Electronic
Transactions Act defines a data message as message generated and received by
computer means.

t® defines

Similarly section 2 of the Sale of Goods and Supply of Services Ac
the form of a contract for sale that it can be in writing or by word of mouth, or
partly in writing and partly by word of mouth, or implied from the conduct of the

parties.

However as earlier discussed, written contracts are given equal importance just
like electronic contracts. And in any case written contracts include electronic
contracts because section 10 of the Contracts Act is to the effect that written
contracts include those entered into by a data message. And yet electronic
contracts can be commenced by a data message
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DISPATCH AND RECEIPT OF A DATA MESSAGE

The term dispatch and receipt of a data message are have a significant impact on
electronic commerce and can be considered in conjunction with the common law
rules of offer and acceptance and time of contract formation.

Dispatch of a data message.

Dispatch of a data message occurs when the message leaves the control of the
originator. It happens when the originator clicks the send button.

An invitation to treat is recognized under Section 18 of the Electronic
Transactions Act, which states that an expression of interest can be made by
way of a data message.

According to section 15 of the Electronic Transactions Act, a data message is
considered dispatched when it enters a single information system outside the
control of the person originating the data. Section 15(2) provides that If there are
more than two information systems, the dispatch occurs when the data message
enters the first information system.

However it should be noted that the principle of freedom of a contract is one of
the important concepts governing contract law. The principle of freedom of
contract means parties can agree on how their transactions can be governed and
in addition to this, section 10 of the contracts Act provides for free consent when
entering a contract.

This means that parties can choose not to be bound by the wording in section 15
and agree otherwise on when the contract is made, when the information is
dispatched.
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Receipt of a data message

Section 16 of the Electronic Transactions Act provides for receipt of a data
message. The data message is received when it enters an information system
specified by the addressee. The concept of receipt has significant practical
impacts.

In the case of West Pac Banking Corporation V Dixon®, the word receipt
under the Common wealth Electronic Transactions Act was equated with a
requirement to give a notice pursuant to section 64D of the 1966 of the
Bankruptcy Act.

In the case of Falgat Constructions Property Limited V Equity Australia
Corporation Property Limited®, Hodgson J discussed the meaning of the term
‘serve, provide, receipt and made’. He concluded that where a document has
actually been received and come to the attention of a person to be served or
provided with the document, then that means that there has been service,
provision and receipt.

In the case of Auster Finance V Campbel®, it was held that where electronic
message is received by the third party rather than the intended receivers
computer, and there is no hard copy document unless the receiver accesses the
email and transmits it on the printer nothing can be said to have been left at the
receivers premises until the email is accessed.

On the Internet, the primary means of forming a contract is through the
‘clickwrap’ agreements, in which website users typically click an ‘I agree ‘box

after being presented with a list of terms and conditions of use.

In Nicosia v. Amazon.com, Inc., No. 14-CV—4513, 2015 WL 500180, at 7 the
court upheld a clickwrap agreement where the Amazon.com user clicked a box
acknowledging terms at the initial signup to the website.

8282 2011 FMCAA 211
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Facts of the case: the plaintiff filed a putative class action against Amazon.com,
Inc. “contending that Amazon has sold and continues to sell weight loss
supplements containing sibutramine, a “controlled substance . . . [that has] never
been permitted for sale without a prescription from a licensed physician . . . [and
that is] associated with a serious risk of cardiovascular events and strokes,” in
violation of various federal and state consumer protection laws and in breach of
various implied warranties.” The Nicosia court granted Amazon’s motion to
dismiss because all claims were governed by a mandatory arbitration clause and
class action waiver. The court described Amazon’s 2012 Conditions of Use
agreement as a hybrid between a clickwrap and a browsewrap agreement.
“While the Conditions of Use are only available by navigating through a
hyperlink, like a browsewrap agreement, a purchaser using Amazon’s website
could only place his or her order after viewing a conspicuous hyperlink to the
current Conditions of Use and agreeing to make his purchase subject to those

conditions.”

The court stated: Additionally, a purchaser cannot make purchases on
Amazon.com without first signing-up for an account, and in that process,
expressly assenting to be bound (in a clickwrap agreement) to the terms of
Conditions of Use, which are subject to change.

The standard for enforceability therefore, is whether the user has a reasonable
opportunity to review terms and manifest assent. Hence, in Inc. v. Neato, 61 F.
Supp. 2d 1074, 1080 n. 11 (C.D. Cal. 1999). The Stompo court explained: A
‘clickwrap agreement’ allows the consumer to manifest its assent to the terms of
a contract by “clicking” on an acceptance button on the website. If the consumer
does not agree to the contract terms, the website will not accept the consumer’s
order. Such agreements are common on websites that sell or distribute software
programs that the consumer downloads from the website.

The court held that the user assented to conditions of use posted on Amazon.com
each time he completed a purchase, “given (1) the conspicuous placement of the
hyperlink to the current conditions of use on the checkout page, (2) the express
warning at checkout that his purchases were subject to the terms of the current
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conditions of use, and (3) the fact that he expressly agreed, when signing-up for
an Amazon.com account, to be bound by the terms of the conditions of use

(including a provision notifying him that the conditions are subject to change).”

Browse-wrap means that the terms are accessible via a hypertext link. In Be In
Inc. v. Google Inc. 2013 WL5568706 (N.D. Cal. Oct. 9, 2013) court stated that
Browse-wrap agreements are those that purport to bind the users of websites to
which the agreements are hyperlinked. Therefore, the ‘browse-wrap’ agreement
is where website terms and conditions of use are posted on the website typically
as a hyperlink at the bottom of the screen.

Browse-wrap agreements are generally entitled “Terms of Use” or “Terms of

Service.”

Browsewraps can take various forms but basically the website will contain a
notice that—by merely using the services of, obtaining information from, or
initiating applications within the website—the user is agreeing to and is bound
by the site’s terms of service.” United States v. Drew, 259 F.R.D. 449, 462 n.22
(C.D. Cal. 2009). These terms may be included on the same page as the notice
or accessible via a hyperlink. “A hyperlink electronically provides direct access
from one internet location/file to another, typically by clicking a highlighted
word or icon.

The Ninth Circuit in Nguyen v. Barnes & Noble, Inc., 763 F.3d 1171 (9th Cir.
2014) stated that the: defining feature of browsewrap agreements is that the user
can continue to use the website or its services without visiting the page hosting
the browsewrap agreement or even knowing that such a webpage exists. No
affirmative action is required by the website user to agree to the terms of a
contract other than his or her use of the website.

Browsewrap agreements purport to bind the users of websites to which the
agreements are hyperlinked as the Be In Inc. v. Google Inc. court states:
Browsewrap agreements are those that purport to bind the users of websites to
which the agreements are hyperlinked. Generally, the text of the agreement is
found on a separate webpage hyperlinked to the website the user is accessing.
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Similarly, in In re Zappos.com, Inc., Customer Data Breach Sec. Litig., 893 F.
Supp. 2d 1058 (D. Nev. 2012) the court held that a mass market agreement was

(Y33

unenforceable where the hyperlink to the “ ‘terms of use’ was ‘inconspicuous,
buried in the middle to bottom of every [defendant] webpage among many other

links.”

Web-wrap denotes a notice attempting to make entry into and further use of the
website conditional on posted terms and conditions. The validity of click-wrap
methods of acceptance is well accepted as equivalent to incorporation of terms
by signature.

THE ROLE OF INTERNET INTERMEDIARIES IN
ELECTRONIC TRANSACTIONS

The implicit meaning of the word intermediary is that it is located between or
among two or more parties, and although they help in the
transmission/dissemination process, intermediaries do not initiate decisions to
disseminate the content, products or services that transverse their networks or
servers

An intermediary as espoused by the Organization for Economic Co-operation
and Development (OECD), is an entity that “brings together or facilitates
transactions between third parties and the internet. They give access to, host,
transmit and index content, products and services originated by third parties on
the internet to provide internet-based services to third parties.

As the scale and scope of the Internet has grown to permeate all aspects of the
economy and society, so too has the role of Internet intermediaries who provide
the Internet's basic infrastructure and platforms by enabling communications and
transactions between third parties as well as applications and services. 'Internet
intermediaries' give access to, host, transmit and index content originated by
third parties or provide Internet-based services to third parties. They offer access
to a host of activities through both wired and wireless technologies. Most
'Internet intermediaries' are from the business sector and they span a wide range
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of online economic activities including: Internet access and service providers
(ISPs), data processing and web hosting providers, Internet search engines and
portals, e-commerce intermediaries, Internet payment systems, and participative
networked platforms.

Intermediation is the process by which a firm, acting as the agent of an
individual or another firm, leverages its middleman position to foster
communication with other agents in the marketplace that will lead to
transactions and exchanges that create economic and/or social value. The main
functions of Internet intermediaries are i) to provide infrastructure; ii) to collect,
organise and evaluate dispersed information; iii) to facilitate social
communication and information exchange; iv) to aggregate supply and demand;
v) to facilitate market processes; vi) to provide trust; and vii) to take into account
the needs of both buyers/users and sellers/advertisers. There is sometimes
tension between various functions of Internet intermediaries; for example,
tension between preserving identity and privacy while personalising products
and services in ways that benefit users or between infrastructure provision and
usage.

Internet intermediaries are important actors because their services create network
externalities such that the benefits from using the service increase as diffusion
spreads. Therefore, building a critical mass of users is key for these actors. In
addition, these actors often operate in two-sided markets whereby they are an
intermediary between two different groups of agents, for example, users and
advertisers or buyers and sellers. Two-sided markets have implications in terms
of causing intermediaries to adopt particular pricing and investment strategies
that will get both sides of the market on board, and that balance the interests of
the two sides.

In particular, online advertisers, play an important role as they often enable
intermediary platforms to provide increasingly sophisticated content and services
at no monetary cost to users. In addition to online advertising, revenue models of
Internet intermediaries include subscription and 'on-demand' paid service

10101
01 &

s



150|Cyber Law in Uganda

models, brokerage fees, donations, as well as community development models
for content or software.

E-commerce transactions for both consumers and for businesses have become
main stream in OECD countries, experiencing continued growth even during the
current economic downturn, albeit at lower levels than before but high compared
to their offline counterparts for the same period. Retail e-commerce
intermediaries often generate revenue through charging sellers transactions fees,
while wholesale intermediaries often use a combination of brokerage fees.

Internet payment is predominantly conducted through traditional (offline)
payment networks that provide a platform linking merchants that accept cards
for payments and cardholders who use them to pay for goods and services,
although there are some new entrants in the Internet payment sector..

The emergence of participative networked platforms, including virtual worlds, is
a comparatively recent development and online advertising is seen as a main
future source of revenue for this sector. In addition, ancillary linked products - in
particular mobile - drive traffic, revenue, engagement, and overall value.

Against the broadening base of users worldwide and rapid convergence to IP
networks for voice, data, and video, 'Internet intermediaries' provide increasing
social and economic benefits; whether it be through information, e-commerce,
communication/social networks, participative networks, or web services.
'Internet intermediaries’ provide economic growth with new businesses and
productivity gains through their contribution to the wider ICT sector as well as
through their key role within the Internet ecosystem.'*! They operate and
maintain most of the Internet infrastructure, which now underpins economic and
social activity at a global level, and are needed to help ensure there is continued
sufficient investment in both physical and logical infrastructure to meet the
network capacity demands of new applications and of an expanding base of
users.

‘Internet intermediaries’ also stimulate employment and entrepreneurship by
lowering the barriers to starting and operating small businesses and by creating
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opportunities for 'long-tail' economic transactions to occur that were not
previously possible, whereby businesses can sell a large number of unique items,
each in relatively small quantities. Internet intermediaries enable creativity and
collaboration to flourish among individuals and enterprises and generate
innovation. User empowerment and choice are considered to be very important
and positive social side effects of the access to information that Internet
intermediaries provide, as well as improving purchasing power with downward
pressure on prices. A critical role of Internet intermediaries including through
protection of user privacy. By enabling individuality and self-expression, they
also offer potential improvements to the quality of societies in terms of
fundamental values such as freedom and democracy.

‘Internet intermediaries' are mainly from the business sector although there are
an increasing number of social platforms. Some of the Current Internet

intermediaries include:
1. Internet access and service providers (ISPs)

2. Data processing and web hosting providers, including domain name
registrars Internet search engines and portals

3. E-commerce intermediaries, where these platforms do not take title to
the goods being sold Internet payment systems, and

4. Participative networking platforms, which include Internet publishing
and broadcasting platforms that do not themselves create or own the
content being published or broadcast.

5. Social Media Platforms

Several caveats warrant stressing. First of all, it is important to note the
differences between the categories of actors being clustered under the concept of
'Internet intermediaries'. Additionally, in practice, categories are often not clear-
cut as Internet intermediaries may play more than one role. Moreover, statistical
definitions tend to focus on Internet information and service sectors in general
and do not necessarily distinguish those with an intermediation role.
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In considering the role(s) of Internet intermediaries, it is important to appreciate
that Internet intermediaries may have different and potentially competing
simultaneous roles as intermediaries, end- users and content/service providers.
For example, some Internet service providers deliver their own content. Some e-
commerce platforms sell goods that they take title to.

INTERNET ACCESS AND SERVICE PROVIDERS

ISPs may provide local, regional, and/or national coverage for clients or provide
backbone services for other Internet service providers. They include 'pure-play’
ISPs as well as wired and wireless telecommunications providers, and cable
providers that provide Internet access in addition to network infrastructure.
Internet service providers have the equipment and telecommunication network
access required for a point-of-presence on the Internet. They may also provide
related services beyond Internet access, such as web hosting, web page design,
and consulting services related to networking software and hardware.

ISPs are typically commercial organisations that generally charge their users -
whether households, businesses or governments - a monthly fee on a contractual
basis. Sometimes the fee is bundled with other services, as in the "triple play"
offered by cable and telephone companies for television, telephone, and Internet
access. Laptop users in Internet cafes or wireless "hot spots" may pay an ISP
(directly or indirectly) for daily access or even hourly access. ISPs range from
large organisations, with their own geographically dispersed networks, local
points of presence and numerous connections to other such networks (Tier 1
providers - usually large telecommunications companies), to small providers
with a single connection into another organisation's network

WEB E-COMMERCE INTERMEDIARIES

Web e-commerce intermediaries connect buyers and suppliers and enable
Internet transactions between them. They provide a range of often bundled
services such as fixing prices, transaction processing and co-ordination, quality
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guarantees, monitoring, as well as, in some cases, stock management. An
Internet transaction is the sale or purchase of goods or services, whether between
businesses, households, individuals, governments and other public or private
organisations, conducted over the Internet. The goods are ordered over the
Internet, while the payment and the ultimate delivery of the good or service may

be conducted on or off-line.**’

For the purposes of this report, e-commerce in service industries is excluded.
The reason for excluding e-commerce in service industries is the risk of double
counting because services sold on- line, such as ISP services, may also be
included in separate Internet intermediary sectors (e.g. that of 'Internet access
and service providers"). Similarly, Internet search engines often sell advertising
on- line that is categorised as e-commerce service revenue. The following
categories of actors are included:

Business-to-business (B2B) electronic markets using the Internet: business-to-
business marketplaces facilitate business-to-business electronic sales of new and
used merchandise using the Internet, often on an auction basis, and generally
receive a commission or fee for the service. Business-to- business electronic
markets for durable and nondurable goods are included. It should be noted that
while several existing definitions of e-commerce include Electronic Data
Interchange (EDI), EDI Transactions are excluded from the present report that is
limited to 'Web e-commerce intermediaries’, because EDI uses proprietary non-
Internet networks. This exclusion is significant because a majority of B2B e-
commerce is via EDI (for example in 2007, EDI represented 73.5% of merchant
wholesalers' e-commerce activity in the United States).

E-COMMERCE PAYMENT SYSTEMS

E-commerce payment systems generally include: i) payment systems that rely on
a credit or bank account to enable e-commerce transactions (e.g. Visa,
Mastercard); and ii) payment systems provided by non-bank institutions
operating on the Internet and that are only indirectly associated with a bank
account (e.g. Paypal).
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Banks remain the core providers to end-users for most online retail payment
instruments and services. Payments for Internet transactions in most OECD
countries are overwhelmingly conducted through credit cards.™ Payment
networks Visa and MasterCard are not-for-profit associations owned by banks
and nonbanks that centrally set the fees that the merchants' banks (acquirers) pay
to the cardholders' banks (issuers) for transactions. These fees are proportional to
transaction volume. The payment networks' choice of fees has typically favoured
cardholders, to induce them to use their cards, over merchants, who kept
accepting the cards despite relatively high levels of merchant fees.

Online banking-based Internet payments are a growing category of Internet
payments, particularly in Europe. Buyers initiate transactions at a merchant's
website and are redirected to an interface putting them in touch with their own
online bank for payment authorisation. The merchant receives an instant
payment confirmation, after which the money arrives as a regular credit transfer.
There are three main types of online banking-based payment systems.

a) Multi-bank schemes, where merchants have a connection with all banks,
generally via a payment service provider. Examples of multi-bank
payment methods include EPS in Austria, e-Dankort in Denmark,
iDEAL in the Netherlands, Bancontact/Mister Cash in Belgium,
Giropay in Germany, Bank Axess in Norway, Secure Vault Payments
in the United States, or Interac in Canada.

b) Mono-bank solutions, whereby merchants need only to connect with one
of the participating banks. Mono-bank payment methods include
Nordea Solo in Norway, Sweden, Denmark, Finland, and the Baltics or
ING, Dexia, and KBC in Belgium.

¢) Bank-independent intermediary payment solutions, whereby the online
interfaces of intermediary payment solutions enable to connect
consumers' to their online banking portals. These include POLi in
Australia, New Zealand, South Africa, and the United Kingdom,
Mazooma in the United States, or Sofortueberweisung /
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DIRECTebanking.com in Germany, Austria, Switzerland, and the
Netherlands.

In general, the use of non-card and non-bank payment methods is growing with
actors such as eBay with Paypal, Amazon, or Google. Payment applications such
as mediating services, mobile payment systems, prepaid cards or electronic
currency are available from a wider range of service providers.

Banks now serve as Internet payment portals, transferring payments between
payers, payees and their account-holding institutions, and also transferring
payments between buyers and sellers who transact through Internet retail
storefronts and through online auction sites.

ROLE OF INTERNET INTERMEDIARIES

Intermediation is the process by which a firm, acting as the agent of an
individual or another firm (a buyer or seller), leverages its middleman position to
foster communication with other agents in the marketplace that will lead to
transactions and exchanges that create economic and/or social value. There are a
number of roles that an intermediary can play that lead to the creation of value.
They include: aggregation of information on buyers, suppliers and products;
facilitation of search for appropriate products; reduction of information
asymmetries through the provision of product and transactional expertise;
matching buyers and sellers for transactions; and trust provision to the
marketplace to enhance transactability.

The main functions of intermediaries have been studied quite widely in
literature and can be summarised as follows:

1. To provide the infrastructure
2. To collect, organise and evaluate dispersed information
3. To facilitate social communication and information exchange

4. To aggregate supply and demand
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5. To facilitate market processes
6. To provide trust; and

7. To take into account the needs of buyers and sellers or users and
customers.

To fulfill these functions over the Internet, different types of intermediaries have
developed and include: access and storage providers, marketplace exchanges,
buy/sell fulfillment, demand collection systems, auction brokers, virtual
marketplaces, as well as search-engines, advertising networks, web aggregators,
news syndicators or social networking sites.

The value-added chain is the set of relationships of agents with other agents, the
network of upstream and downstream businesses, from raw materials to final
sale, through which a product travels. At every stage of processing, an
intermediary often performs a service which facilitates this flow - adding value
but also adding cost. In many cases, this service is information intensive -
matching a buyer to a seller, certifying parties in a transaction, providing support
for the transaction (e.g. financial services) - and often involves some type of risk
sharing. For example, auction e-commerce sites provide trading mechanisms to
facilitate market processes, and at the same time provide information and
aggregation/matching services by making it known that a given good is on sale,
by identifying the tastes of users and signaling when something of interest comes
up, by providing means for the buyer to assess the quality or the aspect of the
good, the reputation of the sellers, and by providing guarantees to trade safely.

There are often challenges for intermediaries in performing their various
functions. For example, there may be challenges For example, there may be
challenges in balancing the request for personal information in order to offer
personalized services with the need to safeguard individual rights, in particular
the right to privacy and the protection of personal data. There may also be
challenges to ensure there is sufficient investment in infrastructure to meet
network capacity demands, while maintaining the openness that has
characterized the Internet's success to date. A related issue is how best to
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stimulate “creative destruction"® and innovation in communications
infrastructure, while at the same time creating an environment that supports
investment.

There may also be challenges between ease of use and transparency / disclosure
for consumer protection. Taking advantage of the benefits of cloud computing
while mitigating the security and privacy risks of having so much online
information under third party control is another important challenge, as is
enhancing network security while enabling access to the information that users
demand and allowing unexpected innovation at "the edges."

NETWORK EXTERNALITIES

By nature new Internet services create network externalities (or network effects)
such that the benefits from using the service increase as diffusion spreads. In
other words, the value that one user receives from a product increases with the
number of other users of that product. Once a critical mass of users is reached, a
virtuous process of demand for the service is initiated.

Therefore, building a critical mass of users is crucial to most Internet
intermediary business models. In addition to network externalities, many
intermediary platforms benefit from increasing economies of scale (unit costs
decrease as sales increase). Internet access and service providers for example
have significant network externalities and large economies of scale. The
economic models of search engines and participative networked platforms or
online auction sites also tend to rely on volume impact, distributing electronic
content and services at low marginal cost and high unit margins.

Non-rivalry (one person's consumption does not limit or reduce the value of the
product to other consumers) is another characteristic of many intermediary
markets. Combined, these factors can tend to lead to 'winner-take-most' markets,
creating powerful incumbents and tending away from perfectly competitive
markets.
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Advertising is an important driver for content and services that are available at
no or little direct cost on the Internet, as are, to a lesser extent, ancillary service
fees and premium product sales with higher margin returns. On the Internet,
intermediary platforms are willing to provide services to their users at no
monetary cost in order to generate the audience to attract advertisers, to attract
sellers, or to be able to offer premium paid services. Consistent with this trend,
economic research on net work has been complemented by the analysis of
intergroup externalities present in two-sided markets.

TWO-SIDED MARKETS

Two-sided markets are economic networks having two distinct user groups that
provide each other with network benefits. Examples include Internet search
engines and portals - composed of advertisers and users; retail e-commerce
platforms - composed of buyers and sellers; or payment networks - composed of
cardholders and merchants. Benefits to each group exhibit demand economies of
scale. Consumers, for example, prefer credit cards honoured by more merchants,
while merchants prefer cards carried by more consumers

A market is two-sided if at any point in time there are: i) two distinct groups of
users; ii) the value obtained by one type of user increases with the number or
with the 'quality’ of the other kind of users; and iii) an intermediary platform is
necessary to internalise the externalities created by one group for the other
group. Two-sided markets result in intermediaries that supply both sides of the
market, that adopt particular pricing and investment strategies to get both sides
of the market to participate, and that adopt particular pricing and product
strategies to balance the interests of the two sides.29 In a two-sided market, an
intermediary platform internalises the inter-group network externalities, e.g. the
fact that the volume of advertising generated by a search engine depends on the
number of users on the other side.

Characteristics of two-sided markets
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The need to get both sides of the market to participate: To succeed,
intermediaries in industries such as software, portals and media, payment
systems and the Internet, must "get both sides of the market on board."

Pricing strategies and balancing interests: even with both sides "on board,"
intermediaries need to carefully balance their two demands and consider how
price changes on one side of the market may impact the other side.

Multihoming: most two-sided markets seem to have several competing two-
sided firms and at least one side appears to multi home, i.e. to use more than one
provider. For example, many merchants accept both American Express and Visa;
furthermore, some consumers have both Amex and Visa cards. B2B exchange
members may buy or sell their products or services on several exchanges, with
competitive prices on one market then depending on the extent of multihoming
on the other side of the market

In a two-sided network, members of each group have a preference regarding the
number of users in the other group, known as cross-side network effects. Cross-
side network effects are usually positive (e.g. consumers often prefer retail sites
with more products and prefer payment systems supported by more merchants),
but can also be negative (e.g. consumer reactions to large quantities of
advertising). Each group's members may also have preferences regarding the
number of users in their own group, known as same-side network effects. Same-
side network effects may be either positive (e.g. the benefit from social
networking with a larger number of people) or negative (e.g. to exclude direct
rivals from advertising on the same keywords).

In two-sided networks, users on each side typically require very different
functionalities from their common platform, which means the platform incurs
different costs in serving the two groups of users. With search engines, for
example, users require efficient relevant search functionality and potentially
other services such as e-mail, etc. Advertisers, on the other hand, may require
software and services to help them determine relevant keywords, to place
auction bids on keywords, to create ads, manage spending, process transactions,
etc.
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Value chains of two-sided networks also differ from traditional value chains on
the revenue side. A key strategic issue for most Internet intermediaries operating
in two-sided markets is to find an optimal pricing structure, i.e. the division of
revenues between the two sides of the market that gets both sides to participate.
The 'chicken and egg' problem - a platform must have a large installed base of
content, products or services to attract users, but advertisers will only pay to
finance programmes if they are sure to reach many users - means that the
optimal price system can often be to subsidise one side of the market to attract
users on the other side, treating one side as a profit center and the other as a loss
leader.

Intermediary platforms generally subsidise the more price sensitive user group
(e.g. consumers) or the user group that adds platform value (e.g. developers of
applications for the iPhone who increase the value or functionality of the
network), and charge the side whose demand increases most in response to
growth on the other side. Which market represents the profit-making side and
which market represents the loss- leader side depends on the tradeoff between
increasing network size versus growing network value.

REVENUE MODELS

As mentioned previously, various Internet intermediaries use different business
models including advertising, paid subscriptions or renting hosting space,
charging for premium services, commission fees, voluntary donations, or
combinations of these business models.

In addition, more complex producer-consumer models are emerging where the
intermediary platform providers may have one revenue stream but the producer-
consumers have another and there is a symbiotic relationship between the two.
Examples might include application developers on Facebook, vendors in Second
Life, mod-makers in World of Warcraft, or individuals licensing photographs via
Flickr.
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Advertising model

The Internet advertising model is an extension of the traditional media broadcast
model whereby the intermediary provides content and services for free alongside
advertising or branding/co-branding messages. This model works best when the
volume of viewer traffic is very large or very specialised (e.g. a search query).
The following business model categorisation builds on previous OECD work on
digital content.

1. Display ads are advertisements in text image or multimedia
format, on portals such as Yahoo! or specialised websites. In
some cases, ad servers analyse the content of web pages and
automatically deliver advertisements that they consider
relevant to users.

2. Classified ads are listings of certain products or services on a
webpage, e.g. Craigslist.

3. E-mail advertising consists of ads delivered through any type of
electronic mail and may take a variety of forms including links,
banner ads or advertiser sponsorships placed within an e-mail
message.

4. Referrals are a method by which advertisers pay fees to online
companies that refer purchase requests (such as shopping
comparison sites) or provide customer information. For
example credit card companies often invite their customers to
receive commercial messages from "affiliated merchants" such
as rental-car companies via e-mail or may ask their customers
permission to share some information, such as contact
information, with selected "commercial partners."

5. Selling user data involves the sale of anonymous or non-
anonymous information about users to market research and
other firms.
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PRINCIPLES OF ONLINE CONTRACTING

The postal contract law provides that written acceptance completes the contract
once it has been posted. This principle is correspondent to the principle of non-
discrimination under e- commerce that there shall be no discrimination made
between written documents and electronic data. This common law rule has been
adopted widely in the Indian courts. This view was accepted by the Supreme
Court of India in Bhagwan Das V. Girdharilal Co(1996) 1 SCR 656.

The general rule regarding instantaneous communication was laid down
Entores Ltd. V. Miles Far East Corporation (1955) 2 QB 327 where Lord
Denning held that the contract will only be completed when the acceptance has
been received by the offeror. The contract will be made at the place where the
acceptance was received and at what time it was received. When this rule was
applied to fax, the court found the contract was made where and when the
acceptance was received.

In Uganda, we do not have a consumer protection Act. In India however, the
Consumer Protection Act, 1986 is applicable even in the context of online e-
commerce transactions in the case of Anupama Purohit V. Make My
Trip.com Decided by Consumer Disputes Redressal Forum/ Il onTthe court
held that the defendant had committed both deficiency of services and was guilty
of unfair trade practises within the meaning of Consumer Protection Act, 1986
when it failed to allot a room to the complainant despite having received an
advance payment and giving confirmation of the same to the complainant.
Further the defendant unauthorised debited twice the account of the complainant
by using his credit card details and password that were used to make an online
payment to the defendant. Therefore courts in India apply consumer protection
legislation to transactions in the e-commerce world made by consumers to
protect their general interests.

In Uganda, we have a number of laws that attempt to guarantee the consumer
some form of electronic protection.
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LIABILITY OF INTERMEDIARIES FOR WRONG
ACTIONS

When it comes to the modern supply chain, the linkages between different
players are changing. Wholesalers continue to serve an important function in the
supply chain. However, their role is no longer confined to purchasing from
suppliers to distribute to retailers. In order to survive, they must provide a
tangible value adding function that's clear to their customers.

The rise of e-commerce platforms such as eBay, Amazon, Flipkart and ASOS
etc. indicates the rise of a whole new type of intermediaries. It's an interesting
new way to think about the supply chain. Platforms are an additional rung in the
chain and are also merely a medium for those who further up the supply chain to
connect with those that are further down, by bypassing traditional linkages.
Regardless of its role in the supply chain however, the simple fact remains that
the trend towards B2C firms selling through hosted platforms is inevitable. Trust
and convenience are the two primary factors giving rise to the role of
intermediaries. Backed by big names like Amazon, consumers feel assured that
certain consumer protection policies are in place. ASOS for instance, offers a 14
day returns policy. Given the multitude of alternative options on the internet,
maintaining trust in the platform is central to its success. Active reviewers are
also a big part of creating and maintaining a functional and trustworthy platform.
Online reviews have become an integral part of the purchasing process. With
online platforms, where sellers can access a larger customer base, there are also
likely to be more reviews available for consumers to evaluate their purchasing
decision.

At a basic level, the internet's technology requires the insertion of intermediaries
between interacting parties in two ways. First, for all the transactions over the
internet, the communication necessarily involves the internet itself, as well as the
parties necessary to facilitate the particular communication, with the exception
of few entities involved in direct internet transmissions. Secondly, commercial
transactions on the internet require the use of other intermediaries.
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A network service provider represents an interactive network service. It may
provide access to the internet only or offer a range of additional resources.
Depending upon its functional attributes a network service provider may act as
an 'information carrier' or 'information publisher'. A network service provider
means any person who provides access to information service in electronic form.
They perform two tasks:

a. To provide access to the network.

b. To act as an “intermediary" with respect to any particular
electronic message.

The function of a network service provider has to be understood in the terms of
its role as a facilitator with respect to any particular electronic message between
an "originator" and an "addressee". These network service providers act as
intermediaries between the originator and addressee. This does not mean that all
intermediaries are network service providers. For instance, a search engine like
Google though may be referred to as an intermediary but it is not a network
service provider.

It is possible that the "information publisher™ is not only publishing its own "in-
house" content but also buys from other content providers; this does not make
the service provider "less of a publisher". An act of publication includes
distribution also. The conditions under which they shall be liable are:

a. The Internet Service Provider (ISP) knows, or has a reason to
believe that the information content it is transmitting is
unlawful.

b. Regardless of the ISP's knowledge, it benefits directly from the
transmission i.e., it receives benefits beyond the indirect
benefit that is receives from internet access fees.

C. The ISP fails to take reasonable steps to determine if the
information content that it transmits is unlawful.

==
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The ICT laws do not necessary provide that network service providers are liable
for every action by third parties. However, there is an obligation placed on them
to ensure that crime is not committed on their platforms. This platform is highly
contentious given the limited control of service providers over their consumers’

needs and choices.

ADVANTAGES AND DISADVANTAGES OF E-
COMMERCE

Advantages of E-Commerce

Availability. The sites are available full time. Allowing visitors to browse, and
shop at any time.

Speed of access. While shoppers in a physical store, can be slowed by crowds,
e-sites run quickly which is determined by compute and bandwidth
considerations on both consumer device and e-commerce site. Product pages and
shopping cart pages load in a few seconds or less. An e-commerce transaction
can comprise a few clicks and in less than five minutes.

International reach. Other physical business sites can sell to customers who
can access them. / visit them physically. With the e-commerce, businesses can
sell to any customer who can access the website.

Wide availability. It enables brands to make a wide array of products to make
wide array of products available, which are then shipped from a ware house after
purchase is made. Customers are more likely to have chances of succeeding in
getting what they want.

Disadvantages of E-Commerce

Limited customer services. Consumers are not able to see or touch a product
prior to the purchase and wait time for product shipping. A customer in a
physical store can inquire from the cashier, or attendant in a physical store in
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case of anything. In an e-commerce store, customer service be limited. The site
may only provide support during certain hours of the day or a call to customer
service phone number may keep the customer on hold.

Not being able to touch or see. With images on websites can provide a good
sense about a product. It is different from experiencing it directly. E-commerce
can lead customers to receive products that differ from their expectations.

Security Problems. Skilled hackers can create authentic websites that claim to
sell products . Instead the site sends customers forfeit or imitation versions of

those products. Or simply collects customer’s credit information.

The validity of click-wrap methods of acceptance is well accepted as equivalent
to incorporation of terms by signature.
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CHAPTER 09

3%

ELECTRONIC SIGNATURES

INTRODUCTION

During the start of mid-19" century, the contracts and business transactions were
carried out using telegraph machines; Morse code encryption signature was used
to verify the authenticity of the signer. From then the digital signature law was
born. Lamport signatures, Markel signatures, Rabin signatures were the early
digital signatures those were developed, but they were not efficient. In 1989, the
first well known digital signature software package Lotus 1.0 was released.

The legality of digital signatures was upheld in a New Hampshire supreme court
ruling as early as 1869. Then the fax machines were used widely, so the digital
signature law was revised accordingly. After that the ATM’s, click-to-accept the
software license; digital signature law has been revised again and again to match
the growth of technology. Recently the growth of e-commerce and e-business
has altered the digital signature and its law. The UN published the UNCITRAL
Model Law on Electronic Commerce in 1996 that gave uniform standards for
digital signature legislation for the e-business and e-commerce, which has a
global game. Soon some governments started implementing the digital signature
law.

10101
01 &

s



168|Cyber Law in Uganda

Despite the security risks, data is routinely transferred over the Internet
throughout the commercial world. Paper is rapidly giving way to purely
electronic forms of documentation. This trend includes the increased use of
electronic, documents in the formation of contracts. Electronic contracts, like
their paper counterparts, are subject to contract formalities requiring
“signatures”. There are many ways to “sign” an electronic contract. A simple
text signature closing an e- mail message is a common example. Another
example is a “mouse click” that indicates the intent to be bound by certain legal
terms on a Web page. Although simple methods such as these theoretically may
satisfy the formality of signature, they lack many of the inherent security
attributes of signed paper documents, such as “semi permanence of ink
embedded in paper, unique attributes of some printing processes, watermarks,
the distinctiveness of individual signatures, and the limited ability to erase,
interlineate, or otherwise modify words on paper.” Furthermore, in order to
overcome the Internet’s inherent security risks, electronic signatures must serve
three critical purposes;

a) To identify the source or sender,

b) To indicate the sender’s intent (for example, to be bound by the terms of
a contract), and

c) To ensure the integrity of the document signed. Text e-mail signatures,
mouse clicks, and the like apparently fail to serve these purposes.

The term “digital signature” usually describes an electronic signature, which has
been produced through the use of public key cryptography. Often both terms
seem to be used interchangeably. Electronic signatures today are based on a so-
called asymmetric cryptosystem, which uses two keys, a private one and a public
one. Only the originator can generate the digital signature, but anyone can verify
the message with the public key. This method makes it possible to ascertain
whether the data has been encrypted with a certain private key, which in turn is
particular to a certain signatory. Digital signature technology was developed to
address the authentication needs of companies and consumers as they engage in
transactions online, allowing parties to authenticate their electronic documents in
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the open network of the Internet to compensate for the lack of printed
documents. The digital signature becomes a part of a message, which indicates
the source of the message and shows that the message has not been altered in
transit.

DEFINITION OF ELECTRONIC SIGNATURES

Simply put, Electronic signature means data in electronic form, which is
attached to other electronic data and which serves as a method of
authentication.®

This system asks for someone-called a “Trusted Third Party”-to be responsible
for the attribution of a key to a certain person. The private key is allotted to a
signatory by a certification authority, which may be either a public or a private
organization. The certificates handed out and administered by these certification
service providers serve to identify the signatory. The individual seeking to be
certified is called a “subscriber,” and the party using the certificate to identify
the subscriber is known as the “relying party.” Electronic commerce depends on
the development of trusted certification services, which support the electronic
signatures that will permit users to know who they are communicating with on
the Internet.

Section 2 of the Electronic Signatures Act, ® defines an electronic signature to
mean data in electronic form affixed to or logically associated with a data
message, which may be used to identify the signatory in relation to the data
message and indicate the signatory’s approval of the information contained in
the data message. It is data appended to, or a cryptographic transformation of, a
data unit that allows a recipient of the data unit to prove the source and integrity
of that unit and protect against forgery e.g. by the recipient. e-Signatures

demonstrate an individual’s consent to any agreement.

8 Chanakya Jayadeva — Electronic Signatures — Perspectives and Problems
8 2011
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Online authentication is necessary in the fast growing digital environment. Lot
of different kinds of electronic signatures are available to authenticate, in which
electronic signature is one of the powerful authentication method. Digital /
electronic signature not only authenticates the person, who sends the data, also
ensures the integrity of the data transferred, making sure that the data has not
been tampered while it is transferred. Digital signature software is a powerful
business tool in recent years that is used to sign documents, contracts, e-tax
filing etc.

Electronic signature cryptosystem is based on public key cryptography where
there is a key pair that consists of a public key, publicly known, and a private
key, only known by the signatory. Other configurations where the private key is
stored in a central key management system for key escrow and further recovery
may be implemented.

Using electronic signature cryptosystem, the signatory can generate a digital
signature on certain data by using his private key. Afterwards, a relying party or
verifier can use the public key to verify the digital signature. Therefore, a digital
signature based on public key cryptography can be used to authenticate the
signatory as the signature is created using means that the signatory can maintain
under his

The United Nations published the UNCITRAL Model Law on Electronic
Commerce in 1996 that gave uniform standards for digital signature legislation
for the e-business and e-commerce. Most of the countries started following it.
The document is legally bounded when it is digitally signed.

UNCITRAL defines electronic signature as data in electronic form in, affixed to
or logically associated with, a data message, which may be used to identify the
signatory in relation to the data message and to indicate the signatory’s

approval of the information contained in the data message”.

Digital or electronic signature law may slightly vary between countries. The
awareness and percentage of people using digital signature also varies between
countries. In developing countries, percentage of internet users are very less

==
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when compare to the developed countries, which is directly proportional to the
users of digital signature.

The emerging trades between countries are made easy and more secure by using
digital signature. Thus knowledge about the digital signature law in different
countries and the perspective of people towards digital signature becomes
important. The purpose of digital signatures is to authenticate digital documents
and give them a purpose.

In today’s business world, complex work flow formats and convenient
interfacing allow us to introduce attacks that are mere manipulations of the
internal ability of workflow format to introduce dynamic content.

The electronic signature has become a key element in the information society.
Several national and international legislations recognize the legal effectiveness
of electronic signatures and their admissibility as evidence in legal proceedings.
In addition, current legislation specifically grants electronic signatures an
important role for promoting e- commerce.

Consequently, the electronic signature is functionally equivalent to the
handwritten signature. The signatory is legally bound respecting the
commitments made in the signed document once his knowledge and approval of
the content of the document are consciously represented by his electronic
signature. The electronic signature acts as instrument of evidence regarding the
authenticity of the electronic document in the same way as the handwritten
signature does regarding the paper-based document.

An electronic signature which conforms to these requirements (functional
equivalence) will have legal effect, no matter its nature or technical background.
This model grants to market forces the power to decide what constitutes an
electronic signature.

Section 4 of the Electronic Signatures Act, 2010 (ESA) provides that;

1) Where the law requires a signature of a person, that requirement is met
in relation to a data message if an electronic signature is used which is as
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reliable as was appropriate for the purpose for which the data message
was generated or communicated, in light of all the circumstances,
including any relevant agreement.

2) An electronic signature is considered to be reliable for the purpose of
satisfying the requirement referred to in subsection (1)

It must fulfill the following requirements; i.e if—

a) the signature creation data are, within the context in which they are used,
linked to the signatory and to no other person;

b) the signature creation data were, at the time of signing, under the control
of the signatory and of no other person;

c) any alteration to the electronic signature, made after the time of signing,
is detectable; and

d) where a purpose of legal requirement for a signature is to provide
assurance as to the integrity of the information to which it relates, any
alteration made to that information after the time of signing is
detectable,

The reliability of a signature is challengeable. Subsection 4 allows that a person
may adduce evidence proving the unreliability of an electronic signature.

Neocleous v Rees (2019) EWHC 2462 concerned informal e-mail sign-off plus
auto-appended name and contact details which were held to satisfy statutory
requirement for a signature.

In English law a contract for the sale of land must be “signed by or on behalf of”
the seller and purchaser. In this dispute, the seller’s solicitor sent an e-mail
offering terms for the sale of his client’s land. He finished ‘Many thanks’, then
pressed Send. The firm’s e-mail system automatically appended his nhame and
contact details to the foot of the e-mail. The purchaser’s solicitor accepted the
offer. The judge rejected an argument that a handwritten name, or at least a
facsimile of such handwriting, was required.
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A qualified electronic signature is legally equivalent to a hand-written signature,
complying with the formal requirements established for the latter. The European
Directive indicates that these electronic signatures “satisfy the legal
requirements of a signature in relation to data in electronic form in the same
manner as a handwritten signature satisfies those requirements in relation to
paper-based data”. Notwithstanding, electronic signatures not considered as
qualified are legally recognized as well according to the European Directive and
the Spanish Law. Article 5.2 of the Directive states that “Member states shall
ensure that an electronic signature is not denied legal effectiveness and
admissibility as evidence in legal proceedings solely on the grounds that it is in
electronic form, or not based upon a qualified certificate, or not based upon a
qualified certificate issued by an accredited certification-service-provider, or not
created by a secure signature-creation device”. In Uganda, section 7 of the
electronic Transactions Act provide for admissibility of electronic evidence.

What is a “Signature “for?

A manuscript signature is accepted without question as legally effective in all
jurisdictions, assuming it has not been procured by fraud, and it is rarely asked
what effects such a signature is required by law to achieve. However, in those
cases where the validity of alternatives has been considered, other methods of
signing a document, such as signature by means of a printed or rubber stamp
facsimile, have been assessed for validity. The most common approach is to
define the functions that a signature must perform, and then to treat signature
methods that affect those functions as valid signatures.

The primary function of a physical signature is to provide evidence of three
matters:

¢ the identity of the signatory
¢ that the signatory intended the signature to be his signature
¢ that the signatory approves of and adopts the contents of the document.
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In M. Kantha v. P. Valmurthy®’ It was argued that the appellant at the time of
signing the contract was drunk and had no mental equilibrium and so that the
respondent cunningly obtained the signature and document. Court expounded on
the importance of a signature in signed documents as was an issue too in

L’estrange v. Graucob.

Manuscript signatures meet these functional requirements in a number of ways.
Identity is established by comparing the signature on the document with other
signatures that can be proved, by extrinsic evidence, to have been written by the
signatory. The assumption is that manuscript signatures are unique, and that,
therefore, such a comparison is all that is necessary to provide evidence of
identity. In practice, manuscript signatures are usually acknowledged by the
signatory once they are shown to him, and extrinsic evidence is only required
where it is alleged that the signature has been forged.

Also, intention to sign is normally presumed because the act of affixing a
manuscript signature to a document is universally recognized as signing®.
Intention to sign is normally only disputed where the affixing of the signature
has been procured by fraud, and in those cases the signatory bears the burden of
displacing the presumption that he intended to sign. Intention to adopt the
contents of the document is similarly presumed because it is general knowledge
that affixing a manuscript signature to a document has that effect. In both cases,
the burden of displacing the presumption is on the signatory.

In the context of Internet communications, the thing to be signed, an electronic
document, exists more as a matter of metaphysics than as a physical object. For
this reason, it is very difficult for an electronic signature method to meet any
physical requirement of form. For example, some of the English cases and
statutes on physical world signatures appear to state that a signature must take
the form of a mark on a document

87 Appeal suite no. 493 of 2008 [2011]
8Bluesky International Marketing, Market Facts Index, at
http://mww.blueskyinc.com/factindx.htm (last visited Dec. 5, 2021).
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THE VALIDITY OF E-SIGNATURES

It is a fundamental requirement of electronic commerce that the transactions
entered into via electronic communication should be legally binding on the
parties. For a large class of business-to-consumer (B2C) transactions, this
presents no real difficulty. The physical world carries out B2C transactions
without any formalities at all but this is not the same case for the digital world.*

Often as it is that in every contract, there must be acceptance to an offer made
therein®, so electronic signatures are to the effect that they fulfill this contractual
requirement. Acceptance is one person’s compliance with the terms of an offer
made by another person or it is the unconditional consent to the terms of the
offer. It is important that for a contract to be binding, the acceptance is in
specific reference to the offer and that the offeree must accept all the terms of
the offer as emphasized in International Bus MachsCorp v. Johnson®. This is

b

also captured in the contractual element of “consensus ad idem.” In
Bhagwandas Goverdhandas V. M/s. Girdharilal (1966), court stated that
acceptance and intimation if acceptance of offer are therefore both necessary to
result in a binding contract. A common way to signify acceptance in E-contracts
is for two parties to sign a document together and the rule of signed documents
takes effect as established in L’Estrange v. Graucob Ltd*?and expounded on in

the Ugandan case of Opia v. Chukia®

Thence, the requirement of a signature, be it an electronic signature is to
authenticate acceptability to an offer or any transaction. Borrowing from article
1366 of the French Civil code; an electronic riding has the same evidentiary
values as a paper based writing, on condition that the person from whom it
emanates can be duly identified and that it be created and preserved under
conditions guaranteeing its integrity.

8 Chanakya Jayadeva — Electronic Signatures — Perspectives & Problems accessed at
https://www.lawnet.gov.lk on 16" Dec, 2021

% See section 10 of the Contracts Act 2010

1629 F. Supp S.DN.Y (2009)

9211934] 2kb 394

95 ors CS 22 OF (2013)UGHCCD 117
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“An electronic signature is capable in law of being used to execute a document

(including a deed) provided that

(i) The person signing the document intends to authenticate the document
and

(if) Any formalities relating to execution of that document are satisfied.”
There is support for this in Golden Ocean Group Ltd v Salgaocar
Mining Industries PVT Ltd (2012) EWCA Civ 265. This case
represents a situation where Cases in which an informal electronic
signature has been held to satisfy a statutory requirement for a
signature.

This case concerned a contract of guarantee, which under S.4 of the Statute of
Frauds 1677 had to be signed by or on behalf of the guarantor in order to be
enforceable. The contract was said to be formed in a series of e-mails. It was
common ground between the parties in the Court of Appeal that for the purposes
of s.4 “an electronic signature is sufficient and that a first name, initials, or

perhaps a nickname will suffice”.

When judicial decisions have arisen, the dispute has tended to be about whether
a specific statutory signature requirement was satisfied, whether informal
insertion of a name was intended to be a signature, or whether the correct person
applied the electronic signature.

Although informal electronic signatures, such as typing a name at the end of an
e-mail, can readily count as a signature in English law, they, however, have
greater potential to give rise to uncertainty and disputes than does an electronic
signature applied using the kind of structured processes and evidential records
available in an electronic signature signing platform, such as DocuSign
eSignature.

In multiple cases, informal electronic signatures have been held to satisfy a
statutory requirement for a signature.
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In Bassano v Toft*it was held that Clicking on an “I accept” button held to
satisfy a statutory requirement for a signature. This case concerned a consumer
loan agreement, which under consumer credit legislation had to be signed by the
borrower. The judge held that clicking on an “I accept” button in an electronic
document satisfied the signature requirement.

TYPES OF ELECTRONIC SIGNATURES

Qualified signature

That means that, if it is proved that the signature is a qualified one, the alleged
signatory must provide evidence that questions, beyond reasonable doubt, its
security in case its authorship, and thus of the signed document, is repudiated.
The onus of proof is legally reversed, moving the burden of proof to the alleged
signatory instead of to the verifier.

Advanced or basic signature

In case of a basic or advanced signature, the alleged signatory is also capable of
repudiating the authorship but it is the other party the one who must provide
evidence that support the reliability of the signature.

Advanced electronic signatures are electronic signatures which are uniquely
linked to the signatory, are capable of identifying the signatory, are created using
means that the signatory can maintain under his sole control, and are linked to
the electronic data to which they relate in such a manner that any subsequent
change of the data is detectable. Thus, an advanced electronic signature is apt to
both identify the signatory and to provide proof against falsification of the data it
accompanies. According to section 2 of the Electronic Signatures Act, 2010,
“advanced electronic signature” means an electronic signature, which is

a) uniquely linked to the signatory;
b) reliably capable of identifying the signatory;

%(2014) EWHC 377
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c) created using .secure signature creation device that the signatory can
maintain; and

d) Linked to the data to which it relates in such a manner that any
subsequent change of the data or the connections between the data and
the signature are detectable;

Advanced signatures are mentioned in section 10 which states that;

a) An advanced electronic signature, verified with a qualified certificate, is
equal to an autographic signature in relation to data in electronic form
and has therefore equal legal effectiveness and admissibility as
evidence.

b) the authenticity and validity of the certificate required at the time of
signature verification are verified;

In Golden Ocean Group Ltd v Salgaocar Mining Industries PVT Ltd
(2012) EWCA Civ 265 it was held that a first name, initials, or perhaps a
nickname can amount to an authentic electronic signature.

Some authors make the assumption that the qualified signature is given a iuris
tantum presumption of authenticity that is, the alleged signatory is given the
chance to provide evidence that contradicts the established presumption of
authenticity of the signature.

The situation would be different if the presumption of authenticity followed the
iuris et de iure principle, supported by other authors, and that implies that the
alleged signatory is not given the chance to refute the authenticity of the
qualified signature. Here, the alleged signatory is automatically assumed to be
the actual signatory, having to deal with the consequences always. Take for
instance, the UNCITRAL Model Law on Electronic Commerce indicates that
a receiver is entitled to regard a data message as being that of the originator, and
to act on that assumption, if, in order to ascertain whether the data message was
that of the originator, the receiver properly applied a procedure previously
agreed to by the originator for that purpose (e.g. use of certain type of electronic
signature). It is important to make reference to the Digital Signature Guidelines
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of the American Bar Association. The Digital Signature Guidelines of the
American Bar Association refers to the equitable principles as a means to not
give the signatory the chance to repudiate the signature.

If the technology used to produce the electronic signature is based on digital sig-
natures, and a digital certificate issued within a PKI is owned by the signatory,
then the certificate revocation could limit the liability derived from such
signature. Four possibilities exist regarding the phases inherent in the revocation
process.

An electronic signature associates a digital sequence with an electronic
document to represent a handwritten signature on a paper printed document. This
digital sequence should be considered similar to a handwritten signature. In
principle, an electronic signature is based on the use of two different digital keys
known as a key pair. Each key pair is made up of a private key and a public key.
The two are interdependent but can be used separately. Typically each key pair
may belong to a specific key holder. The algorithm works in such a way that it is
computationally infeasible for a third party to compute the private key even if
they are in possession of the public key.

FORMATION OF ELECTRONIC SIGNATURE

The idea of digital signature uses derived from two concepts namely
Asymmetric cryptography and RSA algorithm.

Cryptography

Cryptography is an art of transferring data from one point to other in a form than
the third party can’t understand it. The data can be in any form. Cryptography is
done by following two basic steps encryption and decryption and that is by
Encryption which means the converting the original information into unreadable
cipher information by using a key (or in other words set of rules), this happens in
the senders end. Special class of electronic signatures that use public key
cryptography to give electronic signatories a unique digital identification. Used
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properly, digital signatures identify the sender, ensure message integrity, and
render the message non-repudiative.

Decryption.

Decryption is converting back the cipher information into the original
information by using a key (or in other words set of rules), this happens in the
receivers end.

By these two steps the cryptography protects the information from sharing it
with other than the desire person while transferring it.

Electronic signatures are used to authenticate digitally transferred data and to
ensure that the content of the message or the document sent has no changes.
Electronic signature cannot be imitated and can be time stamped automatically,
avoiding the chances of the sender to repudiate it later. Electronic signature of
the digital certificate issuing authority is also included in the digital certificate,
s0 it is possible to check the originality of the certificate by anyone.

The electronic signature provides four main characters;

Confidentiality and Privacy: As the data is encrypted the confidence and
privacy of the data is confirmed.

Authentication: The identity of the sender is ensured by the digital certificate.
So, the receiver can verify the identity of the sender. Authentication should be
understood as a means of identifying the signatory but also indicating the
signatory’s approval of the signed data, as interpreted in the incorporation of the

Directive into the national laws by most Member States.

The signature is binding between the public key used to verify the signature and
the identity of the signer, by means of a digital certificate issued by a trusted
authority. Thereby, the origin of the evidence (authenticity) is verifiable by the
relying party. As it ensures the authenticity of the sender, The falsely deny of the
sender is also not possible. For instance, the digital Signature purpose is intended
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to be used in authentication services, data origin authentication services, and/or
integrity services.

Section 16 of the Electronic Signatures Act provides that digitally signed
document are taken to be written documents.

(1) A message shall be as valid, enforceable and effective as if it had been
written on paper if;

(@) It bears in its entirety a digital signature; and

(b) That digital signature is verified by the public key listed in a certificate
which;

(i) Was issued by a licensed certification service provider; and
(if) Was valid at the time the digital signature was created.

Integrity: digital signature ensures that the data is not tampered during the
transfer. Due to the cryptographic properties of digital signatures, any
modification of the signed information or the signature itself is detected,
assuring the integrity of the evidence and the signed information

Non - repudiation: A digital signature is data appended to, or a cryptographic
transformation of, a data unit that allows the recipient of the data unit to prove
the source and integrity of the data unit and protect against forgery by the
recipient. It is a non-repudiation token generated using asymmetric techniques,
and that is exchanged during a protocol and which can be used subsequently, by
disputing parties or by an adjudicator, to arbitrate in disputes. The originator of
the signature (the signer) cannot later repudiate the authorship, since he is the
only one that (theoretically) knows the private key.

The digital signature must be verified in conjunction with the signed
information, the validity of the signature must be satisfied, and the digital
certificate must be valid at the time the signature was computed. When these
requirements are met, the evidence is considered as valid. Consequently, a
digital signature acting as non-repudiation evidence and that is correctly verified
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according to the particular non-repudiation policy is suffice to resolve a possible
dispute, avoiding the alleged signatory to successfully repudiate the commitment
made in the transaction.

In the same way, a digital signature acting as non-repudiation evidence can be
verified by any of the next entities but using the public key certificates and
certificate revocation lists which were all valid at the time the evidence was
generated:

The non-repudiation service protects the parties involved in a transaction against
the other party denying that a particular event or action took place. Non-
repudiation services permit to design protocols and applications where strong
commitments are made between the participant entities. Electronic commerce
protocols or e-Government services are among those scenarios that must protect
the entities against fraud and misbehavior. In non-repudiation services, digital
evidence permit to enforce the responsibility that each entity takes on in the
transaction, avoiding a further successful repudiation of the commitments made.

Non repudiation works in the following ways;

Non-repudiation of origin, intends to protect against the originator’s false
denial of having created the content of a message and of having sent a message,
covering both non-repudiation of creation and non-repudiation of sending.

Non-repudiation of receipt, intends to protect against a recipient’s false denial
of having received a message.

Non-repudiation of knowledge, intends to protect against a recipient’s false
denial of having taken notice of the content of a received message.

Non-repudiation of delivery, intends to protect against a recipient’s false denial
of having received a message and recognized the content of a message, covering
both non-repudiation of receipt and non-repudiation of knowledge.

Non-repudiation of submission, intends to provide evidence that a delivery
authority has accepted a message for transmission.
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Non-repudiation of transport, intends to provide evidence for the message
originator that a delivery authority has delivered a message to the intended
recipient.

Evidence is information that either by itself or when used in conjunction with
other information is used to establish proof about an event or action. Proof is the
corroboration that evidence is valid in accordance with the non-repudiation
policy in force. Though evidence does not necessarily prove the truth or
existence of something, it contributes to the establishment of such proof. On the
other hand, the non-repudiation policy is whatever set of criteria for the
provision of the non-repudiation service, that is, the set of rules to be applied for
the generation and verification of evidence and for adjudication.

A trusted third party which is an entity trusted by the entities involved in the
service provision, may be necessary during the protocol execution. The degree
of participation of the Trusted Third Party during the evidence exchange varies,
existing trusted Third party that intervene in every message transmission
(inline), only in certain transmissions (online), or just when a protocol
interruption or entity misbehavior occurs (offline). Depending on the type of
evidence being produced and the trusted third party involved in the non-
repudiation service, the evidence generation, transfer, storage, retrieval and
verification phases differ.

The non-Repudiation /content Commitment purpose means that the signer
cannot later repudiate having performed the signature. Thus, this key usage is
completely needed if the signer has to consume a non-repudiation service, or
when the signature has to legally bind the signer respecting the signed data

Digital signature is one of the concepts in public Key Infrastructure, the
information or the identity of the user is tied to the public key. The Digital
certificate is signed by the Certification Authority that provided it, to ensure trust
in the signed data.

Digital signature software became a powerful business tool in recent years. It
provides ability to sign online. Documents, contracts, different kinds of form, tax
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filing can be executed online. This technology is secure, legally robust, and
efficient, and saves all parties time, money, and hassle.

DIFFERENCE BETWEEN DIGITAL SIGNATURE
AND ELECTRONIC SIGNATURE

Digital signature and Electronic signature are used interchangeably, but they are
not same. Digital signature is one of the kinds of e-signature. Digital signature,
electronic signature or the signature on a paper the old-fashion way, the intention
is the same, agreeing with the terms. But they have different legal weight and a
different technological perspective.

An e-signature or electronic signature includes all types of electronically
approval methods. It could be an audio file, graphical stamp, a process, or even
pressing the “Agree” button in most of the terms and conditions tab, etc. It
includes simple forms like pressing “place order” to complex forms like

biometric signature.

For a business contract or tax filling, it is not advisable to use any kind of e-
signature, since not every e-signature has the same legal value and secured. The
signature should be authenticable, have integrity and security, when it comes to
legal documents. So, in these situations the use of biometric signature or digital
signature would be more appropriate. And these complex signature types are
legally binding and are more secured and unique, which helps in trusting the
document.

Statutory/Legal Requirements of electronic signatures
Evidence of the Signatory’s Identity

An electronic signature, by itself, cannot provide sufficient evidence of the
signatory’s identity. To explore this matter further, evidence is required that

links the signature key or other signature device to the signatory himself. But the
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recipient wishes to be able to rely on the signature without needing to collect
evidence for use in the unlikely event that the signature is disputed.

For this reason, most electronic signatures used for e-commerce communications
are likely to be accompanied by an ID Certificate issued by a Certification
Authority. The Certification Authority takes traditional evidence of identity® for
example, by examining passports, and, in the case of public key encryption
digital signatures, checks that signatures effected with the signatory’s secret key
are verifiable using the public key. Once the Certification Authority is satisfied
as to the signatory’s identity, it issues an ID Certificate, which includes, inter
alia, a certification of the signatory’s identity and of his public key. This
certificate may be used by the recipient to prove the signatory’s identity.

Evidence of Intention to Sign and Adoption of Contents

Once identity has been proven, the very fact that an electronic signature has been
affixed to a document should raise the same presumptions as manuscript
signatures the signature is effected by selecting from an on-screen menu or
button, with the signature key stored on the signatory’s computer the signature
key is stored on a physical token, such as a smart card, which needs to be present
before the signature software can affix the signature.

In either case, a third party who had access to the computer or to the storage
device would be able to make the signature. For this reason, an electronic
signature should be considered as more closely analogous to a rubber stamp
signature. The party seeking to rely on the validity of the signature may need to
adduce extrinsic evidence that the signature was applied with the authority of the
signatory until the use of electronic signatures becomes so common that the
courts are prepared to presume that a third party who is given access to the
signature technology has been authorized by the signatory to sign on his behalf,
or unless a statute introduces a presumption as to the identity of the signatory.

%See Saunders v. Anglia Building. Society [1971] AC 1004 (U.K.).
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In Green v Ireland®® It was held that Clicking on an “I accept” button held to
satisfy a statutory requirement for a signature.  This case concerned an alleged
email contract to create a charge over land. Under the relevant legislation it had
to be “signed by or on behalf of” the respective parties. There was no dispute
that they had, by inserting their names at the end of the emails that they had sent,
signed them for the purposes of the legislation.

In Neocleous v Rees (2019) EWHC 2462 an Informal e-mail sign-off plus auto-
appended name and contact details were held to satisfy statutory requirement for
a signature. The name and contact details of the seller’s solicitor had consciously
been entered into the firm’s e-mail settings by someone at some stage. The
solicitor knew that the system would automatically append his name and contact
details. Writing ‘Many thanks’ at the end of the e-mail suggested that he was
relying on that happening. In those circumstances it was difficult to distinguish
that process from manually adding the name each time an e-mail was sent. The
recipient would have no way of knowing whether the details had been added
manually or automatically. Objectively, the presence of the name indicated a
clear intention to associate the sender with the e-mail — to authenticate or sign it.

Mehta v. J Pereira Fernandes ' it was held that the sender’s automatically
inserted e-mail address was not included with intent to be a signature. ~ Under
S.4 of the Statute of Frauds 1677 a guarantee had to be signed by or on behalf of
the guarantor in order to be enforceable. Mr Mehta’s name or initials did not
appear at the end of the e mail or anywhere else in its body. The judge was in no
doubt that if someone creates and sends an electronically created document, then
he will be treated as having signed it to the same extent that he would be treated
as having signed a hard copy of the same document.

However, he rejected the argument that the appearance of Mr Mehta’s email
address at the top of the email was a signature for the purposes of the section,
since it had not been included with the intention of giving authenticity to the
document. Its inclusion was not intended as a signature.

%(2011) EWHC 1305.
$7SA (2006) EWHC 813
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In cases where an electronic signature that has previously been acknowledged by
the signatory is effected by an unauthorized third party, however, the apparent
signatory should be estopped from denying that it was his signature. The
objection that an electronic signature fails to meet the evidentiary requirements
because a successful forgery cannot be detected is easily dismissed by pointing
out that no such requirement is imposed for manuscript signatures. Indeed,
signatures in pencil have been held valid under English law for such important
commercial documents as bills of exchange and guarantees. In fact, electronic
signatures are normally much harder to forge than manuscript signatures. Thus,
the only function that electronic signatures cannot provide is that of making a
mark on a document.

In. Morion v. Copeland [1855] 16 CB 517, 535 (Maule J) it was held that
signing “does not necessarily mean writing a person’s Christian and surname,

but any mark which identifies it as the act of the party.

THE ROLE OF ID CERTIFICATES

Where the parties have had no previous dealings, the recipient will have no
knowledge whether the public key does in fact correspond to the purported
identity of the signatory. This is where the ID Certificate comes in. It contains: a
copy of the signatory’s public key, a statement that the issuer of the Certificate
has checked the identify of the signatory, that the signatory does in fact possess
the signature data that corresponds to the public key, and that the issuer has

checked that the public key validates the identified person’s electronic signature.

Thus, where an electronic signature is made on a document, the accompanying
ID Certificate provides evidence from an independent third party that the person
named in the certificate did in fact have access to the unigue signature data so
long as the public key included in the certificate validates the signature. In the
absence of evidence from the alleged signatory that some third party forged his
signature, a court should be satisfied by the evidence that the purported signatory
was responsible for the electronically signed document.
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IMPORTANCE OF ELECTRONIC SIGNATURE

Electronic signatures are likely to be used for a wide range of transactions,
which have legal consequences, including:

The formation of contracts

Transactions where the recipient of the communication is required to identify its
customer, for example, funds transfers to which money laundering controls
apply the provision of legally required information to government agencies
where there may be a need to ensure that the information source is correct, or
more commonly where there are penalties for supplying incorrect information,

for example, on tax returns.

Electronic signatures are also likely to be required for identification purposes
where the user is requesting information that should not be released to third
parties, such as information about the user’s bank account. In addition, there are
a several types of commercial transactions where digital identification will be
useful to one of the parties.

Electronic signatures are used to show originality of a data message and who is
the signor of a document.

Section 17 states that a digitally signed document is deemed to be original
document.

A copy of a digitally signed message shall be as valid* enforceable and effective
as the original of the message unless it is evident that the signer designated an
instance of the digitally signed message to be a unique original, in which case
only that instance constitutes the valid, enforceable and effective message.

Signatures serve as the means to establish higher level of security requirements
for the signatures of a transaction, filling the gap left by the key usage. The
signer can select the desired commitment type, and include it as a signed
attribute of the signature. Moreover, the signer must indicate in the electronic
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signature which policy it complies to. For that purpose, a reference to the
signature policy has to be included as a signed attribute as well.

The reference consists of the unique policy identifier (OID), the hash value of
the policy and the hash algorithm identifier used to compute the hash value over
the signature policy description. If a dispute arises, the signature can be used to
provide supportive evidence over the procedure associated with a specific
signature in use. Implicit references to the signature can be made as well but the
structure or semantics of the document that a user is signing must be well
defined. It is worth noting that the signature policy reference is a signed attribute
inside an electronic signature format and therefore it is not possible to substitute
the policy used during the signature generation without invalidating such
signature. This prevents the possible situation where an attacker wants to limit
the requirements under which the signature is considered to be valid by replacing
the policy by a less demanding one.

Notwithstanding, a conceptual relationship between both sets exist. A signhature
intended to bind the signer with the signed content should use a certificate with
the non Repudiation bit set to ’1°. In the same way, the commitment type chosen
from those available in the signature policy should cover that intention (e.g.
content approval). Though not every combination of key usages and
commitment types are coherent, a matrix of correspondence or consistent
combinations could be traced. However, as commitment types of a signature
policy are context specific, this matrix should be implemented in a case by case
basis.

An important contribution of signature policies is that they enforce enclosing the
consequences that can be derived from a signature. Used in conjunction with
appropriate key usages, the signer can obtain a certain level of confidence
respecting the type of signature that is being generated.

However, the increase of paper-based processes being transposed into the digital
realm makes current signature policy definition insufficient to cope with the new
needs that arise. Very often, documents require more than one signature to give
it legal validity or to make a transaction effective. This limitation was pointed
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out by ETSI in a technical report published in 2003 ETSI report studies
business needs that may need multiple signatures, and provides a foundation for
further work in relation to the technical implementation of a signature policy
governing multiple signatures, and a general guidance on a methodology for the
validation of multiple signatures. ETSI report assumes that each signature will
be validated under a signature policy for single signatures such as The challenge
raised by ETSI is the specification and validation of the relationship of each
required signature against the others. At the time of writing this thesis, no
technical solution covering this need had been proposed

INFORMATION LICENSING

A subscriber may apply for a license from a certification service provider and
the latter upon receiving such application, shall consider that the applicant has
all necessary requirements as stated in the law.

For one to obtain license to operate as a certification service provider;
An application for a license is made under section 25 which provides that;
25. Application for licence.

(1) An application for a licence under this Act shall be made in writing to the
Controller in such form as may be prescribed.

(2) An application under subsection (1) shall be accompanied by such
documents or information as may be prescribed and the Controller may, at any
time after receiving the application and before it is determined, require the
applicant to provide "such additional documents or information as may be
considered necessary by the Controller for the purposes of determining the
suitability of the applicant for the licence.

(3) Where any additional document or information required under subsection (2)
is not provided by the applicant within the time specified in the requirement or
any extension granted by the Controller, the application shall be taken to be
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withdrawn and shall not be further proceeded with, without prejudice to a fresh
application being made by the applicant.

The grant or refusal of license is provided for under section 26 and in addition, it
provides that;

(2) A licence granted under subsection (1) shall set out the duration of the
licence and the licence number

(3) The terms and conditions imposed under the licence may at any time be
varied for just cause or amended by the Controller but the licensee shall be given
a reasonable opportunity of being heard.

(4) The Controller shall notify the applicant in writing of his or her decision to
grant or refuse to grant a license within thirty days of receiving the application.

This license may be revoked under section 27, if proved that the certification
service provider has failed to comply with an obligation imposed upon them
under the Act or that they have contravened any other condition imposed on
them under any other written law.

The aggrieved person may appeal under section 28 giving sufficient grounds
therefore and this appeal shall be determined by the minister in 30 days but if the
person is not satisfied still, they may appeal to the High court. The license is
renewable under section 35.

ATTRIBUTION OF AN ELECTRONIC
SIGNATURE/ AUTHENTICATION

An electronic authentication, display, message, record, or performance is
attributed to a person if it was the act of that person or its electronic agent, or if
the person is bound by it under agency or other law. The party relying on
attribution of an electronic authentication, display, message, record, or
performance to another person has the burden of establishing attribution.
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a) The act of a person may be shown in any manner, including a showing
of the efficacy of an attribution procedure that was agreed to or
adopted by the parties or established by law.

b) The effect of an electronic act attributed to a person under subsection (a)
is determined from the context at the time of its creation, execution, or
adoption, including the parties’ agreement, if any, or otherwise as

provided by law.

If an attribution procedure exists, to detect errors or changes in an electronic
authentication, display, message, record, or performance, and was agreed to or
adopted by the parties or established by law, and one party conformed to the
procedure but the other party did not, and the nonconforming party would have
detected the change or error had that party also conformed, the effect of
noncompliance is determined by the agreement but, in the absence of agreement,
the conforming party may avoid the effect of the error or change.

SIGNING AND VERIFICATION IN DIGITAL
SIGNATURE

digital signatures are to be authenticated by a certificate issued by a licensed
certification service provider as an acknowledgement of a digital signature
verified by reference to the public key listed in the certificate, regardless of
whether words of express acknowledgement appear with' the digital signature
and regardless of whether the signer physically appeared before the licensed
certification service provider when the digital signature was created, if that
digital signature is

a) verifiable by that certificate; and
b) was affixed when that certificate was valid. per section 18 of the
Electronic Signatures Act (ESA.)

The digital signature for the data is generated in two steps:
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1. Generation of the message digest: The message digest is generated
using hash algorithm. This gives a binary message of the original
message.

2. The generated message digest is encrypted by the sender’s private
key. The encrypted message digest is known as the digital signature.

In conclusion, an electronic signature are an important part of contract law as a
whole and has a lot in it that has modernized and standardized today’s business
transactions. In an era of unity in diversity such as we are in now, uniformity of
laws and its comprehensiveness are important to produce not only a better
realization of the right to access the internet but also to make life and business
better.
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CHAPTER 10

3%

THE RIGHT TO PRIVACY AND DATA
PROTECTION

DEFINITION OF PRIVACY

In the case of R v Brown, Lord Hoffman defined Privacy as a right to keep
oneself to ourself, to tell other people that certain things are none of their
business is under technological threat due to the different and various types of
surveillance e.g. surveillance cameras, telephone bugs e.t.c that are used by
individuals in the society today.

Privacy is a fundamental human right embedded in various international human
rights legal instruments. For example, Article 17 of the International
Covenant on Civil & Political Rights (ICCPR) and Article 12 of the
Universal Declaration of Human Rights (UDHR), which states inter alia, that
no one shall be subjected to arbitrary or unlawful interference with his privacy,
family, home or correspondence, nor to unlawful attacks upon his honour and
reputation, and that everyone has the right to the protection of the law against
such interference or attacks”. Express protection for “private life” is also found
in Article V of the 1948 American Declaration of the Rights and Duties of
Man, and in Article 11 of the American Convention on Human Rights
(ACHR) of 1969.
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Further, these provisions have been embedded in different jurisdictions in
national constitutions and in acts of Parliament.

In Uganda, the Right to Privacy is also contained in article 27 which provides
that; No person shall be subjected to

(1) Lawful search of the person, home or other property of that
person; or unlawful entry by others of the premises of that
person.

(2) No person shall be subjected to interference with the privacy of

that person’s home, correspondence, communication or other

property.

INTERNET/ONLINE PRIVACY

Internet privacy involves the right or mandate of personal privacy concerning the
storing, repurposing, provision to third parties, and displaying of information
pertaining to oneself via of the Internet. Internet privacy is a subset of data
privacy. Privacy concerns have been articulated from the beginnings of large
scale computer sharing.

Internet privacy is the privacy and security level of personal data published via
the Internet. It is a broad term that refers to a variety of factors, techniques and
technologies used to protect sensitive and private data, communications, and
preferences.

Internet privacy and anonymity are paramount to users, especially as e-
commerce continues to gain traction. Privacy violations and threat risks are
standard considerations for any website under development Internet privacy is
also known as online privacy.

Privacy can entail either Personally Identifying Information (PII) or non-Pll
information such as a site visitor's behaviour on a website. PIl refers to any
information that can be used to identify an individual. For example, age and
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physical address alone could identify who an individual is without explicitly
disclosing their name, as these two factors are unique enough to typically
identify a specific person.

PRIVACY ON THE COMPUTER

Consumers’ private information can be violated through illicit use or infiltration

of a consumer’s computer or network in a number of ways:

Installing Software programs, such as games, anti-virus programs, and word
processors, can potentially access to users’ private information or expose that

information to security vulnerabilities.

Transferring liability to the Computer (hardware) maker, Computer
manufacturers may be held responsible for security vulnerabilities in their

hardware that may jeopardize purchasers’ private information.

Crimininalizing Third-party data collectors. Computers can be vulnerable to
having private information illegally intercepted or transmitted over server
networks, the internet and other networks. Unauthorized collection of data may
be illegal under various state and federal consumer protection laws.

Establishing liability for the Internet websites & companies. Illicitly transmitting
or collecting information via online stores, social networking sites, and other
websites may put users’ private information at risk. When internet privacy
violations occur, those websites and internet companies may be liable.

PRIVACY AND THE MEDIA/ FREEDOM OF
EXPRESSION

Privacy and freedom of expression are intertwined rights in human rights law.
They appear together in international instruments, national constitutions and
laws. Together they ensure the accountability of the state and other powerful
actors to citizens.
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It is important to note that the rights are mutually supportive. Freedom of
expression and freedom of information allow individuals to investigate and
challenge abuses to human rights including violations of privacy. Privacy allows
individuals to work and communicate in a space unhindered by authority. As a
practical matter, limits on privacy affect the ability of the media to operate.
Journalists are not able to effectively pursue investigations and receive
information from confidential and other sources. Privacy laws can support
freedom of expression by placing limits on the unlawful collection of personal
information for political purposes, such as bodies creating dossiers or collecting
data through surveillance activities to put pressure on journalists and others.

Privacy and the protection of personal data play a key role for the exercise of
fundamental rights in a broader sense. Many of the fundamental freedoms can
only be fully exercised if the individual is reassured that it is not subject of
permanent surveillance and observation by authorities and other powerful
organisations. Freedom of thought, freedom of expression, freedom of assembly
and association, but also the freedom to conduct a business will not be exercised
fully by all citizens in an environment where the individual feels that each of her
or his moves, acts, expressions and transaction is subject to scrutiny by others
trying to control him or her.

PRIVACY AND LAW ENFORCEMENT

Information privacy law or data protection laws prohibit the disclosure or misuse
of information about private individuals. Over 80 countries and independent
territories, including nearly every country in Europe and many in Latin America
and the Caribbean, Asia, and Africa, have now adopted comprehensive data
protection laws. The European Union has a data protection Regulation, in force
since May 25, 2018. The United States is notable for not having adopted a
comprehensive information privacy law, but rather having adopted limited
sectoral laws in some areas.
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These laws are based on Fair Information Practice that was first developed in the
United States in the 1970s by the Department for Health, Education and Welfare
(HEW). The basic principles of data protection are:

[EEN

. For all data collected there should be a stated purpose.

2. Information collected by an individual cannot be disclosed to other
organizations or individuals unless specifically authorized by law or by
consent of the individual

3. Records kept on an individual should be accurate and up to date

4. There should be mechanisms for individuals to review data about them,
to ensure accuracy. This may include periodic reporting

5. Data should be deleted when it is no longer needed for the stated
purpose

6. Transmission of personal information to locations where "equivalent”
personal data protection cannot be assured is prohibited

7. Some data is too sensitive to be collected, unless there are extreme
circumstances (e.g., sexual orientation, religion)

STATE OF PRIVACY AND PERSONAL DATA
PROTECTION IN UGANDA

Status of International Laws on Privacy

Uganda has signed and ratified key international human rights instruments which
provide for the right to privacy as a fundamental human right. These instruments
include the Universal Declaration of Human Rights and the International
Covenant on Civil and Political Rights whose articles 12 and 17 provide for the
right to privacy respectively.
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Africa on June 27, 2014 adopted the African Union Convention on Cyber
security and Personal Data Protection which is the main guiding instrument
on privacy and personal data protection. Uganda is also a signatory of several
international conventions with privacy provisions, including:

1. The Universal Declaration of Human Rights;

2. The International Covenant on Civil and Political Rights;

3. The African Charter on Human and Peoples' Rights;

4. The Convention on the Rights of the Child; and

5. The African Charter on the Rights and Welfare of the Child.

Worse still, there is no specific instrument to govern data protection and privacy
at the East African Community (EAC) save the EAC legal framework for cyber
laws which has no serious legal effect.

National Laws Data Protection and Privacy in Uganda

Uganda now has the Data Protection and Privacy Act, 2019. There are also
scattered provisions traceable in various pieces of legislation including the
Constitution of the Republic of Uganda, and the law which are briefly
highlighted below.

The Constitution of the Republic of Uganda, 1995

The Uganda Constitution provides for the right to privacy under article 27 to the
effect that no person shall be subjected to: unlawful search of the person, home
or other property of that person; unlawful entry by others of the premises of
that person; and interference with the privacy of that person's home,
correspondence, communication or other property. From the proviso, protection
of data protection and privacy extends to unlawful entry and searches, property,
and correspondence or communication. While the Constitutional provision is
quite elaborate, it requires a specific law that addresses all issue concerning the
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privacy of the individual. It is important to note that the Parliament enacted the
law on privacy and data protection the Data Protection and Privacy Act,2019 and
Data Protection Regulations2021.

Uganda Communications Act, 2013

Uganda Communications Commission is established by section 4 of the Uganda
Communications Act, 2013. Its functions are listed under section 5 as including
among others: implementing the Act; monitoring, inspecting; licensing,
supervising; controlling and regulating communications services; and processing
of applications. Further, section 6 of the Act provides for the powers of the
commission as including among others; charging of fees, imposing fines,
classifying communication services and licences and confiscation of
communication apparatus. This Act gives the Minister extensive powers which
have been used overtime to interfere with the operations of the communications
sector. The Commission has for instance issued a notice to all online data
communication service providers in which all online news platforms and online
radio and television operators are effective April 2, 2018 required to apply and
obtain authorisation for their online services. This is an obligation that goes to
the root of individual privacy in communication.

Under the same law, Ugandans had to repeatedly register and register their SIM
cards as aspect that involves consistent data breaches since there is no specific
data protection law in Uganda.” Further, SIM cards of non-compliant citizens,
who had failed to submit or verify their national identity card details were
switched off.®

On a positive note, the Uganda Communications Commission together with
Uganda Media Council established by section 8 of the Press and Journalist Act
Chapter 105 recently passed a decision which is important for the exercise and
realisation of the right to privacy in Uganda. In this decision, Faridah Nakazibwe
brought a case against the Hello Tabloid and its Richard Tusiime on allegations
of publishing 38 articles about the complainant in the tabloid, causing her mental
anguish and a lowering her esteem in the eyes of her children, family and
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society. The Committee found that there had been breach of the complainant’s
privacy and therefore degraded her dignity and awarded her Uganda shillings 45
million ($12014.58).

Technology Authority National Information Act, 2009

The National Information Technology Act establishes the National Information
Technology Authority (NITA-U) under section 3 and its functions under section
5 inter alia include; creating and managing the national databank, monitoring
and regulating data standards; and promoting and providing technical guidance
for the establishment of e-Government, e-Commerce and other e- Transactions
in Uganda. NITA-U is part of the three agencies that have been at the fore of
registering Ugandan citizens through collecting and processing of personal data

without a particular law to guide handling individuals’ data.

Registration of Persons Act, 2015

The Registration of Persons Act was passed to harmonise and consolidate the
law on registration of persons. Section 4 of the Act establishes the National
Identification and Registration Authority (NIRA) which is mandated by section
5 to register citizens and non-citizens and births as well as issuing unique
identification numbers to persons registered and issuance of national identity
cards. As part of its mandate, NIRA together with the Uganda Communications
Commission in absence of data protection law or a data protection commission
embarked on a national wide issuance of identity cards which entailed among
others, the collection and processing personal data before issuance of cards.
There is thus no guarantee of protection of the data collected by the authority.

The Computer Misuse Act, 2011

The Computer Misuse Act, 2011 under section 3 and 6 makes strides in
regulating access to data held on computers. Further, it provides for cases where
access and modification may be deemed unauthorised under sections 12 and 8
and 12 respectively. Further, computer misuse offences are provided as
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including unauthorised access (section 13); un authorised modification of data
(section 14); unauthorised use or interception of computer services (section 15);
unauthorised disclosure of access codes (section 17); and unauthorised
disclosure of information (section 18).

However, this Act makes provision for preservation orders for data in cases of
data vulnerability or loss under section 9. Further, under sections 9 and 11,
investigation officers may apply for orders of investigation and production of
data for purposes of criminal investigations. The Act also provides for searches
and seizure which though on orders of the Magistrate may interfere with the
privacy of the individual.

This Act has previously been used to supress critical voices of the government
evidenced in the arrest and prosecution of social media critic Stella Nyanzi.
Nevertheless, this law has also been partly used in efforts to enforce rights
related to defamation, harassment, defamation and privacy of the individual as
evidenced in the feud between Justine Nameere and Faridah Nakazibwe.

Regulation of Interception of Communications Act, 2010

The Regulation of Interception of Communications Act, 2010 is solely for lawful
interception and monitoring of communications in the course of their
transmission whether through telecommunication media or postal services or any
other service. Section 2 of the Act bars unlawful interception of communication
by any person save where there is consent or an authorised warrant. Despite the
protection guaranteed in section 2, section 3 established a monitoring centre for
the interception of communications which is placed under the Ministers
responsibility. Further, the Act lists a number of individuals who are authorised
to apply for a warrant of interception to a judge as including the: Chief of
Defence Forces or his or her nominee; Director General of the External Security
Organisation or his or her nominee; Director General of the Internal Security
Organisation or his or her nominee; and the Inspector General of Police or his or
her nominee. Further, section 5 read with sections 6, 7, 8, 9, 10, 11 and 12
provide for grounds, ways and processed for which interception may be
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authorised by a judge as including; gathering information that threatens life or
loss of life, trafficking in drugs and humans, actual threat to national security,
public safety or to any national economic interest and threat he national interest
involving the State’s international relations or obligations. This act also requires
providers of postal or telecommunications systems. Similar grounds may be
applied to postal communications as listed in sections 13 and 14 of the Act.

The Electronics Signatures Act 2011

The Electronics Signatures Act 2011 regulates the use of electronic signatures.
Section 81 provides for the obligation of confidentiality. It is to the effect that no
person shall obtain access to any electronic record, book, register,
correspondence, information, document, other material or grant access to any
other person unless under the order of Court. Further, the Act under section 86
provides for a search warrant which may be granted by a magistrate to a police
officer not below the rank of Inspector to enter premises and carry put a search.
On the other hand, such police officer may forego the warrant and search
premises under section 87 of the Act. While these provisions in the law suggest
authorisation before search, the law does not rule out cases of violation of
privacy and does not guarantee total respect for the individual’s privacy. The
Electronic Signatures Act in the foregoing provisions potentially affects freedom
of expression online as well as the right to privacy online.

The National Information and Communications Technology
Policy for Uganda Policy, 2014

In 2014, the government of Uganda adopted that National ICT Policy with the
aim of enhancing the Telecommunications, Postal services, Broadcasting,
Information Technology and Information management Services for economic
development and transformation of the country. The policy among others
identifies and lists some of the government strategies as developing legislation
that address privacy and data protection of the individual in all spheres of life.?’
The areas of covered by the policy inter alia include health, e-commerce and
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consumer protection, information security and education. However, this policy is
yet to be fully implemented especially in the absence of a specific law on
privacy of the individual to guarantee data protection.

GUIDELINES AND ICT STANDARDS

Besides the use of laws and policies, there are other guidelines and IT standards
which are highly recommended for ensuring privacy. For instance, the
government through National Information Technology Authority-Uganda
(NITA-U) calls on government ministries, departments and agencies (MDAS) to
issue a disclaimer alerting users when they are no longer on a government site
and that the site’s own privacy policy applies.®® Further, MDAs are called upon
to; guard against identity theft, respect privacy of others, choose more secure
modes of communication and to report all cases of abuse or misuse of social
media platforms.®

Further, NITA-U has put in place the: NITA-U Standards Catalogue 2017;%
Online E-Safety Educational Toolkit for Young People in Uganda;** Guidelines
for Development and Management of Government Websites;*? Guidelines for
Operation, Usage and Management of IT Infrastructure in MDAs & Local

t:% Standards for Structured Cabling for Government MDAs;* and

Governmen
the Guidelines and Standards for Acquisition of IT Hardware & Software for
MDAs.® The foregoing instruments emphasize the importance of data protection

and privacy alongside ICT development in the country.

There is no specific law on data protection and privacy in Uganda. What exists
are scattered provisions in various pieces of legislation discussed above. It is
important to note that what is available impacts data protection and privacy
positively and negatively. In some of the provisions and existing practices,
privacy and data protection are upheld while in some of the legislation, promote
the curtailment of data and privacy rights.
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HEALTH AND GENETIC PRIVACY

Patients of Uganda's overburdened health sector often have little privacy;
maintaining confidentiality is difficult in circumstances where multiple patients
are often treated in the same rooms. A draft Patients' Rights and Responsibilities
Bill (2015), reportedly contains some provisions ensuring patient privacy and the
confidentiality of medical information.

PRIVACY AND GOVERNMENT RECORDS AND
DATABASES

The National Information Technology Authority-Uganda (NITA-U) is mandated
by the NITA-U Act of 2009 to "promote and provide technical guidance for the
establishment of e-Government, e- Commerce and other e-Transactions in
Uganda."

The government is engaged in various e-governance initiatives including: the
Nationwide ICT Backbone and e-Government Infrastructure and central
government intranet system; the Ministry of Finance's Integrated Financial
Management System (IFMS); the Uganda Revenue Authority's tax filing system;
the Ministry of Health's Health Management Information System; and the
Ministry of Public Service's Integrated Personnel and Payroll System (IPPS).

Case law in Uganda

Asege Winnie V Opportunity Bank and Maad Limited® , Maad limited
Company which had been contracted by Opportunity bank to make an advert
used the photo of Asege Winnie without her permission and so the bank used
her photo on bronchures, calenders and flyers thus commencement of the suit.
Court held that Opportunity Bank and Maad Limited were liable for breach of
privacy .

%Asege Winnie V Opportunity Bank and Maad Limited. High Court Commercial
Division 756 of 2013.
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Bassajabaka Yakub v MTN Uganda Limited , the plaintiff sued MTN Company
for using his photo on a billboard without his consent. Court held that the
plaintiff’s right to privacy was breached and awarded him forty million damages.

COMMUNICATION SURVEILLANCE.

Surveillance laws.

Communications surveillance is primarily regulated by the Regulation of
Interception of Communications Act (RICA) 2010. Other acts also grant the
security services wide-ranging communications surveillance powers.

RICA requires intelligence officials and the Police to seek judicial authorisation
for the interception of communications. The law authorises intelligence officials
to apply to intercept specific communications subject to a warrant that is issued
by a designated judge. However, RICA does not replace the provisions for
interception contained in the Anti-Terrorism Act (2002) — it appears to
contradict them. This law gives almost unfettered discretion for state officials to
conduct surveillance without the need to obtain judicial authorisation. The
powers of surveillance are broad. These include the interception of phone calls,
emails or other communications, 'electronic surveillance', as well as monitoring
of meetings, or doing "any other thing reasonably necessary" for the purpose of
surveillance (section 19(5)). The justifications of such surveillance are very
broad, including safeguarding public interest, and protecting the national
economy from terrorism (section 19(4)).

There is no clear oversight mechanism to either RICA or the Anti-Terrorism
Act.

Section 11 of RICA requires service providers to retain metadata, although the
terms and conditions of the retention are not specified in the Act.
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The Act also provides for the establishment of a Monitoring Centre under the
control of the Minister As of late 2015, the monitoring centre was not
operational though seven international firms were invited to bid for the project.
It had been delayed in part because service providers have contested
Government orders that they pay to connect to the future system, according to
sources in the technology industry. However, lIsraeli firm NICE Systems is
reported to have won the contract, according to Intelligence Online.

RICA requires service providers to foot the bill of connecting to the new centre
or otherwise complying with the Act, a considerable cost. Current data retention
capacity of the main networks including MTN Uganda was estimated at around
6 months' worth of call metadata in 2015.

Surveillance Actors

The power to gather intelligence and conduct surveillance are concentrated
around three institutions: the Uganda People's Defence Force (UPDF), the
Uganda Police Force (UPF), and the Office of the President (State House). The
President exercises control over sensitive intelligence operations while day-to-
day spying for intelligence gathering appears less centralised. Senior leaders and
technical experts within intelligence circles are often reshuffled and reassigned
among these agencies on Presidential direction.

Intelligence and security agencies

The 1987 Security Organisations Act established the Internal Security
Organisation (ISO) and External Security Organisation (ESO). These two
agencies are directed by Directors General appointed by and accountable to the
President, and exist to collect intelligence and provide advice on Uganda's
security directly to him.

The National Security Council, established in 2000, reports directly to the
President and comprises cabinet ministers, ISO, ESO, army and police officials,
most of which are appointed by the President and up to five additional members,
also appointed by the President and approved by Parliament. The Joint
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Intelligence Committee, composed of security experts appointed by the President
and chaired by the Minister of Internal Affairs, reportedly meets once a week to
share intelligence on national security threats. An Information and
Communication Technologies (ICT) Technical Committee within the Joint
Intelligence Committee advises on technology purchases and is responsible for
many decisions related to defence and intelligence procurement. These powers
are discussed in more detail in a report by Privacy International.

Law Enforcement Agencies

The 2004 Police Act gives the President the power to appoint the Inspector
General of Police and his deputy, as well as the majority of the members of the
Police authority which oversees police functions, and veto power over any
potential dismissals of senior-ranking officials. As Commander- in-Chief of the
defence forces, the President may appoint the Chief of Defence Forces and
virtually all high-ranking officials. The President enjoys discretionary powers
over the activities of the High Command.

Surveillance capabilities

The Regulation of Interception of Communications Act (2010) provides for the
establishment of a monitoring centre. In late 2015, the monitoring centre was not
operational though seven international firms had been invited to bid for the
project. These seven firms included: ZTE and Huawei (China), Verint Systems
Ltd and NICE Systems (Israel), Macro System (Poland), RESI Group (ltaly) and
Gamma Group International (UK). The monitoring centre project had been
delayed in part because service providers contested government orders that they
pay to connect to the future system, according to sources in the technology
industry. NICE Systems was reported to have obtained the monitoring centre
contract in November 2015. It is unknown if the monitoring centre is
operational.

In recent years the security services have invested heavily in cyber defence. In
2013, a new forensic lab for the analysis of computer crime opened in Kampala
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and the UCC launched a Computer Emergency Response Team to investigate
cybercrime. Despite these developments, the police's ability to actually conduct
forensic analysis on devices and trace cybercrimes is rudimentary. The police
and investigating agencies often turn to private forensic companies to assist in
complex investigations, according to an October 2015 investigation by Privacy
International.

In 2014, the UCC opened a media monitoring centre with "digital logger
surveillance equipment”. This appears to be targeted at recording and analysing
public radio, television and print media rather than private communications. The
police also signed an accord with the UCC to cooperate more closely on the
investigation of cybercrime.

In August 2016, the government announced that it had contracted a South
Korean company to supply a "pornography detection machine" with the budget
of 2.6 billion Uganda shillings. The purchase was intended to aid the
Parliament's anti-pornography committee to monitor and implement Uganda's
anti-pornography laws by detecting pornographic pictures, videos or graphics
taken or saved on individual phones, computers or cameras, Surveillance
oversight, checks and balances, there are no clear specific oversight roles on
surveillance in Uganda

Examples of surveillance

State authorities have proactively cultivated the popular perception that
surveillance is systematic, centralised and technically sophisticated. This is not
the case; not yet, at least. Nevertheless, human rights defenders and activist
groups are regularly targeted for physical surveillance and break-ins and seizure
of digital material by the police are common.

According to a Privacy International investigation in 2015, the attributes that
have made Uganda's human intelligence network strong and allowed it to
infiltrate opposition and other circles considered threatening to the government
are poorly suited to conducting communications surveillance on a large and
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automated scale. Poor levels of technical training, low pay and a culture of
bribe-taking has alienated the few educated and technically competent engineers
that would be required to operate a nationwide surveillance system beyond
monitoring a relatively small number of high-value targets, according to industry
and government sources.

The government has also reportedly placed agents within the
telecommunications switching centres, but their skills vary and assignments
appear to be relatively simple for example, the generation of call and contact
lists, the location of callers using cell tower data, and audio recordings of
specific lines based on human intelligence.

Identification Schemes ID cards and databases

In 2015, the Ugandan parliament passed the Registration of Persons Act to
harmonize existing laws on the registration of persons, establish a single central
registration body and a national identification register of all persons in Uganda,
and provide rules to govern the access and use of this information. The act
established the National Identification and Registration Authority, which
oversees the issuing of national identity cards. The act makes it compulsory for
all Ugandan citizens to register with the Authority and to register minors in their
care.

Commentators noted that the act does not contain data protection clauses. This
could potentially lead to violation of Article 27 of the Uganda constitution,
which guarantees the right to privacy.

In 2016, Ugandan media reported that according to internal memos circulated to
all ministries heads of departments, as well as chief administrative officers and
town clerks across the country, public servants who failed to obtain national
identity cards by July 1 would have their names removed from the government
payroll.
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According to the Electoral Commission, all Ugandan citizens over the age of 18
are entitled to vote. Voters must reside or originate from the parish in which they
intend to vote. Voters must be registered in the Photo-Bearing Voters' Register
(PVRIS or NVR) which holds the following data: photograph, names, electoral
areas including polling station, date of birth, sex, and voter's code number.

SIM Card Registration

Registration of SIM cards has been mandatory in Uganda since March 2012,
following a campaign by the Uganda Communications Commission, citing the
Regulation of Interception of Communications Act (2010).

The UCC stated that SIM registration information would be stored confidentially
by telecommunications operators in a secure database. The UCC justified the
initiative as necessary to "[h]elp law enforcement agencies to identify the mobile
phone SIM card owners", "[t]Jrack criminals who use phones for illegal
activities"”, "curb other negative incidents such as; loss of phone through theft,
nuisance/hate text messages, fraud, threats and inciting violence”, and "[h]elp
service providers (network operators) know their customers better.” In 2015, the
Ministry of Security reportedly ordered the UCC to verify information provided
by telephone users in the SIM card registration exercise by matching data
collected during the National Identity card registration exercise with that

gathered in the SIM card registration exercise.

The UCC ordered telecommunications providers to deactivate all unregistered
SIM cards by 30 August 2017. The UCC directive ordering the verification
exercise had previously been challenged by the Uganda Law Society.
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POLICIES AND SECTORAL INITIATIVES CYBER
SECURITY POLICY

Uganda has a national cyber security policy, the National Information Security
Policy, published in 2014. The policy outlines the mandatory minimum security
controls that must be applied by all public and private sector organisations that
use, own and/or operate protected computers, and handle official
communications and personal data to reduce their vulnerability to cyber threats.
The policy also defines ‘critical infrastructure' and ‘critical information
infrastructure’. Uganda also has a National Information Security Strategy
(NISS), according to the National Information Technology Authority (NITA).
The National Information Security Strategy (NISS) does not provide specific
actionable directives related to cyber security.

As regards privacy, the National Information Security Policy requires all
organisations to "Ensure that remote access solutions, including contracts with
IT suppliers, comply with applicable legislative or regulatory constraints in
particular the Official Secrets Act, 1964 and the Access to information regarding
the handling of information, which is likely to prejudice the security of the State
or interfere with the right to the privacy of any other person."

The Uganda National Computer Emergency Response Team (CERT-UG) was
established in 2014 to coordinate cyber security incident response. In July 2017,
the Daily Monitor reported that the Chinese government had agreed to offer
Uganda a comprehensive cyber security solution through a statutory company.
The solution would reportedly include technical capacity to monitor and prevent
social media abuse.
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SURVEILLANCE AND PRIVACY (PHONE-
TAPPING AND CCTV)

The Ugandan government has been investing heavily in CCTV. The number of
cameras in the capital Kampala appears to have increased over the last several
years and the government periodically announces new purchases of CCTV
technology, primarily in Uganda's main cities.

In 2014, it was reported that a Chinese telecommunications technology
company, Huawei, had donated a multi-tracking system worth US$ 750,000 to
the Kampala Capital City Authority of the Ugandan government. In March 2017,
President Museveni announced that new CCTV cameras would be installed in all
major towns of Uganda and along highways following the murder of a senior
police officer. In February 2015, the Ugandan Parliament reportedly spent UGX
28 billion (over US$ 9.8 million) on CCTV cameras and other security measures
provided by Chinese technology firm ZTE. Nevertheless, the police requested a
further investment of 203 billion UGX (US$ 43 million) in CCTV in April 2017,

In early 2017, the Uganda Police Force launched a new smartphone app to
encourage citizens to report crimes. Civil society groups including Pl partner
Unwanted Witness raised concerns about the wide range of access permissions
the app requires from its users.

AFRICAN PERSPECTIVES ON DATA
PROTECTION AND PRIVACY

Privacy and personal and data protection in Africa has gained important
relevance at the national, regional and international levels. Presently, there are
sixteen countries in Africa with Privacy and Data Protection laws including
Angola (2016), Equatorial Guinea (2016), Mauritania (2017), South Africa
(2013), Burkina Faso (2004), Mali (2013), Gabon (2011), Benin (2009), Ghana
(2012), lvory Coast (2013), Lesotho (2012), Madagascar (2014), Morocco
(2009), Senegal (2008), Tunisia (2004), Zimbabwe (2003). Others including
Kenya, Niger, Nigeria, Tanzania and Uganda have drafted bills which are
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awaiting enactment. There are currently over 800 telecom operators and 300
broader mobile ecosystem of;°” handset and device makers, equipment providers
and internet companies, software companies as well as organisations in adjacent
industry sectors. There is also increased demand for mobile telecommunications.
Globally, by the end of 2016, two thirds of the world’s population (4.8 billion)
had a mobile subscription. It is expected that by 2020, close to three of the world
population (5.7 billion people) will subscribe to mobile services. By the end of
2016, Sub Saharan Africa had over 420 million mobile subscribers with an
equivalent penetration rate of 43%, a Compound Annual Growth Rate of 6.1%
over the five years to 2020 making it higher than the global average by 50%.'%°
Due to progressive increment in mobile subscriptions, there is reciprocal
increment in regulation of mobile service users and therefore increased personal
data collection as well as interference with privacy rights. Nevertheless, most of
the people in Africa are neither familiar nor aware of privacy and data protection
laws even where they exist.

Africa has not been silent. Adopted at the 23rd Ordinary Session of the Summit
of the African Union in Malabo, Equatorial Guinea, 2014, the African Union
Convention on Cyber security and Personal Data Protection (AU Convention on
Cyber Security and Personal Data Protection) is the first all African Union
Member States guiding instrument on privacy and personal data protection. The
AU Convention on Cyber Security and Personal Data Protection is inter alia
inspired by Africa’s commitments to regional and international initiatives as well
as individual state initiatives establishes a legal framework for Cyber-security
and Personal Data Protection especially in e- commerce. It outlines
internationally recognised principles in personal data collection, storage and
processing. The AU Convention further calls upon African Union (AU) member
states to establish legal and institutional frameworks for data protection and
cyber security such as legislation and data protection authorities.

Worryingly, the AU Convention on Cyber Security and Personal Data Protection
has been signed by nine (9) member States - Benin, Chad, Congo, Ghana,
Guinea-Bissau, Mauritania, Sierra Leone, Sao Tome & Principe and Zambia -
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and has only been ratified one state- Senegal. This by implication shows that the
Convention is largely unimplemented.

It is important to note that prior to the AU Convention on Cyber Security and
Personal Data Protection, there were sub-regional and individual states’
initiatives on privacy and personal data protection as briefly outlined below. For
instance, there were existing frameworks which attempt to address privacy
issues such as the Declaration of Principles on Freedom of Expression in Africa
(2002) (Part V), the Resolution on the Right to Freedom of Information and
Expression on the internet in Africa — ACHPR/Res. 362(LIX) 2016, and the
African Declaration on Internet Rights and Freedoms

However, the African Union Convention on Cyber Security and Personal Data
Protection is prone to abuse by a highly politicised Africa that, that usually
affords politicians, especially those in power to unlawfully access and
manipulate personal data for their political interests. Worse still, there is no
emphasis of strict judicial oversight over the implementation of privacy rights.
The AU Convention on Cyber Security and Personal Data Protection is also
susceptible to ignore by virtue of the state sovereignty doctrine that allows states
to enjoy internal and external autonomy uninterrupted. The doctrine of state
sovereignty has been widely witnessed in state enactment of laws that undermine
privacy and data protection despite international commitments in countries like
Uganda, Zimbabwe and Tanzania among others on regulation of SIM Cards
registration and freedom of expression online.

AFRICA’S RESPONSE TO PRIVACY ISSUES
REGIONAL INITIATIVES

AU Convention on Cyber Security and Personal Data Protection recognises
existing commitments of AU Member States at sub-regional, regional and
international levels to build the information society. These commitments include
Cyber Security, Personal Data and privacy Protection. Regional Economic
Communities (RECs) usually adopt treaties or issue model laws which are

essential for good governance of member states’ relations. In this particular case,
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the Southern African Development Community (SADC), the Economic
Community of West African States (ECOWAS) and the East African
Community (EAC) have taken some measures on privacy and personal data
protection, as discussed below.

The SADC model law presents an ideal piece of legislation that may be wholly
adopted by member states for uniformity purposes across the region by just
inserting the date of publication in the Gazette and the name of the country as
indicated in its preamble. Such would be ideal for protection of portability of
data issues within the region.

Nevertheless, this model law lacks a supranational element and is therefore
subject to national laws of member states as indicted in Part I, section 2 (5).
Further, in terms of limitations, it presents blanket conditions under section 42
(1) of state security, defence, public interest, preservation of the prevention,
investigation, or proof of criminal offences, the prosecution of offenders or the
execution of criminal sentences or security measures or violation to professional
codes of conduct in the case of a regaled profession and exercise of official
authority. These limitations have in practice been overly used to abuse citizens’
rights across Africa and are therefore open to misuse such as in, illegal access
and processing of personal data.

Further, the SADC in 2013 adopted a model law on Computer Crime and
Cybercrime. The main objective of this model law is to criminalize all cases
cybercrimes and provide for investigatory measures for such crimes. The model
law lists offences of a cyber natures, addresses issues of jurisdiction, presents
admissibility of evidence and the associated procedures for prosecution of
cybercrimes and as well enlists liability from cybercrimes. Similar to the above
is the SADC Model Law on Electronic Transactions and Electronic Commerce
of 2013 which applies to electronic transaction or electronic communication
including consumer protection, e-commerce and the duties and obligations of
service providers. The protectionism of the law is linked to privacy and personal
data protection.
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These models are however not binding on States and may be superseded by
individual state sovereignty, a factor that undermines their importance.

THE ECONOMIC COMMUNITY OF WEST
AFRICAN STATES

The ECOWAS in 2010 at the 37" session of the authority of heads of state and
government adopted the Supplementary Act A/SA.1/01/10 on Personal Data
Protection Within ECOWAS. Among others, this supplementary Act calls upon
member states to establish a legal framework of protection for privacy of data
relating to the collection, processing, transmission, storage, and use of personal
data. Unfortunately, the supplementary Act under 2 places interests of the above
privacy and personal data protection rights of the individual, a fact that may
undermine the enjoyment of individual rights at the whims of the member states.

Additionally, the ECOWAS has issued a Cybercrime directive: Explanatory
notice which is an important step to fighting cybercrime in the region as it aims
at helping ECOWAS member States increase their understanding cybercrime
and establish sound legal basis for cyber protection of the consumer. Among the
key issues raised include fraudulent access computer systems, computer data and
usage of the same for fraudulent purposes as well as child pornography.

It is important to note that despite the provisions in the above instruments, the
instruments are not binding on ECOWAS member states but only offers
guidelines on the ideal state of enjoyments of privacy and personal data rights
and penalisation and associated procedures on cybercrimes respectively.

THE EAST AFRICAN COMMUNITY

The EAC has not adopted specific legislation on data protection and privacy.
However, it has a Framework for Cyber laws developed in 2008 to guide the
member states on regional and national processes facilitating a harmonised legal
regime on electronic commerce and curbing unlawful conduct. The framework
law calls for member states to enact laws that protect personal data.
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Nevertheless, it is a framework that creates no binding obligations or measures
for EAC member States. Thus, by its nature and scope, EAC member States can
either take on its guidance or depart from it. In the circumstances, it becomes
hard to achieve uniformity in the REC.

It is important to observe here that all the RECs under study acknowledge the
importance of privacy and data protection. In so doing, they have responded by
putting in place guidance and regulatory measures for their member states.
Amongst the key outstanding recommendations is that for the establishment of
data protection authorities. Data protection authorities are important for ensuring
personal data is managed subject to accountability to data subjects. Nevertheless,
regional efforts are not binding on member states. Implementation of the
respectively presented legislation in the RECs is subject to the choice of a given
member states. While the vision of regional efforts is to ensure that the
individual is guaranteed privacy and personal data protection, this aim is watered
down by the sovereignty doctrine of member states.

AFRICAN STATE INITIATIVES

A number of states in Africa, such as Uganda, Tanzania, Kenya, South Africa,
Zambia, Zimbabwe, Democratic Republic of Congo, Ghana, Nigeria, Sierra
Leone, Egypt and Botswana recognise the right to individual privacy in their
national constitutions as a fundamental human right.*® These provisos are
acknowledged in the preamble to the AU Convention on Cyber security and
Personal Data Protection, para 6 inter alia that; “considering that the
establishment of a regulatory framework,-security and personal data protection
takes into account the requirements of respect for the rights of citizens,

guaranteed under the fundamental texts of domestic law...”.

Further states have embarked on a journey to implementing data protection laws.
Nevertheless, implementation has generally taken a slow path. For instance,
there are only sixteen (16) listed above out of 55-member states of the African
Union with privacy and data protection related legislation while others like
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Uganda, Tanzania and Zambia have grappled with bills on the privacy and data
protection for an average period of not less than three years for each.

On the contrary, African Union member states have been fast on narrowing the
space within which privacy is enjoyed online by enacting legislation that limit
freedom of expression, freedom of association and access to information with
little regard to the provisions of international human rights instruments and
specifically in Africa, the African Charter on Human and Peoples Rights, the
Declaration of principles of freedom of expression in Africa (2002) and the
African Declaration on Internet Rights and Freedoms, among others.

For instance, Uganda is largely criticised for the enactment of the Uganda
Communications Act 2013 as amended 2017; Regulation of Interception of
Communications Act, 2010, Electronics Signatures Act 2011, Computer Misuse
Act, 2011, Anti-Terrorism Act, 2002 as amended 2015 and 2016, and the Anti-
Pornography Act, 2014 which require among others, compulsory SIM Card
registration and interception of communication that have a direct and chilling
effect on privacy, freedom of expression, freedom of association and access to
information.

COMPARATIVE ANALYSIS WOTH OTHER
COUNTRIES

Democratic Republic of Congo through its Framework Law 013/2002 on
Telecommunications, Decree-Law No 1-61 of 25 February 1961, Ministerial
Decree N0.003/CAB/MIN/PTT/K/2000, Ministerial Order No. 25/ CAB / VPM
/ MIN / INTERSEC / 024/2015. Zambia through the Information and
Communication Technologies Act of 2009, Independent Broadcasting Authority
Act, 2002, Electronic Communications and Transactions Act No 21 of 2009,
Penal Code Act 2012, Statutory Instrument on the Registration of Electronic
Communication Apparatus No. 65 of 2011 have limited the enjoyment of
privacy and data protection related rights. Further Zimbabwe through the Access
to Information and Protection of Privacy Act Chapter 10:27, Broadcasting
Services Act Chapter 12:06 as amended 2007, Censorship and Entertainments
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Control Act, Chapter 10:04, Criminal Procedure and Evidence Act Chapter 9:07
as amended 2006, Interception of Communications Act Chapter 11:20, No.
6/2007, Postal and Telecommunications Act Chapter 12:05 and the Printed
Publications Act Chapter 25:14.

Botswana through the; Communications Regulatory Authority Act, 2012,
Cybercrime and Computer Related Crimes Act Chapter: 08:06 and Rwanda
through the law No 02/2013 of 08/02/2013 regulating media, law Number
09/2013 of 01/03/2013 establishing Rwanda Utilities Regulatory Authority, ICT
law number 24/2016 of 18/06/2016, Law number 18/2010 of 12/05/2010 on
electronic messages, electronic signature and electronic transactions, Code of
Criminal Procedure, under Law n° 30/2013, Law No0.60/2013 Regulating the
Interception of Communications and regulation of SIM Card registration
O00L/ICT/RURA /2013 have not got any better criticism than failure to
comprehensively protect the right to privacy of the individual especially in light
of adopting draconian legislation. Indeed, some of them such as Rwanda,
Zimbabwe and the Democratic Republic of Congo are considered to be having
very restrictive and delimiting legal regimes.

CIVIL SOCIETY AND PRIVATE SECTOR
INITIATIVES

Civil Society Organisations (CSOs), the private sector, and the academia play an
important role in ensuring checks and balances in governance at the national,
sub-regional, regional and international levels. They instrumentally influence
transparency and accountability in key political decisions, including legislative,
social, political and economic undertakings as well as human rights promotion
and protection.

CSOs and the private sector have been instrumental in influencing the privacy
and data protection regimes in Africa. For instance, there were numerous
concerns raised by CSOs and the private sector about the initial draft of the AU
Convention Cyber Security and Personal Data Protection on grounds that it was
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too vague and insufficiently addressed privacy related rights. In response, it was
deferred for a later time, hence the adoption of 2014 which presents an improved
version especially in light of privacy rights. For instance, the right of the
individual to object to processing of data was added under article 18; the right to
privacy was added under section 25 (3); and the inclusion of CSOs under article
26 (1) (b). The Commission of the AU has also, of May 30, 2017 in joint effort
with the Internet Society (a CSO) issued Internet Infrastructure Security
Guidelines for Africa to facilitate implementation of the Convention. It is
important to note that these guidelines have been a result of concerted effort of
regional and global Internet infrastructure security experts, government and
CERT representatives, and network and CCTLD Domain Name System (DNS)
operators.***

At individual states’ level, CSOs and the academia in Africa including in
Uganda, Kenya, Rwanda, Tanzania, Democratic Republic of Congo and
Zimbabwe have been at the forefront of analysing and critiquing proposed
privacy and data protection laws. As part of the intervention measures, they have
been instrumental in presenting recommendations for improved legislation on
privacy and personal data protection.

Despite the contributions by CSOs and private sector, they often labelled and
branded as supporters of opposition and saboteurs of government activities. The
operating environment and civic space continues to shrink across Africa, thereby
affecting their effectiveness in promoting accountability and transparency,
specifically in the ICT sector which goes to the core of online privacy and
personal data protection.

LESSONS FROM OTHER REGIONS

The OECD Guidelines on the Protection of Privacy and Trans-border Flows of
Personal Data (OECD Guidelines), the Asia-Pacific Economic Community
Privacy Framework (APEC Privacy Framework), the General Data Protection
Regulation (GDPR) and the Guidelines on Data Protection in EU Financial
Services regulation largely offer important lessons to AU member States and
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Africa as a whole in privacy and data protection. For instance, they present the
basic concepts, guidance and issues that States need to pay attention to such as
data protection principles, the rights of the data subject and the establishment of
a data controlling authority/body. These principles are for instance enumerated
under the Chapter Il of the Supplementary Act A/SA.1/01/10 on Personal Data
Protection Within ECOWAS on a data protection authority and chapter VI on
the rights of the data subject. Part Il of the SADC Model Law on the data
protection authority and part VII on the rights of the data subject. These very
principles are traceable in the GPDR, Chapter 111 on the rights of the data subject
and Chapter 1V on the Data controller and processor. While majority are not
binding, they go to the root of privacy and data protection if not followed or
adhered to. Africa as a whole has made attempts to emulate instruments from
other regions but still lacks exhaustive cover of privacy and data protection
rights especially in light of portability and territorial jurisdiction and definition
of the functions of the data controller.

On a positive note, all if not majority of privacy and data protection laws and
bills for implementation in Africa have imbedded data protection principles laid
down in aforementioned instruments. For instance, most of data protection
legislation and proposed laws have imbedded, internationally recognised data
protection principles, rights of data subjects as well as the establishment of data
protection authorities; namely the data protection and privacy related laws of
Angola (2016), Equatorial Guinea (2016), Mauritania (2017), South Africa
(2013), Burkina Faso, (2004), Mali (2013), Gabon (2011), Benin (2009), Ghana
(2012), Ivory Coast (2013), Lesotho, (2012), Madagascar (2014), Morocco
(2009), Senegal (2008), Tunisia (2004), Zimbabwe (2003). The bills of Kenya,
Niger, Nigeria, Tanzania and Uganda also have similar provisions.

Equally, the rights of the data subject are outrightly evident in Africa’s efforts to
protect privacy and personal data related rights. Further, in terms of the scope of
definition of personal information and data processors presents a commonality
across the instruments, and this has been imbedded in individual state laws and
proposed laws on privacy and data protection.
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Nevertheless, there are unique differences from which major lessons may be
drawn for African states. Some of the instruments like the APEC Privacy
Framework and the OECD Guidelines offer general protectionist strategies for
data and privacy while the GDPR protection is specific and centred on personal
data protection as a primary purpose for its adoption in Europe. In terms of
territorial scope, the GDPR uniquely extends protection in every jurisdiction and
processing of personal data is subject to acceptable permission.

The issue of privacy and data protection as going to the core of fundamental
human rights and freedoms. Hence the Guidelines on data protection in EU
financial services regulation which is to reinforce data protection in financial
markets to ensure privacy is not breached, data is not illegally processed and is
only processed for a specific period for a specific purpose, ensure appropriate
security measures as well as provision for supervisory and specific procedural
measures for data processing. Generally, Europe as seen in the GDPR has a
much stronger personal data protection regime when compared with model laws
or frameworks in other regions like the EAC, ECOWAS and SADC the rest of
the instruments.

The above instruments offer practical guidance to African states on the emerging
privacy rights and data protection trends. In the technologically evolving Africa
with growing e-commerce, Africa needs to draw practical examples the
protection of the African person against misuse and abuse of privacy and
personal data.

EUROPEAN PERSPECTIVES OF DATA
PROTECTION THE RIGHT TO DATA
PROTECTION

Privacy and data protection are two rights enshrined in the European Union
Treaties and in the European Union Charter of Fundamental Rights.

The Charter contains an explicit right to the protection of personal data (Article
8). The entry into force of the Lisbon Treaty in 2009, gave the Charter of
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Fundamental Rights the same legal value as the constitutional treaties of the EU.
Thus the EU institutions and bodies and the Member States are bound by it.

In addition, article 16 of the Treaty on the Functioning of the European Union
(TFEU) obliges the EU to lay down data protection rules for the processing of
personal data. The EU is unique in providing for such an obligation in its
constitution.

Data Protection Law

For decades, the EU has held high standards of data protection law. The law
entitles individuals to exercise specific data protection rights and obliges (public
or private sector) organisations that process their data to respect these rights in
April 2016, the European Union adopted a new legal framework - the General
Data Protection Regulation (GDPR) and the Data Protection Directive for the

law enforcement and police area.

Fully applicable across the European Union in May 2018, the General Data
Protection Regulation is the most comprehensive and progressive piece of data
protection legislation in the world, updated to deal with the implications of the
digital age. It applies to organisations or companies not established in the EU
who offer goods and services to individuals in the EU or monitor their
behaviour. It creates new rights for individuals in the digital environment and
several new and detailed obligations for cooperation. Globally, there is an
increasing growth in data protection (sometimes referred to as data privacy in
non-EU countries) laws. Many of these laws are strongly influenced by the EU
rules, which have long been considered the gold standard in data protection law.
Over 100 countries around the world now have data protection laws in place:
fewer than half of these countries are in Europe (28 EU Member States and
others). The majority of data protection laws have been adopted outside of
Europe, with the fastest growth seen in African countries.

Data Protection in Practice
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In most countries, national Data Protection Authorities (DPAs) or Regulators
have been established to be the guardians of data protection. For the enforcement
of data protection laws to be effective, DPASs are given the power to investigate,
detect and punish violations as well as the responsibility to raise awareness of
data protection rights and obligations in general. In the EU, this effectiveness is
strengthened by the requirement for DPAs to be independent of any political,
governmental or other influence. Furthermore, good cooperation between DPAs
(Article 29 Working Party, EDPB) ensures greater consistency of data protection
in the EU.

Independence

In the EU the requirement for Data Protection Authorities to be independent is
laid down in law: Article 16(2) of the Treaty on the Functioning of the EU
(TFEU) and Article 8(3) of the European Union Charter of Fundamental Rights.

The Court of Justice of the European Union, has consistently emphasised that
control by an independent authority is an essential component of the right to data
protection and has laid down the criteria for such independence. In particular, the
supervisory authority must act with complete independence, which implies a
decision-making power independent of any direct or indirect external influence.
The Court has also emphasised the crucial role of EU independent supervisory
authorities in relation to control of international transfers to non-EU countries.

The General Data Protection Regulation (GDPR) also emphasises the
importance of independence; Chapter VI of the GDPR provides detailed rules
for the establishment and functioning of independent supervisory authorities,
including provisions on the resources necessary for the effective performance of
their tasks and powers.

The EDPS is an independent supervisory authority responsible for ensuring that
EU institutions and bodies comply with data protection law when processing
personal data.
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Cross border Data Protection.

Data protection laws are national but in the online environment, data does not
respect borders. Cross-border cooperation and agreements to deliver effective
data protection are essential, particularly if the EU is to maintain its values and
uphold its principles. To achieve this, the EDPS regularly interacts with EU and
international DPAs and Regulators to influence and develop cross-border
enforcement.

PRIVACY, DATA PROTECTION AND SECURITY

In the European Union, privacy and data protection are not absolute rights and
can be limited under certain conditions according to the EU Charter of
Fundamental Rights. The rights to privacy and data protection may need to be
balanced against other EU values, human rights, or public and private interests
such as the fundamental rights to freedom of expression, freedom of press or
freedom of access to information.

The rights to privacy and data protection may also need to be weighed up against
other public interests, such as national security. EU Member States adopt
measures to combat terrorist threats, but more generally to reinforce the judicial
and police cooperation in criminal matters in the area of Freedom, Security and
Justice (AFSJ). In the EU, national security is the sole responsibility of each
Member State and is outlined in the Treaty on the Functioning of the EU (article
4.2 TFEU).

However, the courts by means of the specific legal provision on data retention,
are now exploring the boundaries of this competence: according to the Court of
Justice of the EU (CJEU), even measures derogating from EU law are subject to
the Charter of Fundamental Rights.

In any case, the scale of collection, storage and cross-border exchange of
personal data between Member States in crime and terrorism matters is
enormous. The increased access to European databases as well as to commercial
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data for law enforcement purposes are challenging the balance between privacy
and security.

Data protection authorities in general have a pivotal role to play in ensuring this
balance between privacy and other interests, including in the sensitive domain of
security where their role is expanding; for instance on 1 May 2017, the EDPS
took over the data protection supervision of Europol, the EU body actively
cooperating with law enforcement authorities to combat international crime and
terrorism.

The EDPS' role of independent adviser to the EU institutions relates to all
matters concerning the processing of personal data, including initiatives to
improve security in the EU and new data- exchange tools for law enforcement
agencies.

Indeed, the EDPS has issued numerous Opinions on initiatives to expand
information sharing for law enforcement purposes inside the EU including on
the Entry/Exit System and EU PNR - but also outside of Europe such as the
Umbrella Agreement with the US and PNR agreements with non-EU countries.

INTRODUCTION TO DATA PROTECTION LAW

Protection of database and associated rights is gaining traction in Uganda. The
vast volume and deluge of data available with the Business Processing Offices in
Uganda from jurisdictions which have stringent database protection laws have
increased the awareness and need for adequate protection of personal data
through domestic legislation or international commitments. But the question
whether Uganda has adequate measures in place for database right protection
still remains to be answered.

A number laws in Uganda attempt to address issues or data base protection while
there is a Data Protection and Privacy Act, 2019.

Database security refers to the collective measures used to protect and secure a
database or database management software from illegitimate use and malicious
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threats and attacks. It is a broad term that includes a multitude of processes, tools
and methodologies that ensure security within a database environment.

Database security covers and enforces security on all aspects and components of
databases. This includes:

1. Data stored in database

2. Database server

3. Database management system (DBMS)
4. Other database workflow applications

Database security is generally planned, implemented and maintained by a
database administrator and or other information security professional. Data
protection is about protecting any information relating to an identified or
identifiable natural (living) person, including names, dates of birth, photographs,
video footage, email addresses and telephone numbers. Other information such
as IP addresses and communications content - related to or provided by end-
users of communications services - are also considered personal data.

The notion of data protection originates from the right to privacy and both are
instrumental in preserving and promoting fundamental values and rights; and to
exercise other rights and freedoms - such as free speech or the right to assembly.

Data protection has precise aims to ensure the fair processing (collection, use,
storage) of personal data by both the public and private sectors.

The protection of personal data (data protection) is recognized by the HR
Committee as a fundamental part of privacy as protected by Article 17 of the
ICCPR. The HR Committee in General Comment 16 stated that:

The gathering and holding of personal information on computers, databanks and
other devices, whether by public authorities or private individuals or bodies,
must be regulated by law. Effective measures have to be taken by States to
ensure that information concerning a person's private life does not reach the
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hands of persons who are not authorized by law to receive, process and use it,
and is never used for purposes incompatible with the Covenant. (HR Committee,
CCPR General Comment No. 16: Article 17 (Right to Privacy), The Right to
Respect of Privacy, Family, Home and Correspondence, and Protection of
Honour and Reputation, 8 April 1988, para 10.)

Some of the ways database security is analyzed and implemented include:

1. Restricting unauthorized access and use by implementing strong and
multifactor access and data management controls

2. Load/stress testing and capacity testing of a database to ensure it does
not crash in a distributed denial of service (DDS) attack or user
overload

3. Physical security of the database server and backup equipment from
theft and natural disasters

4. Reviewing existing system for any known or unknown vulnerabilities
and defining and implementing a road map/plan to mitigate them.

Database protection is essential to any company with any online component.
Sufficient database security prevents data bring lost or compromised, which may
have serious ramifications for the company both in terms of finances and
reputation.

Security risks to database systems include, for example:

1. Unauthorized or unintended activity or misuse by authorized database
users, database administrators, or network/systems managers, or by
unauthorized users or hackers (e.g. inappropriate access to sensitive
data, metadata or functions within databases, or inappropriate changes
to the database programs, structures or security configurations);

2. Malware infections causing incidents such as unauthorized access,
leakage or disclosure of personal or proprietary data, deletion of or
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damage to the data or programs, interruption or denial of authorized
access to the database, attacks on other systems and the unanticipated
failure of database services;

3. Physical damage to database servers caused by computer room fires or
floods, overheating, lightning, accidental liquid spills, static discharge,
electronic breakdowns/equipment failures and obsolescence;

4. Design flaws and programming bugs in databases and the associated
programs and systems, creating various security vulnerabilities (e.g.
unauthorized privilege escalation), data loss/corruption, performance
degradation etc.

Databases have been largely secured against hackers through network security
measures such as firewalls, and network-based intrusion detection systems.
While network security controls remain valuable in this regard, securing the
database systems themselves, and the programs/functions and data within them,
has arguably become more critical as networks are increasingly opened to wider
access, in particular access from the Internet. Furthermore, system, program,
function and data access controls, along with the associated user identification,
authentication and rights management functions, have always been important to
limit and in some cases log the activities of authorized users and administrators.
In other words, these are complementary approaches to database security,
working from both the outside-in and the inside-out as it were.

Many organizations develop their own "baseline™ security standards and designs
detailing basic security control measures for their database systems. These may
reflect general information security requirements or obligations imposed by
corporate information security policies and applicable laws and regulations (e.g.
concerning privacy, financial management and reporting systems), along with
generally accepted good database security practices (such as appropriate
hardening of the underlying systems) and perhaps security recommendations
from the relevant database system and software vendors. The security designs
for specific database systems typically specify further security administration
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and management functions (such as administration and reporting of user access
rights, log management and analysis, database replication/synchronization and
backups) along with various business-driven information security controls within
the database programs and functions (e.g. data entry validation and audit trails).
Furthermore, various security-related activities (manual controls) are normally
incorporated into the procedures, guidelines etc. relating to the design,
development, configuration, use, management and maintenance of databases.

Ross J. Anderson has often said that by their nature large databases will never be
free of abuse by breaches of security; if a large system is designed for ease of
access it becomes insecure; if made watertight it becomes impossible to use.
This is sometimes known as Anderson's Rule.

Multinational companies take pride in the database of the clients they possess.
The value of the right in database and its association with the companies'
goodwill is increasingly leading to actions by companies for their protection.
Recently Golbibo terminated the services of its marketing agency as it had
Golbibo's database for sending out promotional emails for another company. In
fact some franchising and marketing agreements mandate sharing of data and
defines ownership at dissolution of the arrangement. .When such agreements
propose to deal with personal data, particularly the physical condition or sexual
orientation as most traditional forms filled by customers of marketing
companies, restaurants, retail chains require, a duty is enjoined upon them to
formulate a privacy policy which should be intimated to the information
provider

DATA PROTECTION PRINCIPLES

Data protection principles are provided for under section 3 of the Data
Protection and Privacy Act, 2019.

Section 3 provides that a data collector, data processor or data controller or any
person who collects, processes, holds or uses personal data shall be accountable
to the data subject for data collected, processed held or used,;

10101
01 &

s



232|Cyber Law in Uganda

(@) collect and process data fairly and lawfully;

(b) collect, process, use or hold adequate, relevant and not excessive or
unnecessary personal data;

(c) retain personal data for the period authorised by law or for which
the data is required;

(d) ensure quality of information collected, processed, used or held,;

(e) ensure transparency and participation of the data subject in the
collection, processing, use and holding of the personal data; and

(f) Observe security safeguards in respect of the data.

The Authority shall ensure that every data collector, data controller, data processor
or any other person collecting or processing data complies with the principles of
data protection and this Act.

Under data protection, every organisation (data controller) that processes
personal information (personal data) must notify the relevant authority, unless
they are exempt in any case where data is or has been processed. Failure to
notify is a criminal offence.

Personal Data is defined in the Law as, “Any Data referring to an Identifiable
Natural Person” and Sensitive Personal Data is defined as, “Personal Data
revealing or concerning (directly or indirectly) racial or ethnic origin, communal
origin, political affiliations or opinions, religious or philosophical beliefs,
criminal record, trade-union membership and health or sex life.” Such data
includes but is not limited to name, address, email address, phone numbers,
geolocations, job title, health and biometric data, religious affiliations or
criminal history.

Section 2 of the Data Protection and Privacy Act, 2019 for Uganda defines
personal data as; “Means information about a person from which the person can
be identified, that is recorded in any form and includes data that relates to—
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(g) the nationality, age or marital status of the person;
(h) the educational level, or occupation of the person;

(i) an identification number, symbol or other particulars assigned to a
person;

(j) identity data; or

(k) other information which is in the possession of, or is likely to come
into the possession of the data controller and includes an expression

of opinion about the individual.”

Personal Data generally can be any information that when viewed together (or in
some cases is so unique) it clearly identifies a living individual. 1t could be data
about clients, employees, suppliers, or family members, to name a few
categories of Personal Data. Many if not all organizations process Personal Data
as a result, and will be required to submit a notification request to the relevant
authority.

Data Controllers who Process Personal Data in accordance with the Law provide
certain details about their Processing of Personal Data so that the authority may
keep a public register describing the Processing.

The principal purpose of notifications and a public register is transparency and
openness, to ensure compliance with the principles for ethical, legitimate, fair
and limited personal data management. Notification is a resulting function of
data protection law and policy so the public knows or should be able to find out
who is processing Personal Data and for what reasons
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DETAILS ON DATA PROTECTION PRINCIPLES

Fair, Lawful, and Transparent

Personal data undergoing processing should be processed lawful manner and
Personal data undergoing processing shall be processed fairly and in a
transparent manner.

There should be limits to the collection of personal data and any such data
should be obtained by lawful and fair means and, where appropriate, with the
knowledge or consent of the data subject.”

Personal data must be processed in a lawful and fair manner. This principle is
key to addressing practices such as the selling and/or transfer of personal data
that is fraudulently obtained. 'Fairness and transparency' are essential for
ensuring that people's data is not used in ways they would not expect. 'Lawful’
means that data must be processed in a way that respects of rule of law and that
meets a legal ground for processing. A 'legal ground' is a limited justification for
processing people's data set out in law (e.g. consent) - discussed in the below
section on 'Lawful Grounds for Processing'.

Every individual should be informed and aware of how their data is going to be
processed, and by whom. If there is an intention to share the data of an
individual with a third party but the data controller is not transparent about this
fact and the data subject is not clearly informed, it is likely that their personal
data was obtained unfairly, and the process will not be considered transparent.

It is not enough to just be clear about what you are doing with people's data, but
the lawful criteria included in this principle means that an entity must be
justified in doing so by satisfying a legal ground.

Purpose Limitation principle.

The purposes for which personal data are collected should be specified not later
than at the time of data collection and the subsequent use limited to the

==




Isaac Christopher Lubogo |235

fulfilment of those purposes or such others as are not incompatible with those
purposes and as are specified on each occasion of change of purpose.”

Personal data undergoing processing must be collected for explicit, specified and
legitimate purposes and not processed in a way incompatible with those
purposes; further processing for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes is, subject to
appropriate safeguards, compatible with those purposes.

All personal data should be collected for a determined, specific, and legitimate
purpose. Any further processing must not be incompatible with the purposes
specified at the outset (i.e. the point of collection). This essentially means that it
is not acceptable to state that you need a person's data for one purpose, and then
use it for something else without notice or justification.

In Community Charge Registration Offices /CCROs Of Runnymede BC ,
South North Ampton Shire DC and Harrow BC v Data Protection
Registrar®, the local finance Act provided that the CCROs were required to
compile and maintain community charges and take reasonable steps to come up
with that purpose however they instead even obtained information on property
yet they were not supposed to do so.

It was held that CCROs were holding far more important information than was
in fact necessary for their purposes and so in breach of the purpose limitation
principle.

Technological developments (and the mass generation, collection, and analysis
of data which accompany them) mean that these principles are ever more
important. The purpose of processing and the proposed use of the data must be
clearly defined and explained to the data subject. If the data is to be used for a
purpose other than the original purpose, then the data subject should be
adequately informed of this and a legal condition for this processing identified;
this may necessitate obtaining further consent. It is particularly important that

9Community Charge Registration Offices Of Runnymede BC , South North Ampton
Shire DC and Harrow BC v Data Protection Registrar Case DA /90 24/49/3,4 and 5
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sensitive personal data is not processed for purposes other than those originally
specified.

This is particularly relevant to big data and other data analysis processes. For
example, the data broker industry thrives off the re-purposing of data:2 they
amass data from a vast array of sources, then compile, analyse, profile, and share
insights with their clients. This means that a lot of data shared for one purpose is
re-purposed in ways they might not expect, including targeted advertising.

Personal data should not be disclosed, made available, or otherwise used for
purposes other than those specified, in accordance with the 'Purpose Limitation
Principle'.

There are, however, two common exceptions to this principle: it is acceptable if
done:

a. with the consent of the data subject
b. by the authority of law

While these are two widely recognised exceptions to the use limitation
principles, they are often abused and misused. In the case of (a), consent must be
valid; it must not be conditional, obtained through pre-ticked boxes, or have the
details of these other purposes hidden in small print or legalese (inaccessible to
the average data subject). In the case of (b), this has been used to allow for wide
data-sharing arrangements by state bodies and institutions in the exercise of their
functions, for example, using data provided for healthcare or education purposes
for immigration purposes. Such blanket exemptions threaten to weaken the
protection offered by data protection law, so it is crucial that any provisions
providing for exceptions be narrowly constructed, so that the principle of
purpose limitation is not made redundant and unenforceable when it comes to
the State and its functions, and exchanges of information between state agencies
and that there are limits on the reliance on consent, for example where there is an
imbalance of power.
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Furthermore, in relation to purpose limitation, the text of a law could provide for
various purposes which should not be incompatible with this principle.

These could include, but are not restricted to:

e Archiving purposes in the public interest
e Scientific, statistical or historical purposes

It is essential that these purposes be restricted in their scope, and the above terms
be further defined to provide clarity as to what each could entail.

If no clear limitations are established at the point of collection as to the uses of
the data, there are concerns that the data could be used for other objectives over
the data lifecycle, which could have detrimental effects on individuals and lead
to abuse. There are an increasing number of cases in which the principle of
purpose limitation is being undermined and bypassed. For example, Aadhaar,
India's national biometric database, was originally established in 2009 with the
aim of standardizing government databases. However, over time, the project has
become more ambitious and it is now being used for an array of purposes from
school admissions to obtaining death certificate

Eurodac, a biometric database established in 2000 to enable EU Member States
to check whether an asylum seeker had previously applied for asylum in another
European country or was receiving social benefits from another EU country, is
now being used for a new purpose.

The updated Eurodac Regulation, which came into force in July 2015, now
allows for the "use of the Eurodac database of asylum-seekers' fingerprints f or
preventing, detecting and investigating terrorist offences and other serious
crimes.”

Principle of Minimisation

Personal data should be relevant to the purposes for which they are used, an, to
the extent necessary for those purposes, should be accurate, complete and kept
up-to-date."
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Personal data undergoing processing shall be adequate, relevant and not
excessive in relation to the purposes for which they are processed.

Personal data shall be adequate, relevant and limited to what is necessary in
relation to the purposes for which they are processed.

Data minimisation is a key concept in data protection, both from an individual's
rights and an information security perspective. The law should clearly stipulate
that only the data which is necessary and relevant for the purpose stated should
be processed. Any exceptions to this must be very limited and clearly defined.

The principle of Necessity

This aims at ensuring that the data collected is not intended to be more far-
reaching than is necessary for the purposes for which the data will be used. The
test should be that the least intrusive method is used to achieve a legitimate aim.

The "purpose test" - as the OECD has called it - "will often involve the problem
of whether or not harm can be caused to data subjects because of lack of
accuracy, completeness and up-dating.” The concept of necessity also entails an
assessment of whether the same aim could be achieved in a way that is less
intrusive i.e. uses less data.

Principle of Relevancy

Any data processed must relevant to the purposes established. This principles
requires that those processing data to consider what the minimum amount of data
necessary to achieve the purpose would be. Processors should hold that and no
more - it is not acceptable to collect extra data because it might be useful later
on, or simply because no thought has been given to whether it is necessary in a
specific scenario.

For example, it would be excessive to process precise and detailed location data
for connected cars for a purpose involving technical maintenance or model
optimisation.
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The principle of data minimisation is even more integral in the age of big data,
where advancement in technology has radically improved analytical techniques
for searching, aggregating, and cross- referencing large data sets in order to
develop intelligence and insights. With the promise and hope that having more
data will allow for accurate insights into human behaviour, there is an interest
and sustained drive to accumulate vast amounts of data. There is an urgent need
to challenge thisnarrative and ensure that only data that is necessary and relevant
for a specific purpose should be processed.

Accuracy

Personal data should be relevant to the purposes for which they are used, an, to
the extent necessary for those purposes, should be accurate, complete and kept
up-to-date. Personal data undergoing processing shall be accurate and, where
necessary, kept up to date .Personal data shall be accurate and, where necessary,
kept up to date; every reasonable step must be taken to ensure that personal data
that are inaccurate, having regard to the purposes for which they are processed,
are erased or rectified without delay.

Personal data must be accurate throughout processing and every reasonable step
must be taken to ensure this. This includes the following elements:

Accuracy: All data processed must be accurate throughout the data lifecycle;

Complete: Any category of data must be complete to the extent possible that the
omission of relevant data may not lead to the inference of different information
to the information that could be obtained if the data were complete;

Up-to-date: Any data that is retained and may be further processed in accordance
with the provisions provided for in the data protection law must be kept up-to-
date; and

Limited: Personal data should only be processed (and retained) for the period of
time it is required for the purpose for which it was collected and stored.
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The above elements reaffirm the rights of data subjects to access their personal
data, and to correct incomplete, inaccurate, or outdated data which should be
provided for in a data protection law.

Increasingly, decision- and policy-making processes rely on data. However,
there is a high risk that if the data is not accurate and up-to-date, then the
outcome of the decision-making process will also be inaccurate. In the most
serious scenarios, this could lead to a decision that an individual is not granted
access to public services, or to welfare programmes, or given a loan. For
example, there have been incidences of individuals wrongly denied a loan or re-
mortgage on their house because the company in charge of reviewing their credit
score had inaccurate information which brought down their rating from
'‘Excellent ' to 'Poor', or because inaccurate information was registered by
banking institutions which made an individual an undesirable customer

Storage Limitation

Personal data undergoing automatic processing shall be preserved in a form
which permits identification of the data subjects for no longer than is required
for the purpose for which those data are stored.

Personal data undergoing processing shall be kept in a form which permits
identification of data subjects for no longer than is necessary for the purposes for
which the personal data are processed; personal data may be stored for longer
periods insofar as the personal data will be processed solely for archiving
purposes in the public interest, scientific or historical research purposes or
statistical purposes in accordance with Article 89(1) subject to implementation
of the appropriate technical and organisational measures required by this
Regulation in order to safeguard the rights and freedoms of the data subject.

(‘Storage limitation')"

Personal data should only be retained for the period of time that the data is
required for the purpose for which it was originally collected and stored. This
will strengthen and clarify the obligation to delete data at the end of processing,
which should be included in another provision.
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The law should clearly stipulate that data should not be kept for longer than
necessary for the purpose for which it was originally obtained. Any exceptions
to this must be very limited and clearly defined.

Just because the data controller might come across another use of the data does
not justify blanket or indefinite retention. How long it is necessary to store data
will be context-specific, however, this should be guided by other legislative
obligations and regulatory guidance. For individuals to be fairly informed about
the processing of their data, they must be informed how long their data will be
retained, it is therefore imperative that legislation incentivises data controllers to
implement the data minimisation principle by minimising the collection of
personal data, and not storing it longer than necessary.

Data controllers should establish retention schedules specifying the retention
periods for all the data that they hold. These should be kept under regular
review. This is separate to the deletion of personal data on the request of the data
subject, which must also be provided for in the legislation. After the necessary
time period, personal data should be securely deleted. If data is to be stored
beyond the retention period in an anonymised (and not pseudonymised) form,
the privacy implications and consequences for the data subjects must be
carefully considered.

Even if data has been processed fairly, lawfully, in a transparent manner, and
with respect to the principles of purpose limitation, minimisation and accuracy,
it is essential to ensure that the data is not stored for longer than required and
necessary for the purpose for which it was collected.

Any interference with the right to privacy and data protection requires to be
necessary and proportionate. Blanket data retention completely fails to respect
this - as confirmed in 2014, when the European Court of Justice struck down the
Data Retention Directive, calling mandatory data retention, "an interference with
the fundamental rights of practically the entire European population...without
such an interference being precisely circumscribed by provisions to ensure that
is actually limited to what i s strict ly necessary". This decision represented a
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strong authoritative recognition of the safeguards that must be in place to protect
our right to privacy.

Indefinite data retention is not only an infringement of the rights of an individual
but a risk for those processing it. Failure to limit the period for which data is
stored increases security risks and raises concerns that it could be used for new
purposes merely because it is still available and accessible

There are risks that, if outdated, it could lead to poor decision-making processes
which could have severe implications. In the age of widespread, unregulated
state and corporate surveillance, it is essential that strict limitations are placed on
data retention to mitigate possible unlawful interferences with the right to
privacy.

Integrity and Confidentiality

Personal data should be protected by reasonable security safeguards against such
risks as loss or unauthorized access, destruction, use, modification or disclosure
of data."

The controller, and, where applicable the processor, take appropriate security
measures against risks such as accidental or unauthorised access to, destruction,
loss, use, modification or disclosure of personal data."

Personal data shall be processed in a manner that ensures appropriate security of
the personal data, including protection against unauthorised or unlawful
processing and against accidental loss, destruction or damage, using appropriate
technical or organisational measures.

Personal data, at rest and in transit, as well as the infrastructure relied upon for
processing, should be protected by security safeguards against risks such as
unlawful or unauthorised access, use and disclosure, as well as loss, destruction,
or damage of data.
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Security safeguards could include the following.

+¢ Physical measures, i.e. locked doors and identification cards, for
instance;

+¢+ Organizational measures, i.e. access controls;

+¢ Informational measures, i.e. enciphering (converting text into a
coded form), and threat-monitoring; and

¢ Technical measures, i.e. encryption, pseudonymisation,
anonymisation.

Other organisational measures include regular testing of the adequacy of these
measures, implementation of data protection and information security policies,
training, and adherence to approved codes of conduct.

If security measures are not taken to protect data, and ensure the security and
safety of the infrastructure, data is left vulnerable to threats and is at risk of
breach and unlawful access. There have been multiple examples of data breaches
as a result of weak security.

For example, in March 2016, the personal information of over 55 million
Filipino voters were leaked following a breach on the Commission on Elections'
(COMELEC's) database. In September 2016, the National Privacy Commission
concluded that there had been a security breach that provided access to the
COMELEC database that contained both personal and sensitive data, and other
information that may be used to enable identity fraud. The personal data
included in the compromised database contained passport information, tax
identification numbers, names of firearm owners and information about their
firearms, and email addresses. A preliminary report identified that one of the
indicators of negligence on behalf of COMELEC was vulnerabilities in their
website, and failure to monitor regularly for security breaches.
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In Duly 2016, due to security failures, a database of the Municipality of Sao
Paulo, Brazil, was published exposing personal data of an estimated 650,000
patients and public agents from the public health system (SUS). The data
included addresses, phone numbers, and even medical d a t a . Details of
pregnancy stages and cases of abortion were also exposed.

Accountability

OECD: "A data controller should be accountable for complying with measures
which give effect to the principles stated above"

Convention 108: "Each Party shall provide that controllers and, where
applicable, processors, take all appropriate measures to comply with the
obligations of this Convention and be able to demonstrate, subject to the
domestic legislation adopted in accordance with Article 11, paragraph 3, in
particular to the competent supervisory authority provided for in Article 15, that
the data processing under their control is in compliance with the provisions of
this Convention." [Article 10 (1)]

An entity which processes personal data, in their capacity as data controllers or
processors, should be accountable for complying with standards, and taking
measure which give effect to the provisions provided for in a data protection
law. Those with responsibility for data processing must be able to demonstrate
how they comply with data protection legislation, including the principles, their
obligations, and the rights of individuals.

The accountability principle is key to an effective data protection framework. It
brings together all the other principles and puts the onus on those processing
people's data (whether a company or a public authority) to be responsible for and
to demonstrate compliance with their obligations. In practice, this means that
those processing personal data should be more open and proactive about the way
they handle data in compliance with their obligations. They must be able to
explain, show, and prove that they respect people's privacy - both to regulators
and individuals.
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The importance of the accountability principle is clearest when considering
contexts in which there are no accountability mechanisms in place - i.e. where
there is no structure to report breaches of the law.

For example, in South Africa, The Protection of Personal Information (PoPl) Act
was adopted in 2013, providing for the establishment of an Information
Regulators, though this body was not put in place until April 2017. At present,
data breaches in South Africa often go unreported: in 2015, it was reported that
only five data breaches were registered in South Africa. This is expected to
changesignificantly as PoPl comes into force, as responsible parties will be
required by law to disclose information about data breaches if they occur.

Accountability mechanisms play an important role in investigating breaches and
holding entities subject to the law to account. In 2017, following revelations of a
major leak of data from taxi hire app Uber in 2016, the Mexican National
Institute of Transparency, Access to Information and Protection of Personal Data
(INAI) asked Uber for information on the number of "Mexican users, drivers and
employees” who had been affected. The institute also asked Uber for
information on the measures the company is taking to mitigate damage and
protect clients' information.

CONSTRAINTS ON DATA PROCESSING

There are limits to data processing. Any data processing should be done within
the established law See for instance Part IlIl of the Data Protection and
Privacy Act, 2019 (Sections 7 — 19).

Section 7 Consent to collect or process personal data Section 8 Personal data
relating to children

Section 9 Prohibition on collection and processing of special personal data
Section 10 on the protection of privacy

Section 11 on Collection of data from data subject.

Section 12 on Collection of personal data for specific purpose
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Section 13 on Information to be given to data subject before collection of data.
Section 14 on the minimality principle

Section 15 on Quality of information Section 16 on Correction of personal data

Section 17 on the requirement that further processing should be compatible with
the purpose of collection.

Section 18 on Retention of records of personal data Section 19 on processing
personal data outside Uganda

THE RIGHTS OF THE DATA SUBJECT

Generally, the common rights of data subjects are wide. In Uganda, some of the
rights are provided for under sections 24 —28 of the Data Protection and Privacy
Act, 2019 but can also be drawn from some provisions across the Act. Right to a
remedy.

CONFLICTING RIGHTS OF DATA SUBJECTS

It is important to bear in mind that the data which is subject to these rights may
constitute the personal data of more than one data subject and the rights of data
subjects may conflict with one another. The GDPR does not give automatic
priority to one data subject’s rights over another’s and a balancing exercise will
have to be undertaken on case by case basis. Opinions recorded by healthcare
staff about a patient in that patient’s care record constitute personal data of the
patient. However, they are also likely to be regarded as the personal data of their
author, whose rights will need to be considered in any processing decision.

The controller’s responsibility to exercise the subject’s rights

From the outset it is worth noting the obligations contained in Article 12,
whereby the Controller is required to facilitate the exercise of the Data Subjects’

rights. In summary:
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Article 12(3) requires controllers to advise data subjects within one month of
receipt of a request under articles 15 to 22 as to whether any action has been
taken. That period may be extended by two further months where necessary.

Article 12(4) states that if the controller does not taken action, the controller
shall inform the data subject without delay and at the latest within one month of
receipt of the request of the reasons for not taking action and of the possibility of
making a complaint to the supervisory authority.

The right to rectification

Data subjects have the right to obtain rectification of inaccurate personal data
without undue delay and taking into account the purposes of processing, the
right to have incomplete personal data completed.

In Johnson V Medical Defence Union*®, David Paul Johnson was a member
of the Medical Defence Union , a group that provided its members with a range
of discretionary benefits in the nature of advice and professional indemnity
cover. The union carried out a risk assessment review in relation to him and this
paved way for his expulsion from the Union.

Court found that some files had been unfairly processed because Johnson was
not aware of the existence of his personal data therein , the purpose for which it
was being processed or his right to access it and rectify it.

The right to portability

In effect this right is a subject access right. However, it applies only to personal
data which the data subject has provided to a controller (and not information
generated from that personal data), where the processing is based on the
individual’s consent or for the performance of a contract and when processing is
carried out by automated means. This will include any computer based
processing. Data controllers will be required to provide personal data to

1%0Johnson V Medical Defence Union [2006] EWHC 321
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individuals, or in some cases other organisations, without hindrance, in a
structured machine readable format.

The right to restrict processing

Under Article 18 data subjects have the right to restrict processing where
accuracy of the data is contested.

The processing is unlawful and the data subject opposes the erasure of data

The controller no longer needs the data, but the subject requires the data for the
establishment, exercise or defence of legal claims Or the data subject has
objected to the processing pursuant to Article 21(1) pending the verification as
to whether legitimate grounds of controller override those of subject

Where processing has been restricted, further processing, other than storage,
may only go ahead with the consent of the subject or for the establishment,
exercise or defence of legal claims or for the protection of another natural or
legal person of for reasons of important public interest of the EU or a member
state.

The right to object

Where the public interests or legitimate interests conditions in Article 6 are
relied upon, data subjects have the right to object to their personal data being
processed at any time. The controller is not permitted to carry on processing
unless it can demonstrate that there are compelling legitimate grounds which
override the interest, rights and freedoms of the data subject or for the
establishment, exercise or defence of legal claims. Where processing is
undertaken in reliance on consent, withdrawal of consent will render further
processing unlawful in the absence of another relevant ground.

Rights relating to automated decision making and profiling

The GDPR’s provisions are similar to those contained within the DPA.
Individuals have a right not to be subject to a decision when it is based solely on
automated processing, including profiling and where that decision produces a

==
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legal or similarly significant effect on them. This does not apply where it is
necessary for entering into a contract, authorised by law or based on explicit
consent. The processing of special category personal data for automated decision
making is subject to additional restrictions.

As the A29WP notes, ‘Profiling is a procedure which may involve a series of

statistical deductions. It is often used to make predictions about people.’

There is ample scope for automated decision making in the context of health and
social care, such as the use of risk rating algorithms. Whilst it is likely that such
tools would normally be subject to human intervention in respect of the
implementation of any resulting decision, the question of whether the degree of
human intervention was adequate in a given case may be the subject of dispute.

Given the growth in the use of Al in healthcare this aspect of the GDPR is likely
to become increasingly relevant in this field.

The right to have data erased

This principle requires personal data to be accurate. Under the DPA, a data
subject may apply to the court to request that the inaccurate data which is being
processed is blocked, erased, rectified or destroyed.

Article 17 GDPR does not provide an absolute right to be forgotten. It provides
data subjects with a right to erasure without undue delay where one of the
specified conditions are met. These include:

The personal data are no longer necessary in relation to the purposes for which
they were collected Where the consent on which processing is based is
withdrawn

The data subject objects to the processing pursuant to Article 21(1) and there are
no overriding legitimate grounds for the processing, or the data subject objects to
processing pursuant to Article 21(2).

Personal data have been unlawfully processed.
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However, there are exemptions. It is likely that service providers in health and
social care will be able to decline requests for erasure in many cases as
processing (including retention of records) could be considered necessary For
compliance with a legal obligation which requires processing by EU member
state law to which the controller is subject or for the performance of a task
carried out in the public interest or in the exercise of official authority vested in
the controller or the establishment, exercise or defence of legal claims, which
includes prospective claims

The right to a Remedy

Under Article 82(1) Data Subjects have the right to compensation, the provision
is as follows:

Any person who has suffered material or non-material damage as a result of an
infringement of this Regulation shall have the right to receive compensation
from the controller or processor for the damage suffered.

Damages will remain available for ‘distress only’ claims, in line with current UK
case law. In terms of liability, processors will only be liable to the extent that
they have acted outside of their instructions or failed to comply with aspects of
GDPR specific to the obligations of processors.

In Data Protection Registrar V Amnesty International’®, the defenadant
were held liable for reckless holding and disclosing information about about
named individduals.

The recent High Court decision in Various Claimants v Morrisons
demonstrates the possibility that processors or controllers could be held
vicariously liable for the wrongful acts of their employees. That decision is
likely to be the subject of an appeal.

In light of the overarching obligation contained in Article 12, organisations will
have to consider how they will co-ordinate their response to requests from data

101Data Protection Registrar V Amnesty International?,
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subjects regarding the exercise of their rights and prepare appropriate policies
and procedures for handling such requests.

In the first instance it may be worth setting up designated email addresses to
receive such requests where possible and raising staff awareness so that they are
able to recognise a request and forward this for action as appropriate. This will
be necessary as there is no specified format for such requests.

DATA PROCESSING IN EMPLOYMENT
RELATIONS

Employers always collect data from Employees before offering them jobs.
However, Sometimes the way of data collection raises issues and challenges and
new risks for workers thus a need on the legal framework.

The history of data collection in the Employment sector was taken by the
Council of Europe Convention of 1981 and this convention was followed by a
directive 94/46/EEC that required all European Union members to protect
fundermental rights and freedoms of natural persons and in particular the right to
privacy with respect to processing of data.

In Africa it was in 2014 when the African Union recognized the need to regulate
data and introduced the Convention On Cyber Security and Personal Data
Protection . Uganda is one of the few countries that have ratified to it.

In Uganda the law regarding data protection is ably discussed above.

In regards to the employment sector, article 27 of the constitution recognizes
the right to privacy to everyone including employees.

Section 6 of the Employment Act does not expressly state that employers are
obliged to collect data from their employees concerning their religion , political
affliation, ethnicity, HIV Status , national extraction, social status but
interestingly it bars employers from discriminating employees on such grounds.
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Section 16 of the Employment Act makes it an offence for one to record or
cause to be recorded wrong, inaccurate or insufficient in the employee’s record.
This in in line with article 15 of the DPPA which is against collecting
information and the QECD principle on data quality principle and section 17
and 18 of the Computer Misuse Act makes it an offence to collect data from
employees without their consent.
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CHAPTER 11

3%

CYBER CRIME

INTRODUCTION

Cyber crime is not an old sort of crime to the world. It is defined as any criminal
activity which takes place on or over the medium of computers or internet or
other technology recognized by the Information Technology Act. Cyber crime is
the most prevalent crime playing a devastating role in the Modern world. Not
only the criminals are causing enormous losses to the society and the
government but are also able to conceal their identity to a great extent.2 There
are number of illegal activities which are committed over the internet by
technically skilled criminals. This study investigated the adequacy of the Cyber
crime legal framework in Uganda. Special attention was givén to elements of
cyber crime. This chapter presents the background to the study, the statement of
the problem, objectives of the study, research question, scope of the study,
significance of the study, justification and operational definition of terms and
concepts.

The introduction of computer-related services or Internet-related technologies
has given rise to new forms of crime, soon after the technology was introduced.
One example is the development of computer networks in the 1970s; the first
unauthorized access to computer networks occurred shortly afterwards.
Similarly, the first software offences appeared soon after
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The process of formulating cyber laws in Uganda was initiated in 2003 when a
national taskforce led by the Uganda Law Reform Commission was set up to
undertake the exercise.

The formulation and development of cyber laws was part of a wider reform of
the commercial justice system in Uganda that started in 2000. The process was
undertaken largely to make the law responsive to the changing needs of society.

In Uganda, the advent and development of ICT came with new crimes and this
provided a platform for the commission of existing crimes such as fraud,
terrorism, money laundering, murder and theft. Although these crimes could be
prosecuted under the Penal code Act, ICT related crimes such as hacking and
theft of computer programmes or software poised a challenge to the legal
system, hence the need to enhance cyber security.

While Uganda Communications Act and the Electronic Media Act have been in
place since 1996, the two laws regulate the telecommunications and
broadcasting subsectors without much emphasis on the cyber world. The
Electronic Transactions Act, 2011, the Electronic Signatures Act, 2011 and the
Computer Misuse Act, 2011 now form the backbone of the legal framework for
e-commerce, electronic transactions and computer- or ICT-related
communication in Uganda. The three laws became effective on 15 th April 2011.
However, even with such laws in place.

Cyber crime has increased by 14.9% since 2013. The report indicates that cyber
crime focuses on mobile money and Automated Teller Machines (ATM) fraud.
MTN alone has transacted through its Mobile Money service a total of US$245
million. Cyber crime targeting Mobile money and ATMs accounted for a loss of
over $lmillion country wide. Around $100,000 was transferred without the
knowledge or authority of telecom service providers between August and
November of 2012. Despite the challenges attributed to crime statistics, the
figures reported above are a pointer towards the seriousness of the problem of
cybercrime and the danger posed to electronic transactions. Therefore this study
investigated the adequacy of the Cyber crime legal framework in Uganda.
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Electronic evidence: electronic evidence originates from the drives of electronic
devices or computers and may be volatile (retrievable) and non- volatile forms of
electronic evidence.

Threats: threats include: cyber crime attackers committing economic crimes
which affect the population. There is also a potential for the commission of
political crimes with serious governance consequences. Cybercrime can cause
damage to computer systems thrsough virus attacks (sabotage).

LEGAL FRAMEWORK ON CYBER CRIME

The Anti-Terrorism Act, 2002

The Anti-Terrorism Act (ATA) was adopted in 2002 and includes provisions
that provide for obtaining information in respect of acts of terrorism. This
includes the authorizing of the interception of the correspondence and the
surveillance of persons suspected to be planning or to be involved in acts of
terrorism.

Section 9(1) states that any person who establishes, runs or supports any
institution for promoting terrorism, publishing and disseminating news or
materials that promote terrorism or training or mobilising any group of persons
or recruiting persons for carrying out terrorism or mobilising funds for the
purpose of terrorism commits an offence and shall be liable on conviction, to
suffer death. It is further laid down in Section 9(2) of the ATA that any person
who, without establishing or running an institution for the purpose, trains any
person for carrying out terrorism, publishes or disseminates materials that
promote terrorism, commits an offence and shall be liable on conviction, to
suffer death.

10101
01 &

s



256|Cyber Law in Uganda

The National Information Technology Authority, Uganda Act,
20009.

This law establishes the National Information Technology Authority in Uganda
(NITA-U). It is a government agency under the general supervision of the
minister responsible for information technology (Section 3 (3) and Section 2). 18
The goals of the NITA-U listed in Section 4 include diverse ways to promote
information technology in Uganda and most of these aims are commendable.
The functions of the NITA-U listed in Section 5 are many (18) and rather
broadly formulated. Section 5 (18) extends the functions of the authority to
undertake any other activity necessary for the implementation of the objects of
the authority.

The Regulation of Interception of Communications Act, 2010.

The Regulations of Interception of Communications Act (RICA) is probably the
most problematic law when it comes to guaranteeing the Internet freedom of
Ugandan citizens. Section 3 of RICA provides for the establishment of a
Monitoring Centre for the interception of communications under the act. The
minister responsible for security is mainly responsible for establishing and
running the centre.

An application for the lawful interception of any communication may be made
by the Chief of Defence Forces, the Director General of the External Security
Organisation, the Director General of the Internal Security Organisation, the
Inspector General of Police or their nominees (Section 4 (1)), also referred to as
authorized persons (Section 1). A warrant to intercept communications shall be
issued by a designated judge, by which is understood a judge designated by the
Chief Justice to perform the functions of a designated judge for purposes of
RICA (Section I).
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The Electronic Signatures Act, 2011.

The Electronic Signatures Act (ESA) regulates the use of electronic signatures in
Uganda. While promoting the use of electronic signatures can generally be
regarded as a positive development, there are some aspects of ESA that can be
seen as creating risks in relation to individuals' right to privacy and freedom of
expression. ESA for example includes provisions on advanced electronic
signature that are uniquely linked to signatory, reliably capable of identifying the
signatory and linked to the data to which it relates in such a manner that any
subsequent change of the data or the connections between the data and signature
are detectable (Section 2). In case the security of these types of signatory
systems is not adequate, the anonymity of a person's online behaviour can be
threatened due to the possibility to identify the individual through his or her
signature. The Electronic Signatures Act 201 1 provides for the use of electronic
signatures and their regulation. All the three laws have been published and are
now in force.

The Computer Misuse Act, 2011.

The Computer Misuse Act (CMA) prescribes liability for offences related to
computers. For example child pornoyaphy, cyber harassment, offensive
communications, and cyber stalking are penalized under CMA. The maximum
penalties for these offences range from one to five years of prison, with the
exception of child pornography, which can generate the maximum prison
sentence of 15 years. The conditions required for these offences to be at hand
are, however, often rather vaguely defined. This both contravenes the
requirement of unambiguous and foreseeable provisions in international law and
can have a hampering effect on freedom of expression.

The Electronic Transactions Act, 2011

The Electronic Transactions Act (ETA) provides for the use, security, facilitation
and regulation of electronic communications and transactions. As regards
possible threats to Internet freedom, ETA contains above all pertinent provisions
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concerning the liability of Internet service providers. It is stipulated in Section
29 that a service provider shall not be subject to civil or criminal liability in
respect of third-party material which is in the form of electronic records to which
he or she merely provides access if the liability is founded on the making,
publication, dissemination or distribution of the material or a statement made in
the material or the infringement of any rights subsisting in or in relation to the
material.

The Uganda Communications Act, 2013.

The Uganda Communications Act (UCA) regulates the Ugandan
communications services. It provides for the establishment of the Ugandan
Communications Commission (UCC) (Section 4).Functions of the UCC include
e.g. to monitor, inspect, licence, supervise, control and regulate communications
services (b), to receive, investigate and arbitrate complaints relating to
communications services and take necessary action (j) and establish an
intelligent network monitoring system to monitor traffic, revenue and quality of
service of operators (u) and to set standards, monitor and enforce compliance
relating to content (x) (Section 5).The UCC shall exercise its functions
independently (Section. 8) while the Minister may, in writing, give policy
guidelines to the Commission regarding the performance of its functions and it
shall comply with these guidelines (Section 7).

The Anti-Pornography Act, 2014.

The Anti-Pornography Act was adopted in 2014 and criminalizes all forms of
pornography. According to Section 13(1), a person shall not produce, traffic in,
broadcast, procure, import, export, sell or abet any form of pornography. An
offence under this paragraph can result in a prison sentence of maximum ten
years (Section 13 Section 14(1) criminalizes the same actions concerning child
pornography in which case the maximum sentence is fifteen years. The
realization of APA is overseen by the Pornography Control Committee
established in Part II.
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INSTITUTIONAL FRAMEWORK ON CYBER
CRIME

The principal player agencies are: the Ministry of Information Communication
Technology, the Uganda Communications Commission, the National
Information Technology Act-Uganda (NITA-U), the Uganda Police Force; and
the Judiciary. Uganda has gone further to set up a Computer Emergency
Response Team (CERT) with all the aforementioned Government agencies
being represented on the committee. The Uganda Communications Commission
(UCC) has set up its own CERT to compliment the national team and this was
set up on the 6th of June 2013. This CERT prowls the Internet to monitor and
report hi-tech crime including cyber terrorism, computer intrusion, online sexual
exploitation and cyber fraud. The team also coordinates all other multi sectoral
agencies in this fight against cyber crime; liaises with other law enforcement
agencies in the prosecution of cyber related crimes and collaborates with other
regional and international agencies with similar remits.

ELEMENTS OF CYBER CRIME IN UGANDA

The Concept of cyber crime is very different from the traditional crime. Also due
to the growth of Internet Technology, this crime has gained serious and
unfettered attention as compared to the traditional crime. So it is necessary to
examine the peculiar characteristics of cyber crime.

Cyber crimes can only be committed through the technology, thus to commit this
kind of crime one has to be very skilled in internet and computers and internet to
commit such a crime. The people who have committed cyber crime are well
educated and have deep understanding of the usability of internet, and that's
made work of police machinery very difficult to tackle the perpetrators of cyber
crime. In cyberspace the geographical boundaries reduced to zero. A cyber
criminal in no time sitting in any part of the world commit crime in other corner
of world. For example a hacker sitting in India hack in the system placed in
United States.
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In cyberspace the geographical boundaries reduced to zero. A cyber criminal in
no time sitting in any part of the world commit crime in other corner of world.
For example a hacker sitting in India hack in the system placed in United States.
It is very difficult to collect evidence of cyber crime and prove them in court of
law due to the nature of cyber crime. The criminal in cyber crime invoke
jurisdiction of several countries while committing the cyber crime and at the
same time he is sitting some place safe where he is not traceable.

The cyber crime has the potential of causing injury and loss of life to an extent
which cannot be imagined. The offences like cyber terrorism, cyber pornography
etc has wide reach and it can of the most commonly occurring offences included
in this category.

Illegal access (hacking, cracking)

The offence described as "hacking" refers to unlawful access to a computer
system, one of oldest computer-related crimes. Following the development of
computer networks (especially the Internet), this crime has become a mass
phenomenon. Famous targets of hacking attacks include the US National
Aeronautics and Space Administration (NASA), the US Air Force, the Pentagon,
Yahoo, Google, eBay and the German Govemment. Examples of hacking
offences include breaking the password of password-protected websites and
circumventing password protection on a computer system. But acts related to the
term "hacking" also include preparatory acts such as the use of faulty hardware
or software implementation to illegally obtain a password to entera computer
system setting up "spoofing" websites to make users disclose their passwords
and installing hardware and software-based keylogging methods (e.g.
"keyloggers™) that record every keystroke — and consequently any passwords
used on the computer and/or device.
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Illegal data acquisition (data espionage)

Sensitive information is often stored in computer systems. If the computer
system is connected to the Internet, offenders can try to access this information
via the Internet from almost any place in the world. The Internet is increasingly
used to obtain trade secrets. The value of sensitive information and the ability to
access it remotely makes data espionage highly interesting. In the 1980s, a
number of German hackers succeeded in entering US government and military
computer systems, obtaining secret information and selling this information to
agents from a 40 different country.

Illegal interception

Offenders can intercept communications between users4l (such as e-mails) or
other forms of data transfers (when users upload data onto webservers or access
web-based external storage media) in order to record the information exchanged.
In this context, offenders can in general target any communication infrastructure
(e.g. fixed lines or wireless) and any Internet service (e.g. e-mail, chat or VolP
communications). Most data-transfer processes among Internet infrastructure
providers or Internet service providers are well protected and difficult to
intercept. However, offenders search for weak points in the system.

Wireless technologies are enjoying greater popularity and have in the past
proved vulnerable. Nowadays, hotels, restaurants and bars offer customers
Internet access through wireless access points. However, the signals in the data
exchanges between the computer and the access point can be received within a
radius of up to 100 metres. Offenders who wish to intercept a dataexchange
process can do so from any location within this radius. Even where wireless
communications are encrypted, offenders may be able to decrypt the recorded
data.

Data interference

Computer data are vital for private users, businesses and administrations, all of
which depend on the integrity and availability of data. Lack of access to data can
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result in considerable (financial) damage. Offenders can violate the integrity of
data and interfere with them by deleting, suppressing or altering computer data.
One common example of the deletion of data is the computer vilus. Ever since
computer technology was first developed, computer viruses have threatened
users who failed to install proper protection. Since then, the number of computer
viruses has risen significantly. Not only has the number of virus attacks
increased, but also the techniques and functions of viruses (payload) have
changed.

System interference

The same concerns over attacks against computer data apply to attacks against
computer systems. More businesses are incorporating Internet services into their
production processes with benefits of 24-hour availability and worldwide
accessibility. If offenders succeed in preventing computer systems from
operating smoothly, this can result in great financial losses for victims.

Attacks can be caneied out by physical attacks on the computer system. If
offenders are able to access the computer system, they can destroy hardware. For
most criminal legal systems, remote physical cases do not pose major problems,
as they are similar to classic cases of damage or destruction of property.
However, for highly profitable e-commerce businesses, the financial damages
caused by attacks on the computer system are often far greater than the mere cost
of computer hardware.

Erotic or pornographic material

Sexually-related content was among the first content to be commercially
distributed over the Internet, which offers advantages to retailers of erotic and
pornographic material including exchange of media (such as pictures, movies,
live coverage) without the need for cost-intensive shipping; worldwide access,
reaching a significantly larger number of customers than retail shops; the
Internet is often viewed as an anonymous medium (often erroneously); an aspect
that consumers of pornography appreciate, in view of prevailing social opinions.
Recent research has identified as many as 4.2 million pornographic websites
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that may be available on the Internet at any time. Besides websites,
pornographic material can be distributed through file-sharing systems and instant
messaging systems. Different countries criminalize erotic and pornographic
material to different extents. Some countries permit the exchange of
pornographic material among adults and limit criminalization to cases where
minors access this kind of material, seeking to protect minors.

Illegal gambling and online games.

Internet games and gambling are one of the fastest-growing areas in the Internet.
Linden Labs, the developer of the online game Second Life, reports that some
ten million accounts have been registered. Reports show that some such games
have been used to commit crimes, including the exchange and presentation of
child pornography, fraud, gambling in virtual online casinos and libel (e.g.
leaving slanderous or libellous messages). Some estimates project growth in
estimated online gambling revenues from USD 3.1 billion in 2001 to USD 24
billion in 2010 for Internet gambling (although compared with revenues from
traditional gambling, these estimates are still relatively small).

Fraud and computer-related fraud.

Computer-related fraud is one of the most popular crimes on the Internet, as it
enables the offender to use automation and software tools to mask criminals'
identities. Automation enables offenders to make large profits from a number of
small acts. One strategy used by offenders is to ensure that each victim's
financial loss is below a certain limit. With a "small" loss, victims are less likely
to invest time and energy in reporting and investigating such crimes. One
example of such a scam is the Nigeria Advanced Fee Fraud.

Although these offences are carried out using computer technology, most
criminal law systems categorize them not as computer-related offences, but as
regular fraud. The main distinction between computer related and traditional
fraud is the target of the fraud. If offenders try to influence a person, the offence
is generally recognized as fraud. Where offenders target computer or data-
processing systems, offences are often categorized as computer-related fraud.
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Those criminal law systems that cover fraud, but do not yet include the
manipulation of computer systems for fraudulent purposes, can often still
prosecute the above-mentioned offences. The most common fraud offences
include online auction fraud and advanced fee fraud.

Misuse of devices

Cybercrime can be committed using only fairly basic equipment. Committing
offences such as libel or online fraud needs nothing more than a computer and
Internet access and can be carried out from a public Internet café. More
sophisticated offences can be committed using specialist software tools. The
tools needed to commit complex offences are widely available over the Internet,
often without charge. More sophisticated tools cost several thousand dollars.
these software tools, offenders can attack other computer systems at the press of
a button. Standard eattacks are now less efficient, as protection software
companies analyse the tools currently available and prepare for standard hacking
attacks. High-profile attacks are often individually designed for specific targets.
Software tools are available that enable the offender to carry out DOS attacks,
design computer viruses, decrypt encrypted communication or illegally access
computer systems.

Elements of cyber crime in Uganda

Illegal access or hacking is one of the leading cyber crimes in the Uganda.
Respondents indicated that this crime is rampant on social media accounts
especially Facebook and emails such as yahoo and Google personal accounts.

Data interference is a cyber crime that is common in Uganda, majority of
respondents said that offenders can violate the integrity of data and interfere with
them by deleting, suppressing or altering computer data through the use of
computer viruses which has affected them through the losses of data and
financial losses.

Distribution of pornographic material is a very serious cyber crime occurring
especially among the young youthful population of Uganda. One key informant

==




lIsaac Christopher Lubogo |265

interviewed said "After the distribution of internet and the advance of computers
and smart phones, access to pornographic material has become easy even for
minors." This implies erotic material is a common cyber crime in the country.

Computer-related fraud is one of the most popular crimes on the Internet in
Uganda, respondents indicated that offender to use automation and software
tools to mask criminals identities and cheat un suspecting members of the public
colossal sums of money through trickery activities such as promising delivery of
goods after effecting payments online.

Additionally among the forms of cyber crime that were found to have a high
prevalence rate within Ugandan organisations include Fraud Committed by the
Consumer, Business Misconduct, Asset Misappropriation, Cybercrime and
Bribery and Corruption. Business Conduct/Misconduct refers to frauds or
deception by companies upon the market or general public. It involves deceptive
practices associated with the manufacturing, sales, marketing or delivery of a
company's products or services to its clients, consumers or the general public. It
is the second most prevalent form of economic crime in Uganda. Whereas
Cybercrime has only the third highest incidence rate in Uganda at 31% (tying
with Asset Misappropriation), it continues to be one of the biggest potential
threats to organizations in the future. At 30%, Cybercrime scored the highest
among Uganda's respondents as the form of economic crime likely to be most
disruptive to their organizations in the next 24 months, both monetarily and
otherwise.

WEAKNESS OF UGANDA’S CYBER LAW IN
CURBING CYBER CRIME

Uganda has a number of legislations in place, which address Internet misuse (the
Computer Misuse Act, the Electronic Signatures Act, The Electronic
Transactions Act, Electronic Misuse Act, the Access to Information Act, and the
Regulation of Interception of Communications Act). Different stakeholders were
involved in drafting these legislations for example the Ministry of Information
and Communications Technology (MoICT) in conjunction with Ministry of
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Justice and Constitutional Affairs (MoJCA), Uganda Communications
Commission and National Information Technology Authority (NITA-U) of
Uganda jointly coordinated the drafting of the Data Protection and Privacy Bill"

Some of these prosecution cases have been based on the Computer Misuse Act,
the Electronic Signature Act, and the Electronic Misuse Act, and applied as
cyber Laws.

Cyber criminals in Uganda take advantage of weaknesses in cybercrime
legislation and the nascent systems of law enforcement leading to a proliferation
of illicit activities. On this respondents noted that mainly cross- border
prosecutions of Cybercrime are still a challenge for law enforcement agencies
major limitation. This therefore implies gaps in the laws on cyber crime in
Uganda.

Section 5 (3) of the National Information Technology Authority, Uganda
Act, 2009, mandates NITA-Uganda to co-ordinate, supewise and monitor the
utilization of information technology in the public and private sectors, however
this provision can be interpreted to threaten privacy and freedom of expression
by allowing supervising and monitoring, the scope of which is not clearly and
unambiguously defined. Moreover, it is unclear if by "utilization" of information
technology is understood access to Internet on a more general level or a more
content-specific use of the Internet. The latter interpretation would open up
considerable powers to supervise and monitor e.g. individuals' Internet traffic.

Section 5 (4) of the National Information Technology Authority, Uganda
Act, 2009, mandates NITA-Uganda to regulate and enforce standards for
information technology hardware and software equipment procurement in all
Government Ministries, departments, agencies and parastatals, however this
provision opens up for the NITAU to stipulate standards for hardware and
software in public computers that can restrict freedom of expression and privacy.
It could for example be interpreted to allow for regulations requiring installation
of filters, blocking mechanisms or spyware in public computers. The judicial
officer added that Section 22 of the National Information Technology Authority,
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Uganda Act, 2009 stipulates that confidentiality is the main rule as regards for
example data set or part of data stored in a computer or any other electronic
media. However, this does not affect the fact that the NITA-U as a public
authority has a possibility to get access to personal data concerning individuals.

The Electronic Transactions Act provides for the use, security, facilitation and
regulation of electronic communications and transactions as a functional
equivalent to the already existing forms of communication. The Act gives legal
certainty in respect of validity, legal effect and enforceability of information in
electronic form with respect to relations between parties especially establishing
contractual obligations. In 2007, prior to the enactment of this Act, the High
Court in Hansa, Emmanuel Onyango vs Aya Investments Ltd, Mohammed
Hamid relied on the exchange of emails between the parties to determine the
contractual relations.

In regard to procuring surveillance equipment and criminalizing gadgets
(computers) as well as Internet content. Their powers range from illegally
ordering Internet service providers to block certain social platforms to signing
secret memorandum of understanding among government agencies to share
information about Internet users and published content in order to enforce the
Ugandan cyber legislation. Harassment of online activists by police has also
been reported.

There is no statutory framework governing the transactions. The mobile network
operators have no obligations to report or disclose info on mobile money
services to Bank of Uganda (BOU) as a regulator. All these are gaps that are
clearly visible in the Ugandan legal framework on cyber crime.

There is a general lack of capacity among the police and other law enforcement
agencies to detect ,investigate and assist in prosecution under the Computer
Misuse Act 2011. This has been a challenge in the prosecution of some high
profile cases in the country like Uganda Vs Kato Kajubi and Uganda Vs Dr.
Aggrey Kiyingi cases that relied on electronic evidence. In Kato Kajubi
following a retrial, the accused was convicted. Following the terrorist attack on
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Kampala on 1lth July 2010, the police with the help of the FBI were able to
uncover emails linking the bombings to the suspects.

There is lack of capacity and funding to enable special skills training required to
counter the ever evolving and increasing cyber crime nationally and globally.
Uganda does not have adequate data protection laws. Across the East African
sub region and the African continent, there is a lack of a harmonized legislative
regime to tackle cybercrime. Finally, there is insufficient knowledge about the
law and inadequate sensitization of the public and other potential victims of
cybercrime.

Specific departments are needed within national law-enforcement agencies,
which are qualified to investigate potential cybercrimes. The development of
computer emergency response teams (CERTS), computer incident response
teams (CIRTS), computer security incident response teams (CSIRTS) and other
research facilities have improved the situation.

On enforcement and implementation of laws, there is no centralized budget for
cyber security. Every Ministry allocates its budget separately and depends on
previous experience and future plans to allocate budget for cyber security. In
agreement, an advocate interviewed said

There is limited capacity by the law enforcement agencies to investigate
computer-related crimes, in-line with known global best practices. This has been
attributed largely due to lack of sufficient technical expertise in digital forensic
in Cybercrime cases."

A key informant said that the National Information Security Strategy (NISS)
does not provide specific actionable directives that relate to cyber security. He
added "Risks may exist but the strategies are not aligned with national goals; at
the moment evay Agency has their own list of incidents and have different
priorities. Different institutions place different levels of importance to
technology, depending on their priorities."
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Uganda does not have an official list of Critical National Infrastructure (CNI)
sectors in Uganda. This is mainly attributed to the lack of clear understanding of
what constitutes a CNI sector list and the difficulty in recognizing what needs to
be protected. Experts believe they generally have the ability to recognize what is
important for Uganda and will take the appropriate & necessary measures to
protect Uganda's CNI. Thé National Information Security (NIS) Policy defines
the concept of critical information infrastructure (Cll), but does not clear address
the CNI issue in detail. According to the National Information Security
policy"theinformation and communication technologies (ICTs), that form CIlI,
increasingly operate and control critical national sectors such as health, water,
transport, communications, government, energy, food, finance and emergency
services". This is an areas that needs to be developed further.

Overall, cyber security capacity in Uganda lies between an initial and formative
stage of maturity. This expresses a state of maturity where some features have
begun to grow and be formulated, but may be ad-hoc, while these can be clearly
evidenced.

SOLUTIONS TO THE PROBLEMS

The debate about necessary measures should include the whole range of
instruments such as awareness raising, making available and promoting free of
charge protection technology (such as anti-virus software) and the
implementation of solutions that enable parents to restrict the access to certain
content. Such measures should ideally be available at the time of an introduction
of a service/technology and maintained through out it's operation.

To ensure a wider reach of such measure a broad range of stakeholders should be
involved that range from Internet Service Provider to governments and regional
bodies and explore various sources for funding.

It there is need for Uganda to have a National Cyber security Strategy in order to
identify and include other national risks and priorities areas of Cyber security.
For example, the current rick register needs to be enhanced so that it can include

010,
"W\



270|Cyber Law in Uganda

all critical sectors in Uganda. It was suggested that NITA-U could coordinate the
update, review and collation of all sectors registered in the country. There are
general risks, which can be listed as internal and external at national level and
their respective impacts needs to be considered.

In regard to Substantive and Procedural law the parliament of Uganda should
amend the Evidence Act to expressly provide for the admissibility of electronic
evidence; amend the Computer Misuse Act to impose an obligation on
citizens/persons to report any incidents of cyber crime; amend Section 9
Computer Misuse Act on preservation orders, to fit within the confines of the
relevant provisions in the Budapest Convention. The section should be
broadened to cover content data as data that may be subject to preservation
orders.

CYBERCRIME AND CYBERSECURITY

Areas that are related to cyber law include cybercrime and cybersecurity. With
the right cybersecurity, businesses and people can protect themselves from
cybercrime. Cybersecurity looks to address weaknesses in computers and
networks. The International Cybersecurity Standard is known as 1SO 27001.179

Cybersecurity policy is focused on providing guidance to anyone that might be
vulnerable to cybercrime. This includes businesses, individuals, and even the
government. Many countries are looking for ways to promote cybersecurity and
prevent cybercrime. For instance, the Indian government passed the Information
Technology Act in 2000. The main goal of this law is to improve transmission of
data over the internet while keeping it safe.

Information is another important way to improve cybersecurity. Businesses, for
example, can improve cybersecurity by implementing the following practices:

e Offering training programs to employees.
¢ Hiring employees who are certified in cybersecurity.
e Being aware of new security threats.
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e Cybercrimes can be committed against governments, property, and
people.

What is computer Misuse and Crime?

Section 2 of the Computer Misuse Act (CMA) defines key terms and as such
"computer" means an electronic, magnetic, optical, electrochemical or other data
processing device or a group of such interconnected or related devices,
performing logical, arithmetic or storage functions; and includes any data
storage facility or communications facility directly related to or operating in
conjunction with such a device or group of such interconnected or related
devices;

Cybercrime is unlawful act wherein the computer is either a tool or a target or
both Cyber crimes can involve criminal activities that are traditional in nature,
such as theft, fraud, forgery, defamation and mischief, all of which are subjects
to the Indian Penal Code. The abuse of computers has also given birth to a range
of modern crimes that are addressed by the Computer Misuse Act, 2011.

Scale and nature of computer crime

Computerization significantly eases the performance of many tasks. For
example, the speed and ability to communicate with people is fostered by the
Internet, a worldwide network that is used to send communiqués and provide
access to the world-wide web. But this same speed and ability to communicate
also opens the door to criminal conduct. Computer crime plays a significant role
in the criminal law of the information age. Accompanying the influx of
computers is an increase in criminal acts and, as a result, an increase in the
number of statutes to punish those who abuse and misuse this technology.

Computer crime, sometimes known as cyber-crime, is a serious concern. The
crime can be perpetrated instantaneously and its effects can spread with
incredible quickness. Furthermore, the ever-increasing use of computers,
especially in serving critical infrastructure, makes computer criminality
increasingly important.
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There is an endless list of possible crimes that can occur through use of the
Internet. For example, the Internet can be a medium used for committing hate
crimes, pornography, consumer fraud, stalking, terrorism, theft of security or
trade secrets, software piracy, economic espionage, and financial institution
fraud. The threat of computer crime is underlined by the fact that a security
organization such as the Federal Bureau of Investigation was forced to
temporarily take down its Internet site in 1991 after an attack by hackers.
Companies have been equally vulnerable and have incurred millions of dollars in
damage due to the effect of certain viruses.

Misuse of the computer threatens individual and business privacy, public safety,
and national security. There have been considerable efforts made by state,
federal, and international governments to curb computer crime.

Categories of Cyber Crime

A precise definition of computer crime is problematic. This is because of the
array of different forms and forums in which the crime may appear. A single
category cannot accommodate the wide divergence of conduct, perpetrators,
victims, and motives found in examining computer crimes. Adding to this
confusion is the fact that computer crimes also can vary depending upon the
jurisdiction criminalizing the conduct. The criminal conduct can be the subject
of punishment under a state statute. There is also an odd mixture of federal
offenses that can be used to prosecute computer crimes. But computer crimes are
not just domestic. Because computers operate internationally, the definition of
computer crime can be influenced by the law of other countries as well. Despite
debate among leading experts, there is no internationally recognized definition
of computer crime.

At the core of the definition of computer crime is activity specifically related to
computer technologies. Thus, stealing a computer or throwing a computer at
another person would not fall within the scope of the definition of computer
crime in that these activities do not use the technology as the means or object of
the criminal act. Computers serve in several different roles related to criminal
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activity. The three generally accepted categories speak in terms of computers as
communication tools, as targets, and as storage devices.

The computer as a communication tool presents the computer as the object used
to commit the crime. This category includes traditional offenses such as fraud
committed through the use of a computer. For example, the purchase of
counterfeit artwork at an auction held on the Internet uses the computer as the
tool for committing the crime. While the activity could easily occur offline at an
auction house, the fact that a computer is used for the purchase of this artwork
may cause a delay in the detection of it being a fraud. The use of the Internet
may also make it difficult to find the perpetrator of the crime.

A computer can also be the target of criminal activity, as seen when hackers
obtain unauthorized access to Department of Defense sites. Theft of information
stored on a computer also falls within this category. The unauthorized procuring
of trade secrets for economic gain from a computer system places the computer
in the role of being a target of the criminal activity.

A computer can also be tangential to crime when, for example, it is used as a
storage place for criminal records. For example, a business engaged in illegal
activity may be using a computer to store its records. The seizure of computer
hard drives by law enforcement demonstrates the importance of this function to
the evidence gathering process.

In some instances, computers serve in a dual capacity, as both the tool and target
of criminal conduct. For example, a computer is the object or tool of the criminal
conduct when an individual uses it to insert a computer virus into the Internet. In
this same scenario, computers also serve in the role of targets in that the
computer virus may be intended to cripple the computers of businesses
throughout the world.

The role of the computer in the crime can also vary depending upon the motive
of the individual using the computer. For example, a juvenile hacker may be
attempting to obtain access to a secured facility for the purpose of demonstrating
computer skills. On the other hand, a terrorist may seek access to this same site
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for the purpose of compromising material at this location. Other individuals may
be infiltrating the site for the economic purpose of stealing a trade secret.
Finally, unauthorized computer access may be a display of revenge by a
terminated or disgruntled employee.

In addition to computer crimes having several roles, the individuals who commit
the crimes do not fit one description. The only common characteristic of the
individuals committing these crimes is their association with a computer. The
perpetrator of a computer crime could easily be a juvenile hacker, sophisticated
business person, or terrorist. Likewise, the victims of computer crimes do not fit
a specific category in that the spectrum of possible victims includes individuals,
financial institutions, government agencies, corporations, and foreign

governments.

Cyber crimes often fit within traditional criminal law categories in that
computers can be used to commit crimes such as theft, fraud, copyright
infringement, espionage, pornography, or terrorism. In some instances, existing
criminal categories adapt new terminology to reflect the computer nature of the
crime. For example, cyber terrorism is used when the terrorist activity involves
computers, and cyber laundering relates to money laundering via computer.
Trespass crimes take on a new dimension when the unauthorized access occurs
in cyberspace. For example, in 2000, the website for the American Israel Public
Affairs Committee was defaced by intruders who downloaded e-mail addresses
and credit card numbers from the site.

Criminal conduct that may appear to have no connection with computers can, in
fact, be affected by technology. For example, stalking presents itself as a serious
concern growing from increased use of the Internet. Cyber stalking generally
involves the stalking of a person via the Internet or other electronic
communication. Access to personal information on the Internet makes cyber
stalking particularly problematic. Recognizing the need to consider the effect of
technology on crimes such as stalking, the Attorney General issued the 1999
Report on Cyber stalking: A New Challenge for Law Enforcement and Industry"
that describes the efforts that law enforcement can take to deter this criminal
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activity. First Amendment concerns factor into whether these and other legal
initiatives regarding computer crimes will withstand constitutional challenges.

Computer crimes do not always correlate with traditional descriptions of
illegality. Some activities present unique forms of criminal conduct that bear no
resemblance to common law or existing crimes. For example, computerization
allows for new types of crimes, such as trafficking in passwords.

Other computer crimes may have a resemblance to traditional crimes but the
conduct may not fit neatly into an existing category. For example, a "page-
jacker" who misappropriates material from another individual's website may face
criminal liability for a copyright violation. If the "page- jacker,” however,
manipulates a website to redirect individuals to his or her own website, it
remains uncertain whether this fraudulent conduct fits within classic theft or
fraud offenses. Specific computer crime statutes are tailored to meet these new
forms of criminal conduct. The ability the Internet provides in accessing
information with a degree of anonymity makes some crimes, such as identity
theft, important priorities for the criminal justice system.

The technical and changing nature of computer technology can make it difficult
for those who are drafting criminal statutes. The array of new terms and new
meanings given to existing terms requires a certain level of expertise in order to
understand the computer activity. Examples of simple words used in the context
of computer activity are the terms "virus" and "worm." A federal court
explained, "A 'worm' is a program that travels from one computer to another but
does not attach itself to the operating system of the computer it 'infects." This
differs from a computer "virus," which does attach to the computer operating
system that it enters (United States v. Morris, 928 F.2d 504, 505n.1 (2d Cir.
1991)) Generally, there are three major categories of cybercrimes that you need
to know about.
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The categories of crime

Crimes Against People. While these crimes occur online, they affect the lives
of actual people. Some of these crimes include transmission of child-
pornography, cyber harassment, cyber stalking, cyber bullying, cyber
defamation, revenge porn, email spoofing, cracking, carding, sms spoofing,
pornography, credit card frauds, online libel / slander, cyber smearing,
trafficking, financial frauds, identity theft, etc.200

Crimes Against Property. Some online crimes happen against property, such as
a computer or server. These crimes include DDOS attacks, hacking, virus
transmission, cyber and typo squatting, computer vandalism, copyright
infringement, IPR violations. cyber trespass and transmitting viruses.

Crimes Against Government. When a cybercrime is committed against the
government, it is considered an attack on that nation's sovereignty and an act of
war. Cybercrimes against the government include hacking, accessing
confidential information, cyber warfare, cyber terrorism, and pirated software.

State of Cyber Crime in Uganda

Cybercrime is largely regulated by the 2011 Computer Misuse Act. The act
comes after the first known case of a person (a blogger in 2010) reportedly being
charged for offences relating to free expression on the internet.

The Computer Misuse Act makes provisions for the safety and security of
electronic transactions and information systems. The act creates several
computer misuse offences, for example, unauthorized modification of computer
material, unauthorised access, access with intent to commit or facilitate
commission of further offence. It also outlines mechanisms for investigation and
prosecution of the offences, as well as appropriate sentences for each offence.
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Encryption

There does not appear to be any restriction on the use of encryption in Uganda.
The use of end-to- end encrypted messaging applications, particularly
WhatsApp, is popular.

Licensing of Industry

Uganda's telecommunications industry is governed by the Uganda
Communications Commission (UCC). The Commission's mandate is to develop
"a modern communications sub-sector and Infrastucture in Uganda, in
conformity with the operationalization of the Telecommunications Policy."

The National Information Technology Authority is an autonomous statutory
body established under the NITA-U Act (2009), to coordinate and regulate
Information Technology services in Uganda. It is supervised by the the Ministry
of Information and Communication Technology (MolCT).

Uganda's main mobile network providers are a mixed group of Ugandan,
African, and international providers. These include:

e MTN Uganda (a subsidiary of South African company MTN);

e Airtel Uganda (a subsidiary of Indian company Bharti Airtel);

e Uganda Telecom (partially government-owned and partially
owned by a subsidiary of the Libya Africa Investment
Portfolio);

o Africell Uganda (formerly Orange, Africell is an African
company founded in The Gambia);

e Smile Telecom (an African provider incorporated in Mauritius);

e Sure Telecom (a subsidiary of Time turns Holding Ltd, Cyprus);

o K2 Telecom (a private Ugandan company);

e Smart Telecom (owned by the Industrial Promotion Services
(IPS) Kenya, which is part of the Aga Khan Fund for Economic
Development); and
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e Vodafone Uganda (a subsidiary of the British VVodafone group).

Different Cyber Crimes
Hacking — Unauthorized Access to Computer Material

Section 12 (1) of the Computer Misuse Act provides that a person who
intentionally accesses or intercepts any program or data without authority or
permission to do so commits an offence. Access means gaining entry into,
instructing or communicating with the logical, arithmetical, or memory function
resources of a computer, computer system or computer network. Unauthorized
access would therefore mean any kind of access without the permission of either
the rightful owner or the person in charge of a computer, computer system or

computer network.

Every act committed towards breaking into a computer and/or network is
hacking. Hackers write or use ready-made computer programs to attack the
target computer. They possess the desire to destruct and they get the kick out of
such destruction. Some hackers hack for personal monetary gains, such as to
stealing the credit card information, transferring money from various bank
accounts to their own account followed by withdrawal of money. By hacking
web server taking control on another person’s website called as web
hijacking.201

Unauthorized Modification of Computer Programs or Data

Section 14 of the requisite intent and the requisite knowledge at the time when
he or she does the act,

This is an offence whereby a person knowingly and without authority does an
act which causes the contents of a computer to be changed, erased, added to or
impairs the normal operations of the computer. It also includes the introduction
of viruses etc., where these result in the modification or destruction of data.
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This type of offence usually refers to the hacking into of computer server
systems vandalising it or leaving malicious computer viruses.

Piracy and Related Offences

The internet and online peer-to-peer sharing software has made piracy more
popular than ever. Whether you’re being accused of illegally downloading a
song or movie or using an unlicensed copy of Photoshop, a piracy charge is
nothing to make light of. In fact, piracy is a federal crime. These felony charges
can land you in prison for a year or longer, depending upon the circumstances of
your individual case. Although at first glance, piracy might seem like a
victimless crime, it’s still considered theft. When you’re downloading music
without paying for it, it’s illegal. If you’re facing any type of piracy charges or
related charges, you top priority needs to be speaking with a criminal defense
attorney about your case.?®

Elements of a Piracy Charge

Piracy is essentially illegally stealing or sharing files that you haven’t paid for.
In the parlance of our times, we think of piracy as involving music and video
files online. When it comes to piracy charges and convictions, two separate
elements have to be satisfied. First, the prosecutor must prove that piracy (the
theft) was willful and intentional. Did you intend to illegally steal the music?
Second, did you, yourself, personally download or share the files? If you have a
computer that more than one person uses, it might be difficult to prove that you
were actually the one that committed the piracy.

Piracy and Cyber Crimes

Piracy is one of the most common types of cyber crimes. Cyber crimes can
include just about any crime or criminal activity that takes place online. This
type of cyber crime deals with theft of certain types of intellectual property.
Illegally downloading music is probably the most popular form of piracy and
cyber crime. lllegal file sharing can also occur with games, movies, television
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shows and a variety of different types of software. Any time a file is shared or

downloaded illegally online, that’s piracy and a cyber crime.
Downloading Music

In its heyday, illegal downloading and sharing of music was out of control.
Initially, Napster was the preferred file sharing, peer-to-peer software of choice.
A variety of other peer-to-peer file sharing websites and pieces of software
followed. As soon as one was shut down, another one popped up. Limewire, and
other programs filled the space that Napster left behind. If you or somebody you
love has been accused of illegally downloading or sharing music, you need to
speak with an skilled criminal defense attorney with cyber crimes case
experience immediately.”®

Digitally Bootlegging Movies

Digitally bootlegging movies is also a huge crime associated with piracy. The
Motion Picture Association of America (MPAA) estimates a loss of nearly $3.5
billion each year due to digital piracy. This multi-billion dollar criminal
enterprise can also land you in hot legal water. It might seem innocent enough,
but illegally downloading or bootlegging a movie online can mean serious
trouble if charged or convicted.?®

Piracy, a Crime

Piracy is a federal crime. This means that you can go to prison for more than a
year, if convicted. It also means you could be facing hefty financial fines. If
you’re facing any kind of felony charges related to piracy or other cyber crimes,
you need to speak with an experienced criminal defense attorney immediately
about your case. It might feel like a seemingly victimless crime to you, but the
federal government takes these charges and investigations very seriously.?’

In Uganda, section 14 (6); A person who commits an offence under this section
is liable on conviction, to a fine not exceeding three hundred and sixty currency
points or imprisonment not exceeding fifteen years or both.
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Penalties Associated With Piracy.

They might seem draconian in nature, but penalties associated with digital piracy
of copyrighted works can get you hard time in a federal prison facility. In fact, if
you’re convicted of video taping a move, you can get sentenced to three to six
years in a federal correctional facility. Additionally, people who use peer-to-peer
networks in violation of the No Electronic Theft (NET) Act of 1997 can also
face harsh penalties if convicted. It’s possible to get a five to 10 year sentence if
you're found guilty of illegally trafficking recordings of lie events or

performances for financial gain.?®
Computer Pornography

The Internet has given rise to a new industry for the online publication and
consumption of obscene materials. Millions of people around the world are
visiting web-sites catering to this product. These Internet sites represent the
largest growth sector of the digital economy.

An obscene publication is generally understood to be any publication whose
dominant characteristic is the undue exploitation of sex, or of sex together with
crime, horror, cruelty or violence. Whether a publication's dominant theme is the
undue exploitation of sex is determined by reference to a "community standards"
test. Obscene article contains an image or a description of sexual behaviour
which is, arguably, an exceptional practice or a minority taste, or something
which is beyond the pale and carry the risk that viewers of the material may be
encouraged or corrupted into such practices.

A work is indecent if it, taken as a whole, appeals to the prurient interest in
nudity, sex, or excretion; depicts, represents or describes in patently offensive
ways, ultimate sexual acts, normal or perverted, actual or simulated
sadomasochistic acts or abuse; or lewd exhibition of the genitals, pubic area,
buttocks, or post-pubertal female breasts .

Obscenity is calculated to promote the 